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[Abstract]

Through the consensus algorithm, which is the core technology of the blockchain, the same data is
accurately shared between connected nodes. The use of an appropriate consensus algorithm that
considers the user and the usage environment ensures efficient maintenance of data integrity and
accuracy. In this paper, we proposed a performance evaluation method for efficient selection of a
consensus algorithm among authorized nodes considering the characteristics of a private blockchain
platform, and applied the modified item to the existing published formula considering the number of
authoritative connected nodes. Through this process, it was possible to simplify the consensus process
considering the stability between nodes. The stability of the consensus process can be improved by

selecting an appropriate consensus algorithm based on the proposed research.
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I. Introduction
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II. Background

1. Blockchain technology
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Fig. 1. Blockchain for enterprise Applications[5]
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Table 1. 2019 public leading pilot project[6]

Agency Blockchain pilot project
Disaster Prevention and Response
busan ;
Service
seoul Part-time workers' rights protection
Food Safety Management Certification
KFDA .
Service Platform
national Trust-based records management
Archives platform
defense support defense business Builds,
industry platform
ilit L . . .
mit tary providing certificate-free civil service,,
affairs )
Builds platform
agency
korea. post Email Mailbox Management Platform
pffice
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Table 2. Blockchain applications in countries[7]

Country Usage details
USA Health data transparency through
collaboration with IBM Watson Health
The e-Estonian program is promoting
. policies to protect national networks,
Estonia . .
systems and data, including health, law
and legislation
. Efforts to perform all transactions for its
Dubai e . .
own citizens with blockchain
Promote blockchain history management
England . . .
of social security services
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2. Blockchain consensus algorithm
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1) Public Blockchain Consensus Algorithm
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M_value: Maximum value of difficulty (2256 - 1)
D: Difficulty
Hash value of block BO: HASH (BO) <= M_value / D

Fig. 2. Blockchain Process[8]
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2) Private Blockchain Consensus Algorithm
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3) Case Study on Performance Evaluation of
Blockchain Consensus Algorithm
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IlI. Factors for Blockchain
Performance Evaluation
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1) Number of authoritative nodes authorized
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2) Consensus stability considering the number of
authoritative nodes
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® p is the probability that an honest node generates a
block

® (: probability of a malicious node generating a
block

® z: Number of blocks waiting for confirmation

® A=zx(q/p)

® 7 = number of authoritative nodes / number of all
nodes
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3) Evaluation of Performance Evaluation Items
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assumption :
f: number of nodes with malicious Node
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Fig. 3. Assumptions in Cases

Table 3. Performance Evaluation Factor Expressed
by Equation

Evaluation Paxos PBFT Raft
factor
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nodes VYI ® The higher the better

authority
7 * 7 *

c Minimum Z * at least Minimum
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time time
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O Assumptions of Case 1

(Total number of nodes): 5

f (number of malicious nodes): 1

at (number of nodes that can have authority): 4
Z: 80%

Fig. 4. Assumptions in Casel

Table 4. Performance Evaluation Results of Casel
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N (total number of nodes): 50

f (number of malicious nodes): 5

at (the number of nodes that can have authority): 45
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Fig. 5. Assumptions in Case2

Table 5. Performance Evaluation Results of Case2
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Fig. 6. Assumptions in Case3
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Table 6. Performance Evaluation Results of Case3

Evaluation Paxos PBFT Raft
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Fig. 7. Assumptions in Case3

Table 7. Performance Evaluation Results of Case4
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IV. Conclusions
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