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[Abstract]

In the fourth industrial revolution represented by hyper-connected and intelligence, cloud computing is

drawing attention as a technology to realize big data and artificial intelligence technologies. The

proliferation of cloud computing has also increased the number of threats. In this paper, we propose

one way to effectively monitor to the resources assigned to clients by the IaaS service provider. The

method we propose in this paper is to model the use of resources allocated to cloud systems using

ARIMA algorithm, and it identifies abnormal situations

through the use and trend analysis. Through

experiments, we have verified that the client service provider can effectively monitor using the proposed

method within the minimum amount of access to the client systems.

» Key words: Cloud computing, ARIMA algorithm, Machine learning, Resource, Monitoring
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I. Introduction
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II. Related Work

1. Concepts of cloud computing
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Fig. 1. Cloud Computing[7]

2. Security threats for cloud computing
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3. Machine leaning and ARIMA algorithm
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4. Limitations and improvements
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III. CLIAM: Cloud Infrastructure Abnormal
Monitoring using Machine Learning

1. Assumptions and Prerequisites
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2. Architecture and algorithm
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Table 1. Attrribute
Attribute Description
Usual day resource(CPU, Memory, Disk,
R, VM, U, | Network) usage at t time of the n th
virtual machine
Current resource(CPU, Memory, Disk,
R, VM,N, | Network) usage at t time of the n th
virtual machine
Resource usage at t time predicted by
R, VM, P, | usage up to t-7 time of the n virtual
machine
R,, : Resource(m : Memory, ¢ : CPU, d : Disk)
VM, : Virtual Machine n, P, : AVerage usage at t time
N, : Current usage at t time, P, : Predicted usage at t time
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IV. Experiment

1. Experimental environment

CLAIMO] a1t5 7A5sr] st A3 Table. 2
o 7t} Al3E7d1/dL8 Hyper-V &304 5= Al
S& TPIAHE ol&siitt. AFgEM 7HIAE Y
wo] AF8YS A0 AHIGi) tlwe) ALY U
S S8l w2 AAsle] we HAE mzI3yol

stress[16]5 0] 8519

Table 2. Experimental Environment

Spec
« CPU : 8CPUs * Intel(R) Xeon
Host e Mem : 32G

System

« Disk : 6TB
« CPU : 1CPU

VM_1 « Memory : 512MB ~ 16G Dynamic
« Disk : Init 20G Dynamic
« CPU @ 2CPU

VM_2 « Memory : 512MB ~ 4G Dynamic
« Disk : Init 20G Dynamic
« CPU : 2CPU

VM_3 e Memory : 512MB ~ 16G Dynamic
« Disk : Init 20G Dynamic
« CPU : 4CPU

VM_4 e Memory : 512MB ~ 16G Dynamic
« Disk : Init 20G Dynamic

2. Experiment result
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Memory Utilization

Usage Change %

Fig. 7. Decistion Graph

V. Conclusions

43} AT 710l wlet BE ALZo] ARk £
A3} ke T glon, olo] wat (A A|ARlolA WAy
she we o] JuE ausoR s U 22eC,
Wcolejor 2 AL s1sol WIS ik, E3, F2h
= #739) oy TS WSty et el BUER] W
Hol Bt A7k A|45n 9ot FAPE el Agolc,
2 AP laaS B FAE AR Bl
7} g W3t 2 AR FTQC T AU ALY B
55l oy 2
D252 AASHACE ARtets LnEL oAl
% 3 ARIMA Q5 olgalo] B4 2
o|9IE] ALY AHEFS B2 B, o]
of A}gY Wate BAslel sie] 2aeE
of Wap} A 2ALE Al Ol GFL EHeldt
99Ick. CLIAMS 283Ick, 22t.cmer ohjay
B AAEY] A1 AL BUEIY 2 o2 §
ol Aolsl 1% 59 WS ur} ansos A
92 7oz Jgic o, @l e Heapt
lohel Wt ol A3xo2 BMslE oz £7

o

oo A

)

A2Ele] A8 Wabt Sl 22C JatololE o
¥ 3402 Q% AR FASCo] A e A2
2

o

ez et AAXE FHst] motsprlole AT
At e, AEA0 HO Fe w2 o[ YAE HA
ggoll ek A4S A& Aok

ACKNOWLEDGEMENT

This work was supported by the Yeungnam
University College Research Grants in 2019.

REFERENCES

[1] M. J. Lee, “Internet & Information Security:Big Data and the
Utilization of Public Data”, KISA, PP. 47~64, 2011

[2] hyun seok jeong, "A Study on the Application of Cloud Computing
in the 4th Industrial
Communications and Information Sciences, Vol. 44, No. 6, pp.
1213-1222, 2019, DOI:10.7840/kics.2019.44.6.1213

[3] Amazon AWS, https://aws.amazon.com/ko/

[4] Mocrosoft Azure, https://azure.microsoft.com/ko-kr/

[5] Cloud Services Information Protection Guide, KISA, pp. 1~98,
2011

[6] Cloud Computing Issues and Status, KEIT, pp. 1~48, 2011

[7] Cloud Computing, https://en.wikipedia.org/wiki/Cloud_computing

[8] Jihye Shin, "Regulations and the standard form contract for the

Revolution", Korean Institute of

user protection on the cloud computing service", HUFS Law
Review, Vol. 40, No. 4 pp.117-140, 2016, DOIL
10.17257/hufslr.2016.40.4.117

[9] “Top Threats to Cloud Computing Plus: Industry Insights”, Cloud

Dec. 2017

[10] Vyas, Giriraj, Sanjay Meena, and Pramendra Kumar. "Intrusion

Security Alliance,
Detection Systems: A Modemn Investigation." International

Journal of Engineering, Management & Sciences (IJEMS) Vol.
1, No. 11, 2014.

[11] Alpaydin, “Ethem. Introduction to machine learning”, MIT press,
2020.

[12] Patric R. Nicolas, “Scala for Machine Learning”, Packt Publishing
Ltd, Dec. 2015,

[13] Contreras, Javier, et al. "ARIMA models to predict next-day
electricity prices." IEEE transactions on power systems, Vol. 18,
No. 3, pp.1014-1020. 2003, DOIL: 10.1109/TPWRS.2002.804943

[14] Yin-Goo Yim, Hyun-Wook Jin,.“Analysis of Impact of Multi-core
CPU Bandwidth in Docker Containers”, KIISE Transactions on



112 Journal of The Korea Society of Computer and Information

Computing Practices, Vol. 24, No. 12, pp.675-680, 2018, DOI:
10.5626/ktcp.2018.24.12.675

[15] D. Merkel, "Docker: Lightweight Linux Containers for Consistent
Development and Deployment", Journal of Linux Journal 2014,
Vol. 2014, No. 239, pp. 2, May. 2014.

[16] STRESS, https.://www.cyberciti.biz/faq/stress-test-linux-unix-serve

r-with-stress-ng/

Authors

Sang-Yong Choi received his B.S. degree in
Mathematics and M.S. degree in Computer
Science, both from Hannam University in
2000 and 2003, and Phd degree in

Interdisciplinary of Information Security from

Chonnam National University in 2014, Dr. Choi is a assistant
professor at the Dept. of Cyber Security in Yeungnam
University College, Daegu, Korea. His research interests are
in web security, network security and cloud computing

security.



