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[Abstract]

Today, the Internet of Things is used in many places, including homes, industrial sites, and hospitals, to
give us convenience. Many services generate new value through real-time data collection, storage and analysis
as devices are connected to the network. Many of these fields are creating services and applications that
utilize sensors and communication functions within IoT devices. However, since everything can be hacked,
it causes a huge privacy threat to users who provide data. For example, a variety of sensitive information,
such as personal information, lifestyle patters and the existence of diseases, will be leaked if data generated
by smarwatches are abused. Development of IoT must be accompanied by the development of security. Recently,
Differential Privacy(DP) was adopted to privacy-preserving data processing. So we propose the method that
can aggregate health data safely on smartwatch platform, based on DP.
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Fig. 1. Estimated Data with DP, DDP, LDP based approach (£=0.5, user count=443)
2. Distributed Differential Privacy ... ...
_ _ [ L ] [ 2]
SHATE AA| 2HgoflM= AR 4 Sl oIy A7t - -
7 whEA] ExfeRle gheck olg sl AbgAbt A T
- _ _ Add Noise ‘ Untrusted Aggregator ‘
OolgHE WaskeE A9 A2 mto]Hir|(Local
Differential Privacy, LDP)Q} &4 AR IgjouA] | Trusted Aggregator | L] EM‘W”EM‘W | Loz [ Lo ]
(Distributed Differential Privacy, DDP) 280] &gt + 1 1t EE-AEblbe]
7¥710] ALQxly -DPE ulxshe R [ [ ) [ ) [ 4 ® [ 4 [ 4 [ ] [ ) [ )
t}. Zi7}o] AMgAP} e-DPE UHESH= LDPoH: - A A A @A aaaa

DDPE RE ALEARO] HolE S £31519S o v|24 ¢

-DPS THESHC) ChA] Eaf 2H2to] AMgAR= -DPE Th

£& 0h2 ZE5H WA} o|RojX|A] 9F7] whof vtz

Az sto] vpgo] ﬁé%}q DDP:= DPOJA] AFRE]:= 212

2ka B3o] Bshde vigtoz WHAs Lafsiy 3t
7o Aoz Aojdct.
N

LX) = DG (NA) — GAH(N,N)] 3)

i=1

Al (3)ofl4] A& AL ©4(scale parameter)2 7HA|=
gEdA FEX L2 N aZ 27 FE] 2(shape
parameter)?t A& @42 J7HK]+= N/fQ] Zot Bx G2
BYE], Wil Qot REM SHHOZ 539
o Atg L A Zlo] epara BaolN AHE
371et ZE2 9ulstty [11-13].

$1 713 104 DDPE &oll xS 4383t Aul= LDP
of= tha Alolg wolXIRl DPE &84 HlojEjeke At
o7} 7o gld= & & Atk oJA™ AlRE & Qe Hlo]
B 7P gl iﬁolxl AlEE & Qe HolH a4
77t e @3 fARRE £ mefolHAlE BASsHE
4 32 297} sirk

}\]/\
2T

AFO o
=]

=N
=
PE X

=2

HeE2 vlaslel el Aoz,
of EAf ojRet e Fleke

A%3}9] oft Aol Yedch

Fig. 2. Differential Privacy vs Distributed Differential Privacy

3. Homomorphic Encryption
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III. DDP-based Data Aggregation
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1. Data Owner’s Smartwatch-Side Processing
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IV. Experimental Evaluation
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Fig. 5. Estimated Data (data size=443, £=0.5) (a) original data (b) DDP based approach (c) LDP based approach
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2. Results and Discussion
sl% SOt AnfEglR|e} o) TEgt

Hmeq dlo]e]

7t AR A49 o), 3o Aokt uo wxEn
ssleic) 9 23 b 44330 st A AnE ia}o]‘ﬂ

A BE OIS e 052 1) (a)= Y2, (bR DDP 4,
(cH= LDP wAlo @ x5t 443%e] W ojefolu], 12
6 3t 22 2719] clojelo] £2 1002 T2 AVgsiof
53 44359) BF Clojelolt). & 1 59 6] (b}

DDP 3Ae] 5702 WA} ¢53lo] 22 74l Hole]

£ =583 Aol o] £ 1ol AL 4 Y, DDP
WAlo® 248 dolsie YEat B Ko7t UA| oo

£0] 0.5004] 1002 Zodl wl= Afo|2 ARIsp] ofict.
S0l LDP WAl £ 2717 T QA3 it Afo]

7} U, DDP 4] 5% ZAdfete 3 &folS welc,
9] 5 230 ALSE) HloJE|= AFRAP FofAl majol
Al 8% oS o2 E5) A HlolelS wast Jolok
5} Aul matolwA] 122 0.1, 0.5, 1.09] 37}K]
F02 Atgslo] lojelS A5t Y clolejete] W
51 &eIo) ofel & 291 2 Zahg T, ol &
2014 SQIE 5 %, Zeto[HA] BE AL £S5
BoloR £ ek AYS FIstelon, 4433e) AF
8xlo]) gt Hole|S 445t} DDPet LDP o] we}
QAFS UERHTE ¢85 0.1, 0.5,

373 dolelo) B3

1.002 A51HS ] LDPO] 72, zFzF H4 Ao 9k}
7} 162.21, 32.76, 14.722 AAtE]9l o DDPO] 742,

% 59 6ofAf= g0l TE QAte] AHolE AlISH ] 01%

ARk, 247} 44.96, 9.12, 4.822 A4E O] £9] F7t0] T
QAL A5 I 4 I91lon DDP7F LDPYELE @ Ate]
DIHALE @ 4 otk of2iat HRI0M B 4
= ZetoHA] o U7Ria g7} gho] 0| s
O QX1 AofA|H A cojelole] Wi} A}
Sl 7} 29 0 YR AN HolEE 3R

o Cu To=2

jS

A

f

alt
A
Eas

7

o AA| A Hlo|8E FgstuA Hot o jejujeh 2

4 B oxo o

B Boli & 9l o9 o2 A s, 2
2710 wje} o} Ao 7k HolEs FAste A
21501 o} WA |71o] Holeig Ba 2 ok Aol

dA0| whet AldsH

AHA S _LL]_9_7}- 9\15}

102 2

Table 2. Mean Absolute Error for varying privacy
budget with DDP, LDP basesd approach

Privacy
Budget
Mean
Absolute
Error(DDP)
Mean
Absolute
Error(LDP)

0.1 0.5 1.0

44.96 9.12 4.82

162.21 32.76 14.72




Privacy-Preserving Aggregation of IoT Data with Distributed Differential Privacy 71

V. Conclusions and Future Work
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