JKSCI

SH27 BE M B5t =237

Journal of The Korea Society of Computer and Information

Vol. 25 No. 6, pp. 73-79, June 2020
https://doi.org/10.9708/jksci.2020.25.06.073

A Study on the Security Processor Design based on
Pseudo-Random Number in Web Streaming Environment

Seon-Keun Lee*

*Professor, Dept. of Electrical and Electronics Engineering, Woosuk University, Jeonbuk, Korea

[Abstract]

Nowadays, with the rapid spread of streaming services in the internet world, security vulnerabilities
are also increasing rapidly. For streaming security, this paper proposes a PN(pseudo-random noise)
distributed structure-based security processor for web streaming contents(SP-WSC). The proposed
SP-WSC is basically a PN distributed code algorithm designed for web streaming characteristics, so it
can secure various multimedia contents. The proposed SP-WSC is independent of the security
vulnerability of the web server. Therefore, SP-WSC can work regardless of the vulnerability of the web
server. That is, the SP-WSC protects the multimedia contents by increasing the defense against external

unauthorized signals. Incidentally it also suggests way to reduce buffering due to traffic overload.
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I. Introduction
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II. Preliminaries

1. Web multimedia playback technology
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Table 1. Web multimedia playback technology

description
Progressive | Avoid expensive equipment (media server)
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HTTP .
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Pseudo-Str | . . . )
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9 the desired part.
* Limitations of real-time relaying and
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* Bandwidth efficiency is increased because
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2. Web Streaming Security Methods
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ITII. The Proposed SP-WSC algorithm
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Table 2. Used image data for SP-WSC simulation

description

{{{71,102,157},{72,105,159},{71,104,158} {70,103,157} {7
1,104,158},{71,102,159},{71,103,160},{71,103,160} {72,1
04,161},{71,103,160},{72,104,161},{74,106,163},{73,105,
162}{73,106,159},{73,106,159},{74,107,160} {74,107,160
}473,106,159},{74,107,160} {76,109,162}{75,108,161} {7
6,107,161}{76,109,162},{77,110,163} {78,111,164} {791
10,165},{79,110,165},{80,111,166},{80,111,166},{82,111,
167},{82,111,167},{82,112,166},{83,113,167},{84,114,166
1,{84,114,166},{83,113,165},{83,113,165},{86,113,166},{8
6,113,166},{87,114,167},{87,114,167}{87,114,167},{86,1
13,166},{86,113,166},{86,113,166},{87,112,166},{87,114,
167},{87,114,167},{86,113,166},{85,112,165},{86,113,166
1.485,112,167},{83,110,165},{80,107,162},{81,108,163} <
<35>>,{145,153,189},{146,154,190} {147,155,191},{146,
154,190} ,{146,154,191},{143,151,188},{141,149,186} {14
3,151,188},{142,152,188},{137,146,185},{135,144,183} {1
30,143,187},{128,141,185},{124,137,181},{120,133,177} {
113,130,174}{106,127,174}{98,122,170},{90,116,165},{8
4,111,166},{80,111,165},{77,109,160},{78,105,158},{75,1
04,160},{71,105,166},{71,105,166},{70,104,165},{78,101,
153},{82,99,143},{91,101,136},{84,80,103},{51,38,55},{29
,17,21},{56,44,44},{82,73,66},{18,11,5},{13,6,0},{8,4,1}.{3,
1,2}{4,2,5}{7,2,6},{11,5,9},{14,5,6} {11,2,3},{12,4,2} {16,
8,6},{21,11,10},{15,5,4},{15,7,5},{15,7,5},{8,0,0},{17,9,6} {
17,9,6},{14,6,4}} <<109>>}
{{{64,96,128},{64,96,128},{64,96,128} {64,96,128},{64,96,
128},{64,96,128}{64,96,192} {64,96,192}{64,96,192} {64
,96,192},{64,96,192},{64,96,192} {64,96,192} {64,96,128}
{64,96,128},{64,96,192},{64,96,192},{64,96,128} {64,96,
192},{64,96,192} {64,96,192} {64,96,192} {64,96,192} {64
,96,192},{64,96,192},{64,96,192} {64,96,192} {96,96,192}
196,96,192}{96,96,192},{96,96,192},<<82>> {64,96,192}
{64,96,192},{64,96,192},{64,96,192},{64,96,128} {96,96,
128},{96,96,128},{96,96,128} {64,32,64},{0,0,0},{64,32,64
1.{96,64,64},{0,0,0},{0,0,0},{0,0,0},{0,0,0},{0,0,0},{0,0,0} {
0,0,04,{0,0,0},{0,0,0},{0,0,0},{0,0,0},{0,0,0},{0,0,0},{0,0,0} {
0,0,03,{0,0,0},{0,0,03,{0,0,03,{0,0,0}},<<108>> {<<1>>}}
{{{128,128,128} {128,128,128},{128,128,128},{128,128,128},
{128,128,128},{128,128,128},{128,128,128} {128,128,128},
{128,128,128},{128,128,128},{128,128,128} {128,128,128},
{128,128,128},{128,128,128},{128,128,128},{128,128,128},
{128,128,128},{128,128,128},{128,128,128} {128,128,128},
{128,128,128},{128,128,128},{128,128,128} {128,128,128},
{128,128,128},{128,128,128},{128,128,128} {128,128,128},
<<88>>{128,128,128},{128,128,128} {128,128,128} {128,128,
128},{128,128,128},{0,0,0},{0,0,0},{0,0,0},{ 128,128,128} {0,0,0},
{0,0,03,{0,0,04,{0,0,0},{0,0,0} {0,0,0},{0,0,0},{0,0,0},{0,0,0},{0,0,0}
{0,0,01{0,0,01,{0,0,0},{0,0,0} {0,0,01,{0,0,03,{0,0,0,{0,0,0,{0,0,0},
<<108>> {<<1>>1
{{0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
00001111111111,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,
111111111,1,1,1,1,1,1,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0},<<108>>,{0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

eagle32

eagle8

eagled

eaglel

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}}
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