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[Abstract]

Following the development of Internet of Things (IoT) technology, the scope of application of IoT
technology is expanding to industrial safety areas that detect and prevent possible risks in outdoor
environments in advance, away from improving the convenience of living in indoor environments.
Although this expansion of IoT service provides many advantages, it also causes security problems such
as data leakage and modulation, so research on security response strategies is being actively carried out.
In this paper, the IoT-based road construction risk management system in outdoor environment is
proposed as a research subject. As a result of investigating the security vulnerabilities of the low-power
wide-area (LPWA, BLE) communication protocol applied to the research targets, the security
vulnerabilities were identified in terms of confidentiality, integrity, and availability, which are the three
major elements of information security, and countermeasures for each vulnerability were proposed. This
study is meaningful in investigating and analyzing possible vulnerabilities in the operation of the

IoT-based risk management system and proposing practical security guidelines for each vulnerability.

» Key words: IoT, LPWA, outdoor risk management system, vulnerability analysis, countermeasure

(2 <]

AFE T Yl(Internet of Things: IoT) 7]% o] webA], [o0T7]&2) @%u‘j%: A 379 A

Ao TNl A ol Ao Ao BATFEEE S-S ARl

of= Stf¥lar gtk o] g oTAH|: s B2 A4S Aledtel= voly &3 Hx
A girs

iz D‘

_|_,
[‘_1_,

= 5
Hob FAlw 37 gA 7| 2R olo] wE WOl tfgH Aym s WP Qirh B
oA Ao ToT7 W =27 9wt H
TRl ARFsth AT gl HEek A= %Qﬁ'(LPWA BLE) EAZg2 o] Wl okyS
13
i<}

ol 1o Hr o

ZAS A%}, Auaore] 3u) 82l /WA, FAY, e FHAA BRI Hste] of
S A2y 5 uS Ao W deuAe AW B ATE 7] TEH BN
oT/1% 224 QPAA 28 Sl AT = A FHokd AR Hopgd 244

o

A HRMA S Altet=dl A< 297} 3l
» ZH|0]: IoT(Internet of Things), LPWA. T 2714 QSHEIR|A| ARl HOROFH BM o2k

 First Author: Sung-Hyun Jee, Corresponding Author: Sung-Hyun Jee
*Sung-Hyun Jee (sunny6205@baewha.ac.kr), Dept. of Information Security, Baewha Women’s University
* Received: 2020. 07. 20, Revised: 2020. 07. 28, Accepted: 2020. 07. 28.

Copyright © 2020 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



86 Journal of The Korea Society of Computer and Information

I. Introduction
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II. Application Cases of Outdoor IoT Support
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2. IoT-based road construction risk management
system in outdoor environment
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Fig. 2. risk management in road construction
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III. Vulnerability analysis
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2. Vulnerability analysis
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2. Integrity Enhancement

O© MIC(HAIRIQIZANZ) H]EZ7] &

LPWA B4l YESFoA 2274 B33 9ot MIC(48t
0]E)i= brute-forced $4& 5510 23] o] UR|gt
S sow 274 Ashl IPL W 4 Uk brute-
forced T tfst glojulHo g MICAV|S 83 3
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3. Availability Enhancement

@ join Request~join Accept UfX] AZ

Lt 3AlEh join Request WAJR|Q} 441 join
Accept TA]R] 7F AAAS &holst 2~ i) o]2|st FoF
A0 2 915} join Accept, join message harvest =230]
rEE 82 FoFdA7 ¥H- join Request-join Accept
1 AAVEE AEste Aoltt. AAAS WHOR join
Requesto]] Z3dt=l Hoh2}HEHDevNonce, DevEUIL)Q}F
join Accept U AppNonce2 Olﬂﬂ AAL T AE51o
Ax] B A5 AZS Lo ast 2 it}
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V. Conclusions

loTQl2to] Afu] 2 X-g7of =lthet &7 glofef Het
A= RIS 2AYst Qlot. & =wollMe R

o] loT7¥F 2218 YA AES dddos LAY

Table 1. Type of attack by Communication Interval
Communication LPWA LPWA TCP/IP BLE vulnerability type
Int | S L . .
nterva IoT security sign- | IoT security sign- | N/W server IoT security sign C I A
Aol Ty IoT security sign N/W server - AP server | (Beacon)-Cell Phone
Bit Flipping attack O O — O O
brute forced attack O (@] (@] — O
join Accept attack (@] (@] — (@]
join message harvest (@] (@] — (@]
frame replay attack (@] (@] — O (@)
DoS attack O O O O — O O
spuffing attack (@] — (@)

x C: Confidentiality, I: Integrity, A: Availability
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