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[Abstract]

Regional CRL(certificate revocation list) in vehicular communications is to partition Full CRL into

several small CRLs according to geographic location to keep the size of individual CRLs with smaller.

However, since a Regional CRL includes vehicle’s revoked certificates within its administrative region,

it has to know vehicle’ location. For this, how to know vehicle’ location effectively corresponding to

every region represents a major challenge. This paper proposes a Regional CRL scheme which is

envisioned to achieve vehicle’s location and to make regional CRLs according to vehicles current

location efficiently. The scheme is based on the short-lived pseudonyms defined by WAVE standard. It

also acquires issued pseudonyms, vehicle’s id and region information whenever a vehicle initiates

pseudonyms refill after that, utilizes them to create and distribute the Regional CRL. To keep location

privacy-preserving for vehicles, the scheme uses the blockchain technology in the network. The analysis

results show that it reduces CRL size and database query time for finding revoked certificates sharply

in the vehicle’s on-board unit.
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I. Introduction

Fo] xYBA BEoR 0|F FE2 A EEE
WAVE(Wireless Access for Vehicle Environment)S
A&Ex] o, olz-a4l mEe TAIQI 3GPPoA A7
st C-V2X(Cellular Vehicle to everything)S E=UTA|
off thgh ol%7F &Zof =Ql= L QIeH1][2].

WAVESIHE Atel ogie wash] 98] 3o17)
FAe] ©7] APUSA(pseudonyms) S AHESHH, H2
7712 ABNE vHTtRA A18el Aleke) 9AlE 24
sb7] ol gtk gt YESI A0 wjAlE ohje] e
7 BIE 9l AERo2 Aol DS SR 4 91,
ol ek bAlL 9l R E AYSE Aol DT &
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g, gl W U} 05 s sl dal
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sQl BAAPH A4 ABHZ AGS T 21 HuE
zyio] Autsiel oS HAle Al 9ilo] g 4 9]
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FEAME AYASAHE Faste YEo=, =
PR FAl B At 2Rl ISA AE 2R

NEREPEETCR
Certificate Revocation List)2 AF23stH, CRLE Z&
AFgolA 2718 or vjastt), 2oy AFFEAlS AdEst
5t7] YlsliM= CRL AREOl T UEY S AHAO] a&X]
Ql ARgA} BiX|(deployment) FHOJlAf of2fo] FAE50]
A2 E|ofof ot

A, RFFEAloA CRLS A4 o7 2 37]=2
iR 02 YEQ T AHYO] ARyt Wi E3], 1Ute]
AAMEo] 2RE8 2 CRL HoJE] Afo]=+= Z|4slk|ofo}
gt QHeF CRL Ato]=7F AX|H, ofof u]aliA Al A=t
At A2] Bt AL §41 A|Ho] ZAojZlt). o] 2 Q]
ofl Rl Z40l Ffizict. g S0, B4 Aol F
A Aoz iE HAH 37 HAXE SAlsHITL 5
A} old, A2 ojwgh o] {2 54 AR ASAVE =
&5 CRLZ AAJof| £416HK] x5t 4 CRL &|2] | o]
WA 4 9k of Aeold BAxte] eiisE 34 Ul

12 SAI5H, OIXIRIO) QA AR A ghe 412
& o] glong ARl o] Irje wEEr)

SR, CRLY] Wlm 77)7} &/ =ateloof st Hash A
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HE 2] Baprt #ARA x|edol Rlztet S-8(100ms o)
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Yl 7] Atolof] FAH QIEAE o] &5 119
&Alo] o]fojA 4 9lo] Hotof FofsxIct.
goje e HAof Qltt. odAo=
= Ao £A] CRLS vjZs}= o]
UES 0] o] RIFo] WS4 0]
of wlgsto] FAaH QASAZE AR BiE| Jjojct
CRLZ ufjzsfo} sto= U v]g-gXo|ch
olzigt =2 1=ste] & =wolA+ CRL Alo|=E
F|aslstal, QA5A FA7F HuEH viz CRLE 9H=0]
ol AUSA Ha AFogt ZA] BlEH 4~ Q= A2
Regional CRL 7]¥Z Attt} A|Qtst 7|82 WAVE
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El= HEY S BsE Fasklt)
2 =79 92 tha Aot A&o] oJo] 280 =
A AFE QASA FA 7Ha XFEAA E5AQ
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II. Related Works

1. Certificate Revocation Schemes

CRL Afo]=2E Zo]7] gt opgst 7HEo] Aot=|ql
o EFOIA 7t Full CRLE AlgsAl UEH T Hx|
£ tjafoz CRLE 9Hsy vi=msich @EF CRL2 Full
CRLO| YEY A A2| £ FAAI7]|L &4l AHE =
o7] sl A=t Full CRLZ Al#&sto] vijasiy,
olflof| 55k Hep CRLoJA R £20h2 B ot
of &4lsk= CRL A|=E &It EFZH(Bloom
filter)E ©]&st 7|2 &&A Holf 12 E 0]&sto
CRL Ato]=E =11}

Full CRLZ HjZsh= tjAlo)] x]2]&(geographic) .2
+2¢ Regional CRLZ AHESh= 7I¥= AIRbE I 1
2t o] Z[RollM= Algo] 28 IS ¥IWs] o]5st
b2 RIgo] A oln Fof =AIE mefsfop it
Jaopgt 2 A yolA  Fad QASAE 7o
Regional CRLZ 9H=0] 1 A|H Yjof] uj=g 4~ Qlc}. A}
o] 0|52 133t Regional CRLE A-&st= AFE2A],
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2. Blockchain for Vehicular Communications
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sttt A uEd (6] =9l ©9]9] Security Manager
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III. The Proposed Scheme

1. Design Principles
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2. Additional Functions for Nodes
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. Protocol Design
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L UZA Fa 22EZ 0| o|uf Regional CRLE A L OJHAUZA 28 Mxbt Yaeld, AL 2408 3,
gotal 1 G0l &3 A0l vzttt Table 19] AU 1000, ra_id g SN pea, 2 PRSI ¢ &
7125 ARESto] & meEES dYeith TRttt 22fal AFEFO] ID(v_perm_id)t %L, A HAY
l’L)(i,O)7T" v-af’id% Jg‘;H?] (]ﬂ,pki %}ii}‘f—f}‘o:] CZ% ;E‘j{;}‘
Table 1. Notation 2. 458t 2 T917] v, 2 AR ESI 4,S 2o},
Variable Description ng 7iQ17] v, AR g 510 ‘72% TR
. c—enclnode,, m) 3. DBojl AAE ABASHE AAR RSstete iAA]
encrypt m using node’s public key (pse_snd_req_to_aa)oﬂ o, o, %'_7]17] ”pk% E%P}\];q
m<—dec(node,,, c) %
m As
decrypt ¢ using node’s private key PCAOﬂ7ﬂ 78_ ° ?_H:‘}
| o e m) 4. AW Ao ID-ABRIFA -raid £ Al
signing m using node’s private key - o =
if true/falseeveﬂry(nodepk,m, o) t Dﬂ}\]Kl(aa—tuDle—Sto—recDoﬂ Cos Oy, 07H7] Upk 2
very verifying o using node’s public key 55?:}/\]74 AAOﬂ7ﬂ ﬁ%ﬂq
v_perm_id | vehicle’s permanent 1D 5. PCAE 3Al5H o5 7171 U,,ki Azsict,
ra_id Registration Authority(RA) ID _ o -
M=o s © Y 55}5 A S| A 2137
1w(i.j) ith and jth linkage value 6. 250l B5ol oS m2soto] it A WAl 3
region_id partitioned geographic region ID Lst_lv(3,0) S LSICH
Is, (i), 1s, (i) | ith linkage seed 1, 2 7. XFA19] DBOA ikt 1st_w(i,0)2 7|2 o] 24 A|A
la_idy, la_id, | Link Authority(LA) ID 1, 2 == s ==
a_id,, la_id, inkage Authority(LA) , of ukshst Qol= Aol ¢ AlR]R2 Bt XEE3h}
8. it} FAY w AlRIEE aa,, 2 Y510] ¢ 5 SRl
Vehicle PCA AA
I I
[ pseudonyms refill procedure ]
I I
1.compute ci=enc(peay, {1, 1st_lv(1,0), ra_id})
c=enc(aap, {v_perm_id, 1, 1st_lv(1,0), ra_id})
2.compute 01 =8ign(va, i), O2=S1gn(v4, ¢2)
3.send pse_snd_req_to_aa(c:, o, vu)
4.send aa_tuple_sto_req(c, Oz, Un)
5.1f (verify(vm, ¢, O1)==true)
6.compute i, 1st_Ilv(1,0), ra_td—dec(pcas, c:)
7.extract lv(1) series from database
8.compute c;=enc(aap, {1, lv:(1,0),...lv.(1))})
9.compute ov=sign(pcas, cs)

10.send \v_reg_req(c, O peap)

15.return pse_snd_rsp_to_aa

11.3f ((verify(peap, ¢, os)==true) &
(vertfy(vm, a,l o)==true))
12.compute 1, lv.(1j),...lo.(1,7)=dec(aas, c)
v_perm_lz'd, i, 1st_lv(iyj), ra_id=dec(aas, c:)
18.store set of (lv(1))- v_perm_id-ra_id) tuple

I4.return \v_reg_rsp(success or fail)

-«

(success or fail)

A

Fig. 1. Pseudonym Registration Protocol
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| MAE 3 xjo)

o5 N7 pa, 2 FARA SO 0,5 FSIT

¢ 0y, 371 pen, T EFAIZ] HIAX|(Iv_reg_req) s
AAOJA Fd&sto] AAOIA| IvE Aot @73ty
RGO R HE] 2415 o oF PCARHE] A5 0,5 74
7F A5sto] & of ool s AR KISgsit
o o5 BI3loo] AFF D, gk w AR 25 FRTh
ojolz g olHol=A-x}2F ID-RA ID(ww(ij)-
v_perm_id-ra_id)7-E= DBO|| A7t

8% T AE ZIAIZ] OAR](lv-reg_rsp)E
PCAOA| 2]ttt

35 £ Al ZFA7] BA|X](pse_snd_rsp_to_
aa)g PCAO7| 2]§Igtt). R o] BA|A]E BIOH
AYUZA 55 HAAE TEIITL

AZA Fast st AR A3N Aa Z2E

9 Ao 2 HE 57 AIFQ] v/ 37T MAo]
BElH MAE QISA mav|xY HRME 38t

Y QIZAol gt gt P Wk
(wiig), B3 AEZs, (),1s,)), F LA(Linkage
Authority) D3l id,, la_id, ) S Lopdict. o] AHES
29t HlAlX|(regi_crl_gen_req}5 CRLGOAl A
5to] Regional CRLS AJAMSIE = QAJSiTt,

. CRLGE 3% Alge] o WeIEA7} of= geto] 93]

=x12 2] oJsiA A3 wii )l NEsH= raid
£ Folldel= WAlX|(ra_id_req)g AAoA H-EsHct.
= AFAI9] DBOA] (i) 0l S18he ra idS 8|3

o}

- 7EY raias 3F WAA|(ra_id_rsp)ol] EA|A

CRLGO|A| 2]&igtct.

. CRLG% 7(1 KoP% w(i,5) —v_perm_id—ra_id %%EEI—E‘] 6'H

Bol= region_idS FESH} o]f CRLG= Regional
CRLZ dijzsfiof & FH= 1t Zlojck.

. CRLGE 2 FHoF R-23F Regional CRLZS AMJet

th. Regional CRLOJ:= 415t gk, AFA|E 3
(1s,(2),1s, (1)), LA 1D la_id,, la_id, ) S EFFA|ZICE 2]
1. CRL &||5jo] Regional CRLES ¥ 79 =¥ o]
ool Y EHA|S AN 2 ARSI NumOverlay
o] et ol rA_IDE APJRICHFig. 3 HR).

AT Ee ADE &S HiA]R](regi_crl_gen_rsp)E

MAOJA| 2J&igi.

. Regional CRLE 23St vl & H|A]X]|(regi_crl_dist_r

eq)E old FHof|vt M43t} Regional CRLO] ofid

Fol|gt vjzEl o2 O FYol= FT= IR %ot
HEH T AAR o=z WA 2] F5it Al A|Ho] &
<0 E3t B84 AB7F BalE]| Hi2 T AR
517} Regional CRLO|| Zg%]o] Hj2E|O = o]
SAIRE 1 QA AR v B E o AR

b2 9lo} o obdsict @ 4 9k

2

o

ofm mu 19
of.
ro

r N

il

Vehicles
in region(s) AA CRLG MA
1.receive misbehavior
reports |<—
certificate provisioning
procedure

2.send regi_crl_gen_req
(lo(zy), Isi(2), Is:(2), la_id,, la_id.)
R
3.send ra_id_req(lv(3,)))
|

<
¢ 1

4.query ra_id corresponding to lv(i;)

S.return ra_id_rsp(ra_id)

VI

6.query region_id corresponding to ra_id

7.make regional crl based region_id

8.return regi_crl_gen_rsp
(success or fail)

9.send regi_crl_dist_req >

(regional crl)

Fig. 2. Certificate Revocation Protocol

4. Regional CRL Message Format

Regional CRL TJA|X]= WAVE ®ZOJ|A 9]t CRL

HAR]ol] %7t Regional CRLE 3 7H9] Z4l Jo]
SEoHA BHEEALS WS NumOvertay2t 31 G0l

43t mam BES 27RICH

crlContents :: SEQUENCE {
version Uints, 1
crlSeries Uint16, 2
cracalD Unit8, 1
issueDate Uint32, 4
nextCrl Uint32, 1
priorityInfo Uint8, 1
NumOverlay Units8, 1
RA_ID1 Units, 1
RA_ID2 Units, 1
RA_ID3 Unit8, 1
fullLinkedCrl ToBeSignedLinkageVelueCrl
1

Fig. 3. Regional CRL Message Format

5. Blockchain-base Privacy Protection

ALt 718oM AAE AYASHER AFUASA- At

% ID-RA_ID §5& A1 9ick. A1 IDE IR} &
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g 4 9t 0% ZejoluA] uo|o2 wEEA]
olo} itk ol Tsto] AA =ESS BEAQ YES
32 A, AJ2F DS 20l Y2TsH= AA b
S 9] }2 AA =SS ARF DS YA RoleS 3
o}, o3, AlF D 9] £ Jh9] Qe S 5, CRLG
wS0f AL 502 Q] XS FASE mCU AL 4
G125 ek, 2210 % S} A Do) 2 el
A5 FRAPLE 2tk FHY oS S, Zefol]
FEAI019] sfj2l sl 2l uziow Teg

9. B2 AP ALY 5L 9t Ade Rl

Private
Blockchain
Network

Fig. 4. Blockchain—based Vehicle Privacy Protection

IV. Performance Analysis

Aokt 7189] a8/dat ds= 2As] sl CRL AL
o]=e} Xf=F OBUO| AAtE CRL AEZ] £3AI7HS v]w
BA5Hict 7]1£9] 7|9l Full CRL 7|¥1t 282 7]
gF Full CRL} A|Qket 7192 vl usteict.

1. Analysis for CRL Size

ASA Ao T CRL Alo]= H]we} Regional
CRL 7|50l tiste] A1t A8 RASA 9 7t A
of 2&9] o] T2 CRL Alo]|=E vlw EXMsict B4
= st 2tEF Table 29] 7|=+ Aalwdl [9][10}&
Axshlt

Al AR i v =4 AR S tisE 135t
2,5008HHE A-&gtct. OBU9Y| Q154 *“‘1‘$7l = 19
Ag]tt) 1 71t QISA FAE pe 0.025~1.571K]
A3tk p7t 0.02501H FA| AFF N9 OBU QI5A
. 2.5%7F FA"E ojujsit}. 7} CRL E2]= Fad
5419 SHA-1 3HAIRES] 2|49 Y]E 108} E(q)® +
C}. WAVE[1]o]] @2 Full CRL, 8-22g 7|8t Full

%
o

ox r|3 o mu nfo
N

rin

CRL, Regional CRL Afo]== t}-git Zho] 7k7b st
2 QIEHOI10].
CRLp, ;=Neope Togq
CRLpy,,, = Header+ K, + K, +m, +m,

N
CRLRegional =M - E °p- T o q

Table 2. Notation for Performance Analysis

Variable Description

N number of vehicles

P certificate revocation rate
each CRL entry(high order 10 bytes of

4 the SHA-1)

M average un-expired region-specific
certificates

R number of partitioned regions

T lifetime of certificates

0 overlay number of Regional CRL

Nv number of valid certificate

Nr number of revoked certificate
number of hash functions of valid

Kv i .
certificates for Bloom filter

K number of hash functions of revoked
certificates for Bloom filter

m, valid bit vector for Bloom filter

m, revoked bit vector for Bloom filter

Fig. 50| Q154 348 pE 0.025004 0.171%] $&}A]7]
HAl CRL Afo]=E H| W59} Regional CRL 7|HojlA =
5YeF Regional CRLO| AMi19) FFut QIR 28 F
2NE Ztell A 3719 Fofl FEC = vjasks o
AltstRtHo=3). W2 =wollA 71E02 A= p=0.12 7]
&0 2 5L m[9], A3t Regional CRL 7]H9] CRL At
o]|Rr= =24H 7|8t Full CRLY| v]sf oF 38l 2] full
CRLO|| H5}| oF 40v] &= A2 7oz eI

T T T T 3
Full CRL —»— 4
Full CRL with Bloom filter —=— 1

1x10% Proposed regional CRL —=— 4
i : - 135,d00
—_ 112,500 i}
& 100000 90,000
g E
e}
X,
A L
N
@ 10000 %
= E
[= L
(&)

1000 £

- ; ‘ ‘ : ‘ :
0.02 0.04 0.06 0.08 0.1 0.12 0.14
Certificate revocation rate (p)

Fig. 5. CRL Size according to p
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Fig. 62 A|Qtst Regional CRL 7|'HollAl AFf T4

i

HefAl mf, Regional CRL] 37|15 B|W3IIC p=
0.05, 0.1, 0.152 717} A 8s}9ict. TjmoA| Rj&o] &
lelel CRL Afo] 7} HAIA 02 F7lste 2g ¥ 4 9
ok, of7]Aj el CRL Alolagt vlwstoe St
Regional CRLZ #§0] HjiLst= 55 HlZL= 1125HA]
o9ITHo=1).
: ; =005 —— |
1400 - : pp:O 1
p=0.15 —a—
1200 F s
] 1,080
<,
21000 - :
=3
§ 00 - 721
e
2 600 4
% 400 369
o
200 - 144 |
O 1 1 Il Il I
500 1000 1500 2000 2500

Number of vehicles (x 10%)

Fig. 6. Regional CRL Size according to number of vehicles

Fig. 72 Regional CRL 7|9ollA A dA g x|2]A
2 902 ths wf, CRL Ao|=9] wate deholrt
o714 pe 0.12 17gstil, Regional CRL F5 HjZZ
UERJls o= 308 1ASI9ECE g9e Wo] Usi=
CRL Alo]R: ZA5HA AtopalS e 4 oIt}

25000 T T T T T
No overlay regional CRL per region —*—
21,600 Overlay 2 regional CRLs per region —%—
L Overlay 3 regional CRLs per region —=+—
w
Q
=
o
¥ 15000 14,400 ... .
[
N
wi
-
5
= 10000 |-
=4
o
g
-4
5000 -

500 1000 1500 2000
Number of partitioned regions with p=0.1, 0=3

2500
Fig. 7. Regional CRL Size according to R

2. Simulation for CRL Data Query
OB’} 3148 JgA3ME F3lott o 2R5% Al
2 Alg o)l Ssioict. ARFe 29 Alpo 2y

HAIKIE AISHH, HIAR] LA A1) 915417t DB
W F28 54 220 mgEo] gherls xalaict o
o ou} 1 Ao 2RE| 2415 HAIXE %)
Rjgick Algelold Be chat 2ot
- CPU : Intel Core i5-6500 3.20GHz

- OS : Linux Debian 4.15.11-1 kali

- Language : Python 2.7.15

- Database : levelDB

>

2, -
E
o
r
ilo
ol

Fig. 82 At 4of Wt DBoA shto] Fad Q15
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3. Discussion on CRL Size and Security
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V. Conclusions
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