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[Abstract]

Since the start of the 4th industrial revolution, technologies have been developed in the Internet of
Things (IoT), artificial intelligence (AI), virtual reality (VR), and 5G. Compared to other technologies
IoT is currently being commercialized more than other technologies where the numbers of connected
things are increases every year. The IoT has a huge advantage to provide convenience and lots of
information to users, but security cannot keep up with the speed of development. IoT services continue
to provide services for related devices, but at present, more and more types of new services are being
combined with other technologies by utilizing the services of devices. This paper reviews and analyzes
research on security issues and services related to the Internet of Things to explore how security trends
and service delivery will develop in the future.
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I. Introduction
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II. IoT Security Issues
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1. IoT Security Threat
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Table 1. TS-0008-V2.0.0 oneM2M Technical Report
(Security)[8]

ID Vulnerability
1 Discovery of Long-Term Service-Layer Keys
Stored in M2M Devices or M2M Gateways
) Deletion of Long-Term Service-Layer Keys stored
in M2M Devices or M2M Gateways
3 Replacement of Long-Term Service-Layer Keys
stored in M2M Devices or M2M Gateways
4 Discovery of Long-Term Service-Layer Keys
stored in M2M Infrastructure
5 Deletion of Long-Term Service-Layer Keys stored
in M2M Infrastructure equipment
6 Discovery of sensitive Data in M2M Devices or
M2M Gateways
10 Unauthorized or corrupted Applications or
Software in M2M Devices/Gateways
Table 2. TS-0002-V2.7.1 one M2M Technical
Specification(Requirements)[?]
RequrDement Countermeasures
The oneM2M System shall be able to
SER-002 ensure the Confidentiality of data.
The oneM2M System shall be able
SER-003 to ensure the Integrity of data.
The oneM2M System shall support
countermeasures against
SER-008 unauthorized access to M2M Services
and M2M Application Services.
The oneM2M System shall be able
to support mechanisms for
SER-010 protection against misuse, cloning,
substitution or theft of security
credentials.
The oneM2M System shall protect
the use of the identity of an
M2MStakeholder within the oneM2M
SER-011 . .
System against  discovery and
misuse by other
stakeholders.
The oneM2M System shall be able
SER-012 to support.countermeasures against
Impersonation attacks and replay
attacks.
The oneM2M System shall be able to
provide the mechanism for
integritychecking on boot, periodically
SER-013 .
on run-time, and on software upgrades
for software/hardware/firmware
component(s) on M2M Device(s).
Where a Hardware Security Module
(HSM) is supported, the oneM2M
SER-023 System shall be able torely onthe
HSM to provide local security
The oneM2M System shall enable M2M
SER-024 Applications to use different and
segregated security environments.

TS-0002-V2.7.1 712 FAAS 0T U M2MAJAE]
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Table 3. IoT Device Security Risk[10]

Device list Security risk(%)
Smartphone 413
Tablet PC 10.7
Car 9.4
Home IoT 8.8
Wearable Device 8.3
Medical Device 7.2
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2. A Study on Priority of Certification Criteria
for IoT Security Certification Service[11]
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Table. 4 Research model

Class 1 Class 2

User authentication, Safe use of
authentication information, Product
Certification

Authentication

Use secure password
Secure key management,
random number generation

algorithm,

Password Safe

Information flow, Privacy, Secure
session management, Use a secure
password algorithm

Data Security

Software security, Secure update,

Platf rit . .
atform Security Security management, timestamp

. . Physical interface rotection,
Physical Security 5 P
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IV. IoT Security and Service Analysis
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V. Conclusions
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