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[Abstract]

In this paper, we propose quantitative evaluation method that enable security comparison between
Security Container Runtimes. security container runtime technologies have been developed to address
security issues such as Container escape caused by containers sharing the host kernel. However, most
literature provides only a analysis of the security of container technologies using rough metrics such as
the number of available system calls, making it difficult to compare the secureness of container
runtimes quantitatively. While the proposed model uses a new method of combining the degree of
exposure of host system calls with various external vulnerability metrics. With the proposed technique,
we measure and compare the security of runC (Docker default Runtime) and two representative Security

Container Runtimes, gVisor, and Kata container.
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I. Introduction
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II. Preliminaries

1. Security Container Runtime
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2. Related works

2.1 Kernel Security Metric
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2.2 Security Container Runtime Comparison
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III. The Proposed Scheme

1. Proposed System Overview
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2. Measuring System Call Risk
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i) System Call Risk
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2.1 Used Syscall Extractor

Table 1. Exploit Code Count by Language
Language Count
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2.2 Syscall Risk Generator
Syscall Risk Generatore $£49 224 3=52 CVE

He 2 oml, 7k CVEO] ofgt CVSS[16] A% e
ot 2 CVEOIN S415He A28 Zo] oj} o
REN z% sto] EEst =& Al Uehs] glstol

tf-idf & A8t *ﬁ ( )2 ojsttt. Al (1)ollA] d& she]
2 Fr}. 5] CVEMA A|AH] 2

AE OI S7Aket CVEY At 34 39| 4

ojoy, DTM(d,t)> CVE-AAR] 20| Wl=g Lehfs
a3dolt}. idf (d, t)& 7129 ti-idf 7| HollA & A ¥l
2o sigshs Alojn], £ AAR & 7} AA| 2%
A gyt AT CVEOA dop} gEXo=2 ARRE =
Al YUehle ook ety M DTM(d, t)t
idf(d, t)S J3t gro=, ti-idf 7F5X|7} 12js CVE-
/\]/\Eﬂ 2 l;_]E S

J=o]ct.



Security Assessment Technique of a Container Runtime Using System Call Weights 25

M = DTM(d, t) < idf(d,t) (1)
Z12jar 7} CVEQ] &Il AoM9 ol e g Akl ] ¢
sto], 715 Al WE A (2)2 £ A (2)014 CVSS(d)+
CVE d9] CVSS "A4-5 UEPdic}. TW(d)+ CVE d7F &
Al & AR 7HE 5 UERE ARE 7HSA]olTh
Tt 7HsAl W CVSS9 o] =245 S7ISHAITE,
sig CVEZL Qefidas 7HsA7 T RotX| =5 A ojdtt.
T
opx|eto 2 s MojlA] jHil Fof sigshe Al ARl 2
9] 98l vE L A Qo] gt A|AE 22 ARRSH=
CVEAI3H SJE oz 4 ES, Z2Alo] A=15H= CVE ;0]
tfstel, t-idf7F WafE CVE-AIARL 2 ¥l & gt M, &
CVE 7154l W, & &5te AS & CVEY tisto] 48
gh &, 1 3ES Yl Bue A5t Al 29| AdER
ARESITE o] Al (3)e=2 AojHch
vy = Mean (YW, X M) €)

W:

3. Measuring Host System Call Usage Rate
Bk ZiEjo] 2ER 7]%2 ZiEo|olAe] Abg 7}
_o} SAE }\]/\Eﬂ 4:1_4] 7H A2 % Lﬁ __H._D:]O 71—5\_/\]
AM YRS Uk 5, ALG 7P5E BAE Al2R] 2
o] 7= 72 9t Aejolu] SiElle] YA vlaE 9igl
£93 B7} 7o) ©k. oiAlgh shje] AJAR] 2o A
~&] 2o wejule] £ weh Hefolu YolA]
A 2o 5% Tk o7t AREY] R, shuo)
A28 2o thoto] Tieo] 61§ o JuE o] ot A
o] ohd mejule] xS wefshe o] Bt sHAY B
£ A28 20| BE mjejle] 53 HAEL BIh50) 7
7t} ol2lgh 544 mejstel ok ZiEjoly HEto) AL
8 7hset SAE A28 29 ulEEp] Ystel, Blna
AL HAES| 93t LTP[19] m2AEQ] A|AH Z
BIAE T2 7202 ALgSIQith LTPO| Al28] 2 BAE
n2Ie BE KA 2o OfF Cjopst BAE B2

i
>
m

289 7}X|1 Qlom 7t A|AEl 2 9 cjokst nletojE] &
de 7P AlAE 22 HAEY 4 Q] TRl LTP

o] A|AHl 2 HAE mgJ=1e ol Ago]y 2l

AHE HEES BP0 HYsict LTP
O]_Q_o}' 7—15]0]1;] 315}014] ,\}Q.g: SAE /\]/\Eﬂ =
He zefolue] ARt £271A] Zejold el £
k2 ofzt Tax 2] thalo] SEH, SAE AlAH Z
P88 AN A (4)2} 22 AAR 2 W BAE A|AH

i

SAE /\]/\Eﬂ

P

|

>~

2 A8E 54 42 LG 4 (@)t sAEdA A
USRS ﬂ/\ ilagoﬂlﬂ A|2E 2 o2 5535 38
E

o1S o 7iHo]Y HEFUOIA A|AE] Z o0f T
4= SAE AAR 29| JfLE S, 2 Fo] she] A
A Zo] Ojgt SAE A|AR 2 AMRE U, SRY &
et Al (4)= 2520 HA| A|AE] Zo tisto] ZF A|A

B 2 wlg AXE0, AFREE SAE A|AE] 2O XA
(tracmg)oPl Qsto] A2 ugle Ad I 54 Z2A
20| AP ARAMAS BE 32X & 2 Qs FA &9

ftrace[20]5 o]&35}9ict.

S,
U, = Min(=—,1) (4)

H 9’

IV. Experiment

1. Container Runtime Risk Measurement

Table 2. Experiment Environment

Version
0S 18.04.2
Kernel 4.18.0
Docker 19.03.6
gVisor v20191104, v20200323

Kata container 1.11.0
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Table 3. Container Runtime Risk Measurement Result

runC gVisor-v20191104 | gVisor-v20200323 | Kata container
Network Option - default | hostnet | default | hostnet -
The Number of Available Host Syscall by Seccomp | except 51 52 63 56 67 -
The Number of Syscall Used in Container Runtime 237 116 112 114 110 107
Container Risk Score - Frequency 0.938 0.875 0.865 0.875 0.865 0.787
Container Risk Score - with CVE Info 9.629 2.305 2.301 2.294 2.273 1.678

* The number of system call used by LTP test program is 282

Table 4. The Rank of Unimportant Syscalls by
Syscall Risk Measurement Method

Frequency With CVE Info
rt_sigprocmask Rank 1 Rank 104
close Rank 2 Rank 103
fentl Rank 3 Rank 101
dup Rank 4 Rank 99
execve Rank 5 Rank 72

Table 5. The Rank of Important Syscalls by Syscall
Risk Measurement Method

Frequency With CVE Info
chown Rank 57 Rank 1
prctl Rank 48 Rank 2
syslog Rank 46 Rank 3
mount Rank 86 Rank 4
timerfd_create Rank 102 Rank 5

2. System Call Risk Measurement Analysis
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V. Conclusions
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