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[Abstract]

As societies become hyperconnected, we need more cyber security experts. To this end, in this paper,
based on the analysis results of the real world cyber attacks and the MITRE ATT&CK framework, we
developed CyTEA that can model cyber threats and generate simulated cyber threats in a cyber security
training system. In order to confirm whether the simulated cyber threat has the effectiveness of the
actual cyber threat level, the simulation level was examined based on procedural, environmental, and
consequential similarities. in addition, it was confirmed that the actual defense training using cyber
simulation threats is the same as the expected defense training when using real cyber threats in the

cyber security training system.
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I. Introduction
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II. Related Works

1. Cyber security training system
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2. ATT&CK Framework
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3. Cyber threat emulators
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III. CyTEA

1. Overview
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Fig. 1. CyTEA Overview

2. Cyber threat modeling & scenario authoring
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3. Cyber threat emulation
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4. Cyber security training environment constructor
Aole] £3 87 75 =R{3} Alols] o] o] A
3D 4 ol SAE UEST 2 Aula 5o 3

A AlURIQ 9 R, Alold] RS ST 4
ARt g3 AlZshY}, Afojy] 3 §17 L& Tile
AP} R 7] AeAo] BAE @ YET ojo]2g

Drag & Dropo.2 ujjx|sty. dAsta, A& Ayur Qld

ol
> o
o Mo

%9,
o rr mob n

>.
el

OO

S8l BAE 9 UEYT 7Pge} 71e % AulA HlE 7]
22 o|gslo] B AReL SART B3 AL 4
Qe TV Alole] EARAS A1 WA PEY 4 A=
£ st w0lh gt 9 9 ol 9. AR

d|

900l el ALEALE ROl A gl 1S3 AL
ol ALgA} 20| 715 ol §3lof AIBE Bl ) A1
2 4 Ik ]2 3] Aloju} 2o] 917 U U Mol
AFgAF FOPO R B 4 Uk g S0 BRo3t ]
U . £ Wrolx] F42 $3 U A, WA

= =] Y o
S o83 MY AT 50| molg & 4 grk

IV. Cyber threat modeling and attack
emulation method
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1. Procedural similarity
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3. Consequential similarity
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V. Cyber threat emulation results
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2. Cyber security training environment
construction results
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3. Cyber threat emulation results including
cyber defense training
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3.2 Result with IP blocking for defense

IP A ol &2 Fig 304 10814<Q1 Automated
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Fig. 7. Treat emulation result for Operation Dust Storm
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drop tcp any any -> 125.46.42.221 80 (msg: “Target
IP Detected”; fast_pattern.only; sid: 1000002)
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3.3 Result with domain name blocking for defense
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Fig. 6. Threat detection messages of Operation Dust Storm on UTM during emulation
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Aol Q= 7oz 43X “msejake.7766.0rg e =
o] 0|22 RHsH= Zlo]ct,

DNS M2 7h= A9 FHYE Afdsr] s UTM 7%
vlof] F7te]= AP o o] Ad7gstict.

drop udp any any -> any 53 (msg: “Target Domain

SpearPhishing
DustSto

name Detected”; content: ‘msejake.7766.org”; fast_
pattern:only: nocase. sid: 1000007)
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3.4 Result with blocking spear phishing E-mail
for defense
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drop tcp 200.200.201.20 any -> any any (msg: “Target
Emalil Detected”; content: “(signature)”; sid: 1000002) i
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VI. Conclusions
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0T, AW RIIIA] Z75]o] ©ajo] Atofl] @ 2 97| E]9) (c) Result of Spear phishing blocking defense
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