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[Abstract]

In order to operate multi drone efficiently, existing control methods must be improved, and drones
must be able to construct communication networks autonomously. FANET(Flying Ad-Hoc Network),
which is being considered as an alternative to solving these problems, is based on ad hoc network
technology and can be exposed to a variety of security vulnerabilities. However, due to the limited
computational power and memory of FANET nodes, and rapid and frequent changes in network
topology, it is not easy to apply the existing security measures to FANET without modification. Thus,
this paper proposes lightweight security measures applicable to FANET, which have distinct
characteristics from existing ad hoc networks by utilizing PUF technology. The proposed security
measures utilize unique values generated by non-replicable PUFs to increase the safety of AODV,

FANET’s reactive routing protocol, and are resistant to various attacks.
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I. Introduction
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II. Preliminaries

1. Related works

1.1 Flying Ad-Hoc Network(FANET)
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1.2 AODV routing protocol and Security measures
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1.3 Physical Unclonable Function(PUF)
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Fig. 1. Mismatch based Arbiter PUF
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Fig. 2. Physical-based VIA-PUF circuit composition

III. The Proposed Scheme

1. PUF-based Secure Routing Protocol
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Table 1. Notation

S IP address of source drone
D IP address of destination drone
BC,, Specific number of RREQ (RREQ ID)
D, ID of the drone
CZ,D" Input (Challenge) value of D
RZ.D" Output(Response) value of D;
Sy Sequence number of source drone
d, Sequence number of destination drone
h Hop Count
I!fe— Valid time of generated path
time
Ke Temporary session keys generated
Y, p, between D; and D,
ACK Confirmation messages
CRP,.. | CRP Table saved by existing drone group
CRPy., CRP Table including CRP of new drone

1.1 Small Multi-Drone Registration Phase
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Table 2. CRP Table Contents

D D

Cy'— R

Drone #1 CQDI— Rfl
(ID : D)

D D

Cy'— Ry

D D

C,*—R;*
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D D

C;y'— Ry
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1.2 Multi-Drone CRP Table Generation Phase
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ID CRP
D
D, Q%sl
D D
D, C'10§ B R1027
D, D,
D; 0200 B R200

1.3 Route Discovery Phase
AODV 2to8 ZeeFe 42 AU/ 0A ohSt
7+ RREQ T71S YEY IR HRCrjrEste] BAx|
TR9] FA H2E s}
{S D,BC,, s,,d,, h} (1
S= AzMAS QAlst

~

1:]1—;(] EZE_JI H)X/\ D% %
= 9Jujsly, BC,= RREQ mj719] 1.
¥z 24 RREQ 71S F4¥ tjojct 21502 57}
AR 5,3t d, & 397 % BHR] =20 AlUA WS,

A7 E29| PR4

he & 22 QujditH14] 241 (1)oIA B wlet Zo|
AODVO] RREQ WL 19b3€ 2jaix] olot clafet
A Fjotsict

2 =204 Aoket PUF ]3] 2198 m2 Egoj

© oA B8 280l Foishs 479 =0 A =24
tiet CRP Hol2= 7HAL fleB2 Z8A] E22 ID
(D)ot @A AFAl9] Response %I(R o= s,,d,, hE
ol RREQ IS YEYT 2 HRCrjAESI A
ohgl 7]%i9] RREQ T3l #&+= chga} 2k,

Sa {Sa -Da Bq(p ER,D (Sna dna h)} (2)

RREQ 712 4415t 57

(Non-volatile memory, oJs}

TEE( D)2 vIFEd w2
NVM)ol| A% CRP Ho]

BoA £wA] =29 Response e Ol 3§ G
Response 4= ©l-§sto] d=obd H7lS =295t A
A e 9 F 4 Y2 oS SR ool e
hE 1377 24 (3)aF 22 RREQ 7l S THe &
A12] Response %I(RiD")QE dzsfsto] AHile] D} o
| BHA| B2 EF|AESH,
Dy, {S, D, BC,y, By

(s,
Giof 7% I AR WE 2 F 49 o)
Q5|90 5 RREQ 12 RAJICh

1.4 Route Setup Phase
7247 TolA: RREQ T3S S415H 27|
o] Z9X] E&of|7] RREP mj7l3 FU7IA
A25 AIITE 9A 80| RREP T2l 44
SAE Yt A=A ©APT ¢ =Ty RREP
L ohewt

|rn
ol
ol
_&
2L ofm |

Pforg e rh

)
X
4

{S’ ‘D’

RREP o712 d2/4de] =250 fU/iAE= o7
S Aastog o]d & 29| [DE RREP mj7lo] &7}s}
of M43t WQrt glon, RREQ mi7lo] BC,9t 54K
&9l AlHA Y S AlJst RREP mi7loA Agdd
d=] Fagh ARE 24sH] oA life-timeg &7}
st A&eIti{12]. J2{ut AODV+= EWl EE2oA
RREP mj7lg A& of Bt tAYES ARESHA] ot
Az FA0f Fofsict.

Aokl PUF 7)gte] 2}98) m2 e ojie 7} £20] &b
Alo] NVMo]| A48l MA| E20] CRP Bloj&-g o]-gsto],
& Hlo] & 7 292 Aleigl 7)) Challenge Zlof Tist
Response ¢t0= A Al 715 A/dste d,, he Y=t
% Aok APIYe] RREP 170 25E okt 2t

{S D,E (dn,h), li fetime} (5)

d,, h, lifetime} (4

faasd

Key

SHAHBHDQ] Ve ig A—l)ﬂé}q =1 7}7(1 O}Oﬂ =) [j;H D=
SofAl RREP mj712 A&517] Slsl| B AA] Al 7] A8
WEAIS 2980 © D Bo] CRP Ejo]2o] 9t A
A E29] CRP % 37§9] Challenge %S T4 2 AEH
sto] Boj|lA| &5, @ B= 4l 3719 Challenge 3k
o thet Response %= XOR %AFSHA] Al A 7]
£ A @UAl Al 7] S EEst Be

ke?//_),), D, o=2 «w
DofAl ACKS Al Al 712 d=efsto] Adeith. @D
= Bot 22 UA A 7] ABEAIE 43 gsatd



86 Journal of The Korea Society of Computer and Information

ACK UAIAIE B3ateto] golzso] Yas, UAl A
A 712 d,, he 953t 3 Bolf RREP 20 Hadict.
A AL 7] AR RREP B7l0] 287 E20] =
A% b wheEc

A A2 WA <3 3 2ok

=

Dy Dy
msg(D,, Cde, CBs, CBY)

msg {Dd, Ekeynb,ud(ACK)}

N

msg[S, D, Ekeynd,ub(dn' h), lifetime}

A4

Fig. 3. PUF-based Routing setup phase

1.5 Route Maintenance Phase
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Fig. 4. PUF-based Routing Maintenance phase

1.6 New Drone Join Phase
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Fig. 5. New Drone Join Phase

1.7 Secure CRP Table Protection Plan
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Fig. 6. PUF based CRP Table protection plan

IV. Comparison to Performance and
Attack Resistance
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2. Attack Resistance
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2.3 Worm Hole and Black Hole Attack

AODVOINE 3747P} 57 E20] IDE 2w A4
291 7MY H2o] Alste] olto] FAxtet EEQ
39 Uy} 28s c29 ulSo] AAROoR Ai

v O

nie fyl

olof & 7le 7tZAIAY BEEA ke 345 #8T
ook A2 SARPE 54 =29 IDE &AL 9l
Hete PUFQ] EAoz 7F £29] CRPE BAIY 4 ¢
1, ZAXP ©2720] CRP Ho]2g &St 4 glo]
RREQ, RREP, RERR T7] X4 9 Al 7} 225]= EX
Challengeo]] ti5t Response 12 AAlsH= Zlo] B7}5}

L
Vgote] 4ES WS 2AE
OlSo] AAF CRETl Al A2 uhla & Qi)

O:] 7(11\]- CE_



PUF-based Secure FANET Routing Protocol for Multi-Drone 89

2.4 DoS Attack
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V. Conclusions
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