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[Abstract]

The purpose of this study is to investigate the human error of bodyguards caused in the process of
performing access control activities between security missions, focusing on multiple risk cases, and to
suggest countermeasures accordingly. To verify this, after arranging the sequence of events in a time series,
the VTA technique and Why-Why analysis technique that can easily identify the problem centered on the
variable node were used. In addition, environmental factors and personal factors that cause human errors
were extracted through M-SHEL Metrix. As a result of analyzing multiple risk cases through such a
method, the security environment factors that cause access control accidents include lack of time
(impatience), prejudice against visitors, intensive work methods, lack of security management, unattended
travel, and familiar atmosphere. (Relaxation), formal work activities, convenience provision, and
underestimation were surveyed. In addition, human errors caused by personal security guards were

investigated as low alertness , formal work, negligence of inspection, and comfortable coping.
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I. Introduction
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II. Research method
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Fig. 1. Research model

2.1 VTA : Variation Tree Analysis

VTA 2hote 2l Leplat & Rasmussen(1987)0] AA|
ZoR, AR} gl W HH(HEE)S A
202 Aa] g Agstozn 1 Zoi AAHsHoF
HE - E(Cancelling Node), 48H&IQ1 ,iib'ﬂ )
A7 S ol AR A= Q1) ¢Ele
(breaking path)A]7]A] £3iH gH Q0 &2 Bz 5]
+ ZoJeH11].

woh @ ok

fu

ru
SL'ruZi

J

2.2 Why-Why analysis method

Why-Why S48 AL @5 28 4k A
Tl 8912 AR 0R, LA, wglo] mojste] 9
A7} SABRIER], TR) T T HlE Ak RoRIA] &4
A 917 9l okl Z1golrt. ol ARio] wgst @
Qg 253§, 7i74e] 20| thsl 'Why'§ vHste] 2
& QS At 7iAAS AAIE 4 QLet[12], °F 7}
A] A%3o]] tigh elo] & 7HX] o] & 4 QS UH AAA
H7] A ygstol g 4t



Verification of Human Error Factors for Access Control of Bodyguards through Multiple Risk Case Analysis 145

2.3 M-SHEL matrix
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2.4. Selected as a security risk case
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III. Results
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2. Human error factor analysis
2.1 Casel. Mrs. Yuk Young-soo's sniper case
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Fig. 2. Mrs. Yuk Young—-soo's sniper case VTA
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Fig. 3. Mrs. Yuk Young—soo's sniper case through
Why-Why analysis

2.2 Case2. US Senator Robert Kennedy Assassination
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Fig. 4. Robert Kennedy Assassination case VTA
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assassination attempt
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Table 1. Analysis of human error factors of bodyguards through M-Shel matrix
division Casel Case2 Case3 Cased Caseb Human error factor
s Skip security neglect of Formal work Formal work measuring Formal work(?), neglect
check preparedness hole of security(3)
complacency(3),
H Visitor bias Safety anxiety | complacency lack of doubt | underestimate Prejudice and
underestimation(2)
Lack of time(1),
t i L.
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E Lack of time reduced Familiarity Familiarity(2),
boundary . atmosphere .
concentration Stamina, reduced
concentration(1)
Urge(1),
proxml y Risk-consciou | low sense of burdening proxml.ty sgcurlty
L Urge security lateralization(1),
e sness alert person
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Risk-consciousness(2)
Lack of
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M Formal work security Formal work .
response exclusion low boundary(3)
management
proximity
. securit - . |
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Lack of time, | lateralization, ) ) measuring hole(3),
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Visitor bias Lack of . Lack of boundary(7),
causes . sness Formal work | underestimate
security Formal work(4)
management
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