SR HE Y R 5| =23
Journal of The Korea Society of Computer and Information

Vol. 25 No. 10, pp. 59-67, October 2020

https://doi.org/10.9708/jksci.2020.25.10.059

Collecting Health Data from Wearable Devices by

Leveraging Salient Features in a Privacy-Preserving Manner

Su-Mee Moon*, Jong-Wook Kim#*

*Student, Dept. of Computer Science, Sangmyung University, Seoul, Korea
*Professor, Dept. of Computer Science, Sangmyung University, Seoul, Korea

[Abstract]

With the development of wearable devices, individuals' health status can be checked in real time and
risks can be predicted. For example, an application has been developed to detect an emergency situation
of a patient with heart disease and contact a guardian through analysis of health data such as heart rate
and electrocardiogram. However, health data is seriously damaging when it is leaked as it relates to
life. Therefore, a method to protect personal information is essential in collecting health data, and this
study proposes a method of collecting data while protecting the personal information of the data owner
through a LDP(Local Differential Privacy). The previous study introduced a technique of transmitting
feature point data rather than all data to a data collector as an algorithm for searching for fixed &
feature points. Next, this study will explain how to improve the performance by up to 75% using an

algorithm that finds the optimal number of feature points k.
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IV. Proposed Method to Collect Health
Data from Smartband Users
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Fig. 1. Owner—side process of proposed approach
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Algorithm 1 Finding optimal &

input: Range of k, Sequence of a health data s;
output: Optimal &, Feature points Cy;q

1: optimalk +— NULL

2: bestR? + 0

3 bestClq +— NULL

4 fori=3...kdo

5 tempClig., tempR2 +— SFP(i,8)

6: if bestR? < tempR? then

Z bestR? « h:]‘ngu’?z

8 bestCigy + tempClg
9: optimalk + i

10: end if

11: end for

12: return (optimalk, bestClig)

& Algorithm 2

Fig. 2. Pseudo—code for finding optimal k
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Algorithm 2 Proposed Method for Searching Feature Points
input: The number of feature points &, Sequence of a health data s;
output: Feature points Cy;q, 22
// Step 1 :
1 Cst +— NULL
2 P +— NULL
3: slp + GetSecondtoLast Point(k)
1: Endpointsyig + GetEndPoints(k)
5
[

Tdentify feature points

5 ETTOF i 4 00
: while P[0] < Endpoints|0] do
for h + Plslp] + 1 to ListSize(s;) do

& curerror + GetCurlirror(Fg)
a9: if curerror < errormi, then
10: ETTOTmin +— CUTETTOT

11: Update Points(Chise, Prist)
12 end if

13 end for

14: Pyp + Pyp+1

15: for h <+ sip to 0 do

16: if P[h] = Endpoints[h] then
17 Ph—1]+ Ph—1]+1
18: Plhl + Plh—1]+1

19: end if

20: end for

21: end while
// Step 2 : Compute the R’
22: Generate random numbers ~ Lz 1])(3—”
23 r: sum of random numbers
U: Gl + Crigg +1
25: Compute polynomial with C7J;,
26: Compute B2 between polynomial and original data
97: return (Cle, 12)

Fig. 3. Pseudo—code for searching feature points and
R? with step count data [16]

2. Data Aggregator-side Processing
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Fig. 4. Aggregator—side process of proposed approach
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V. Experiments and Results

1. Experiments
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Table 1. An example of average error for proposed
approach
&
data size 0.5 1.0 2.0
290 X 101 238460.91 120437.16 63884.69
290 % 102 7708.52 3872.07 1826.34

(a) naive method

&
data size 0.5 1.0 2.0
290 < 10" 471.28 210.78 143.63
290 x 102 17.20 9.19 5.57
(b) optimal &

Table. 10] 28l n7jo] ClolEE 143 (a
Aot SA A T4 L1 5 AFESt] 2K £4) A
2 Alop A& (b)Y e7} F2 A A £ At 5
2= HolEt obd £ Ae FEsto]
O

Holel §-842 a4 98e oujgicy.
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2. Results
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Fig. 5. An example of average error comparison between
fixed k& and optimal &

(data size = 290 10", £=2.0)
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