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[Abstract]

In this paper, we propose a technique for blockchain service replication and recovery using kubernetes(BR2K)
that robustly executes blockchain services based on replication and supports systematic recovery in case of
the service failure. Blockchain services are being developed and applied in various fields such as administration,
finance, and medical systems based on the features of blockchain, such as decentralization, high security,
and data integrity. In such areas where service continuity is important, it is necessary to provide robustness
for execution of blockchain services, and a recovery plan for service failure is also required. To this end,
BR2K provides an execution replication technique that systematically supports the sustainable execution of
blockchain application services. Also, it introduces a robust container registry based on the blockchain service
registry, systematically supporting the recovery of service failures by using it. In addition, Truffle, a blockchain
service development framework, is extended to utilize the Kubernetes container management tool, and BR2K

provides a technique for rapidly deploying blockchain services using the extended framwork.
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I. Introduction
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II. Background Knowledge

1. Robust execution scheme
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Fig. 1. Replication of Blockchain Application
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2. Container and Kubernetes
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III. BR2K scheme
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Fig. 2. Role transition of blockchain application
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Fig. 3. Leader & follower actions for state replication of blockchain application
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SSI(Service
State Index)

Index representing the latest service state
Key: “Service_ State Index”,
Value: (Index)

LPI(Latest Index of RLE last processed by app
Processed Key: ID of the app on each node
Index) Value: (Index)

LS(Log Size) Number of RLE stored in ETCD
Key: “Log_Size”,

Value: (Number of request log entries)

CL(Current
Leader)

ID of current leader application

Key: “Current Leader”,

Value: (Number of request log entries)
Secetion 2. Request type
Request that be processed by all redundant

Replication . .
P Blockchain services
Normal Request that must only be executed onced
Request to record blockchain transactions
External TXN d

occurring at the client side

Fig. 4. Data & Request type
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Table 1. Pseudocode for [&fig. 2 Action 2, 5]

Prepare service & Check for pending process

ETCD OPERATION
GETIKEY) /*get VALUE of KEY*/
STORE(KEY, VALUE) /*store VALUE of KEY*/
UPDATE(KEY, VALUE) /*update VALUE of KEY*/

WATCHKEY) /*watch for updates to the value of KEY*/

Action(2) Prepare Service (§Fig. 2)
10 pi < GET(appID) /*lpi is Latest Processsed Index*/

2: logSize < GET('Log_Size’)

31 WHILE /pi < logSize

41 curlndex < Ilpi+1

5 rs < GETURS/ +curindex) /*rs is RLE States*/
6: IF state of rs is Null

7: UPDATE('RS/ +curlndex, Ignore)

8: ELSE

9: IF type of rs is replication & state of rs is not Fail
10: request < GET{(curlndex)

11: result < PROCESS request

12: IF processing state of rs is InProcess

13: UPDATE('RS/ +curlndex, result)

141 UPDATE('Latest_Processed_Index’, curindex)

151 UPDATE('Service_State_Index’, curindex)

16: WATCH('Log_Size’)

Action(5) Check for pending process(§Fig. 2)

17: IF there is a record file of current work in local
18: (curindex, curWork) <— READ record

19 IF curWork is (4.2 task) of process request Action(4)

20: request < GET{curlndext)
21: PROCESS request
220 IF curWork is (4.3 task) of process request Action(4)
23: request < GET{curlndext)
24: ROLLBACK request
25: PROCESS request
26: UPDATE('Latest_Processed_Index’, curindex)
27: WATCH('Service_State_Index’)
Prepare service BA2(&fig. 2,3) HX|AH 2-2A4H|A
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[line 6-7 in table.1] 2|57} € 2R AH 284 8| A=
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Completion of processing request MA-2(&fig. 2,3)
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[line 19-21,26 in table.1] A9 A9 £571 RO
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2. method for rapid deployment
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@ WorkerNode —4==» Traffic between etcd

D Pod <> Traffic for etcd client
[ container =P CLINET_REQUEST
BR2K-Service
Client
N -
Service Service
1

¥
E
T Blockchain
C application
D

(1) Label: app-2

E

1T Blockchain
[} application
D

(1) Label:app-3

i Blockchain
C application
D

(1) Label: app-1

Kubernetes

Fig. 5. BR2K service running on kubernetes
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Table 2. Test result
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