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[Abstract]

In this paper, we design 4-layer TCP/IP that utilizes minimal memory and processor resources in
Internet of Things(IoT) systems. The TCP/IP designed in this paper has the following characteristics. First,
memory resource is minimized by using minimal memory allocation. Second, processor resource is
minimized by using minimal memory copy. Third, the execution time of the TCP/IP can be completed in
a deterministic time. Fourth, there is no memory leak problem. The standard in minimal resources for
memory and processor derived in this paper can be used to check whether the network subsystems of the
already implemented IoT systems are efficiently implemented. As the result of measuring the amount of
memory allocation and copy of the network subsystem of Zephyr, an open source IoT kernel recently
released by the Linux Foundation, we found that it was bigger than the standard in minimal resources
derived in this paper. The network subsystem of Zephyr was improved according to the design proposed
in this paper, confirming that the amount of memory allocation and copy were decreased by about 39%

and 67%, respectively, and the execution time was also reduced by about 28%.
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I. Introduction
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II. Preliminaries

1. Network Subsystem of Existing IoT Systems
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P15 SRNS Agstel A U 1@so] ok o
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A MBEAAR O m2eZg st B (8][9]olct

Table 1. IoT systems network subsystem
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(TCP/IP)
FreeRTOS
[12] v10.3.1 CoAP, IPv4, IPvé6,
(FreeRTOS+ MQTT TCP, UDP 6LoWPAN
TCP)
Zephyr[13] CoAP,
[14] v1.14.1 MQTT, TCP, UDP IEL"AWIFE)AVE'
(TCP/IP) LWM2M °

UEYS o7l TCP/IP 4415 23S &3l SAlEe
ElolE 9] 712 T9fold], Ao} FEI}T FA= slciet AL
27} go]ef7t gl HolzE2 JdHt glojE] HAS
ZF AlBolA sld et YEY S mizle Aestste sk 7l
%Qi 7(11:)—:}5 ﬂpqg H}ia}q 714/'\2}&} 1\1-1,] 71]7<o
2uE Agwe Yega 1rlg Ay ool H3st
7. ol Az Z2ED SoE vjeks Folct 2
AZOA Fgsts ao8sh UESH I fi7l2 ASoict A
2 o2 9HAQl PDU(Packet Data Unlt)° Argsiy, 7t

r|

ABOIA AF8SH: PDUE Ld A5 wAlAL, L3 ASe
AIYE £ dolg 13, L2 ASS W3l LL ASL =
Aelolc. ofe Fig. 18 7&st 43 2ok



TCP/IP Using Minimal Resources in IoT Systems 127

L4
G
AloIE (Application)
ubP uDP L3
[(i=] O ol & (Transport)
i
" : L2
[
L P E|I|O|E1 (Internet)
i |
Frame Frame L1
=] Friame I:-||O|Ei-| footer (Link)

Fig. 1. Encapsulation

2. Memory Management of IoT Systems
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Table 2. Fields of structure MCB

Fields Describe

Points to beginning address of
memory partition
Points to beginning of free list of
memory blocks
Size (in bytes) of each memory

void *MCBAddr

void *MCBFreeList

int MCBBIkSize

block
int MCBBIKs Total number c?f. blocks in the
partition
int MCBFree Number of memory blocks free

Memory partition #1 Memory partition #2 Memory partition #3
block{
block size
=128
no of block
=10
block size block size
=256 =512
no of block no of block
=10 =5

Fig. 2. Memory Pool
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void *m_alloc (int size)
{
mcb = suitable MCBBlkSize for size;
if (mcb->MCBFree > 0)
{
mblk = mcb->MCBFreelist;
mcb->MCBNFree--;
}
return mblk;

}

Fig. 3. Pseudocode for Memory Allocation of Memory
Pool Method

void m_ free(void *mblk)

{
mcb = mblk’s memory partition;
mcb->MCBFreelList = mblk;
mcb->MCBNFree++;

}

Fig. 4. Pseudocode for Memory Free of Memory Pool
Method
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3. Memory Leak Problem
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4. Measurement of Program Execution Time
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III. TCP/IP Using Minimal Resources

1. Design Idea
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2. Implementation

B AN = 57FA] 712 §h(primitive function)&
AHESH L4, L3 R L2 AIS= BAIsIg o, 5714 712
ESSRCEE RIS

o Hl22] & void *m_alloc(int size)

o Ml 22] 3iA: void m_free(void *ptr)

o Hl22] AL void m_copy(void *dst, void *src)

o Hl22] £7]3} void m_init(void *dst, void *src)

o 22| 7843k void *m_encap(void *hdr, void

*payload)

ofelf Fig. 5, Fig. 6 ¥ Fig. 7

L4, L3 3 L2 A59 AtE ol

w Aol AR

14 _layer (user_data)
{
size = sizeof (14_header) + sizeof (user_data);
message = m_alloc(size);
m_init (message->header, 14 header);
m_copy (message->data, user_data);
13 layer (message) ;
m_free (message) ;

}

Fig. 5. L4 Layer Pseudocode
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13 layer (message)

{
size_header = sizeof (13_header);
segment header = m_alloc(size header);
m_init (segment_header->header, 13_header);
segment = m_encap (segment header, message) ;
12 layer (segment) ;
m_free (segment_header) ;

}

Fig. 6. L3 Layer Pseudocode

12 layer (segment)

{
size header = sizeof (12 header);
packet header = m_alloc(size header);
m_init (packet header->header, 12 header);
packet = m _encap (packet header, segment);
11 layer (packet);
m_free (packet_header);

}

Fig. 7. L2 Layer Pseudocode
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3. Analysis
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IV. Improving Zephyr Network Subsystem

1. Procedure for Improvement
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2. Measurement and Verification of Zephyr
Network Subsystem
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3. Source Code Analysis and Modification of
Zephyr Network Subsystem
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4. Re-measurement Comparison of Zephyr
Network Subsystem
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4.1 Memory Allocation Comparison
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Fig. 8. Performance Comparison
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4.2 Memory Copy Comparison
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Table 4. Comparison of memory copy reduction rate

;rj:s;‘z': Echo CoAP HTTP Avg

(bytes) (%) (%) (%) (%)
128 59.53% | 5953% | 69.38% | 62.81%
256 62.90% | 62.90% | 71.88% | 65.89%
384 64.11% | 6411% | 72.84% | 67.02%
512 6473% | 6473% | 73.35% | 67.60%
640 65.11% | 65.11% | 73.66% | 67.96%
768 65.36% | 6536% | 73.88% | 68.20%
896 65.54% | 6554% | 74.03% | 68.37%
1024 65.68% | 65.68% | 74.15% | 68.50%
Avg 64.12% | 64.12% | 72.89% | 67.04%

4.3 Execution Time Comparison
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FAECIE=S % 4\— At
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&1l MEAARL] Hlsl of 28% HAghs st

olo= &

Table 5. Comparison of execution time reduction rate

;rj:s;‘z'; Echo ConP HTTP Avg

Al I C) (%) (%) (%)
128 7.33% 9.52% 1671% | 11.19%
256 1248% | 16.72% | 2672% | 18.64%
384 1691% | 21.45% | 32.72% | 23.69%
512 2020% | 2573% | 38.28% | 28.07%
640 23.05% | 2816% | 4237% | 31.19%
768 25.63% | 3022% | 4574% | 33.86%
896 2651% | 3286% | 4754% | 35.64%
1024 2826% | 3434% | 5063% | 37.74%
Avg 2004% | 2487% | 37.59% | 27.50%

V. Conclusion
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