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[Abstract]

Recently, cybercrime has become increasingly difficult to track by applying new technologies such as

virtualization technology and distribution tracking avoidance. etc. Therefore, there is a limit to the

technology of tracking distributors based on malicious code information through static and dynamic

analysis methods. In addition, in the field of cyber investigation, it is more important to track down

malicious code distributors than to analyze malicious codes themselves. Accordingly, in this paper, we

propose a next-generation malicious code information collection architecture to efficiently track down

malicious code distributors by converging traditional analysis methods and recent information collection

methods such as OSINT and Intelligence. The architecture we propose in this paper is based on the

differences between the existing malicious code analysis system and the investigation point's analysis

system, which relates the necessary elemental technologies from the perspective of cybercrime. Thus, the

proposed architecture could be a key approach to tracking distributors in cyber criminal investigations.

» Key words: Malware, Cyber criminal, Intelligence, Cyber investigation, Trace

» ZAOf: QMITE, AOJH{A, X5, Afo[H] 4f, 2

7e Y MEL 7les 483t
/Hahﬂégl xézj]l-“@f@', %;H
Al oFo A= obAd

T3t olo wal, & E=EolAE
ol ¥} OSINT, Intelligence 5 &2
o7 Bl E Alotetth B =FolA ARt

Nand
>
o
=
&

* First Author: Ho-Mook Cho, Corresponding Author: Sang-Yong Choi
*Ho-Mook Cho (chmook79@kaist.ac.k), Cyber Security Research Center, KAIST

**Chang-Su Bae (changsu.bae@apexesc.com) APEX ESC
** Jaehoon Jang (jh.jack@apexesc.com) APEX ESC

*xxSang-Yong Choi (csyong95@gmail.com), Dept. of Cyber Security, Yeungnam University College
» Received: 2020. 10. 05, Revised: 2020. 10. 30, Accepted: 2020. 11. 02.

Copyright © 2020 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



124  Journal of The Korea Society of Computer and Information

I. Introduction
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II. Preliminaries

1. Related works

1.1 Malware distribution methods
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Fig. 1. Drive—by download attack

1.2 Malware analysis - intelligence
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1.3 Malware analysis - machine learning
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1.4 Malware analysis - dynamic method
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2. Information Required for Cyber Investigation
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2.1 Malware Information
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III. The Proposed Scheme
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Composition of a step-by-step malicious code analysis architecture based on cyber investigation

Step #1

Step #2

Step #3 Step #4

Analysis Engine

Smart Filtering

OSINT, Intelligence Correlation analysis

- Collection of malicious

activity logs using

malicious code analysis

- Professional Filters

based on cyber
investigation

- Phase 1 to Phase 3

- Collection of public Correlation Analysis

Concept platform - Screening and filtering source information - Extract essential
- Advanced Automatic semantic data among information for cyber
Malicious Code collected malicious investigation
Execution Environment behavior information
- Location, Analyze
. . . . . ice Provi Link
- Static analysis - Define the information service .rowder n
. . . Information
- Dynamic analysis required for cyber . . .
. . . - . - Analysis of information
- Artifact analysis investigation operations. . . .
. . linking domain service
- Virtual C&C - Regularization and . .
Content ] ) ) . . information and
Interworking and lightening of information . . . .
. . registration information
Analysis - Extracting . .
L . o - Malicious code - Analysis Result
- Automatic injection of investigation-based . .
. . . . reputation analysis - IP
user interaction information . .
- Portal sites such as - Domain
domain, IP, etc. - Country.
. : - D ins.
. Analytic platform: OSINT . Secondary Domains
. - IP2Location - IP Class
(Customized)Cuckoo, . .
- MaxMind - Domain owner
Norman, Joe Sandbox, -
otc - GeoBytes - Malicious code hash
- Filter - NetAcuity - Malicious code
- Tools ) . .
. - Host - Akamai diagnosis name
- String - .
- Yara -IP - Quova - Malicious code string
~ Static Analyzer - DNS address - Whois - Open Port
Y - HTTP URL - C-Class - Received
- API Analyzer . .
- mail address - ISP - Mail From
SW-Alg - Process Analyzer . . .
orithm - tepdum - copyright - Virustotal - Mail To
_ vopl)atilitp - author - DomainTools - URLs in Body
- m2cr )t/o - account - Bing - About C&C
) yp - MAC - google - Signature
- suricata .
- Time stamp
- snort . .
- signature - Intelligence
- hosts .
} - GeolP - Virustotal
- Pre-filter - C-TAS
- FakeNet-NG
- iNetSim ~CT
- HIEH - Mandiant Threat

Intelligence




128 Journal of The Korea Society of Computer and Information

’d YHFE F Atolw Ao A B 23t Host, [PAddress,
URL, Email, Author, GeolP2} -2 9]u]9)= gjo]E{& A
EFeTE. @ ol 3TA!oA  OSINTL}
IntelligenceE -8sto] 371 A2 L 4 vlgolg] A
A 4BE st 1EAIA A ZJELf 28 A4 -
Y E JEO] AWIAIS FE3IT) @ UK} 4TA (o] A
1~3E7] JE AUEAZ Fof Alojd|pAto] Bt &
o] %7} Eﬂﬂo] _I_I_;(} QVB]—'—— HE o]—/ﬂ_,__oﬂ 71—015]
AFE G HE, C&CHE 5 Afojd] LAt0]] ZQ3sh 9
0] Z&st olef 2 XA 3o s e H £&
JHO] WA= Fig. 5 &F Zo] Ay & Qlrt
ol2fst IS ol AlolY| AR Tedh I E
A gzt JE S &8oto] GEAS FAT 5 Qe 7]
gk i 4 Qloh

ELR]

Host /IP / DNS /
HTTP URL / Email /
Copyright / Author /
MAC / TimeStamp /
Signature / GeolP

Customized
Cuckoo Sandbox
Norman Sandbox

+Static/Dynamic analysis 7

sArtifact analysis

#Virtual C&C Interworking
and Analysis

s Automatic injection of use

rinteraction

*Regularization and lighten
ing of information

*Extracting investigation-b
ased information

Step #1

Analysis

Step #2

: Smart Filter
Engine

Step #3
OSINT

Intelligence

Step #4

Correlation
Analysis

*Extract essential
information for cyber inve
stigation

Location, Service Provide
r Link Information
slinked domain service and
registration information

,_/

’_/

Analysis Result OSINT :

- IP, Domain - IP2Location
- Country - MaxMind
- Domain owner - GeoBytes
- Malicious code hash - NetAcuity
/ diagnosis name - Akamai
/string - Qouva. Etc
- Open Port VirusTotal

- URLs in Body - C-TAS

- About C&C -CTI

- Signature

Fig. 5. Analyzer Structure

IV. Conclusions
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