SHAFIILE A HEHE| =27

Journal of The Korea Society of Computer and Information

J KS I Vol. 25 No. 11, pp. 131-138, November 2020
C https://doi.org/10.9708/jksci.2020.25.11.131

Automatic malware variant generation framework using Disassembly

and Code Modification

Jong-Lark Lee* IlI-Yong Won**

*Professor, Faculty of Cyber Security, Yeungnam University College, Daegu, Korea
*+Professor, Dept. of Cyber Hacknig Security, Seoul Hoseo Technical College, Seoul, Korea

[Abstract]

Malware is generally recognized as a computer program that penetrates another computer system
and causes malicious behavior intended by the developer. In cyberspace, it is also used as a cyber
weapon to attack adversary. The most important factor that a malware must have as a cyber weapon
is that it must achieve its intended purpose before being detected by the other's detection system. It
requires a lot of time and expertise to create a single malware to avoid the other's detection system.

We propose the framework that automatically generates variant malware when a binary code type
malware is input using the DCM technique. In this framework, the sample malware was automatically
converted into variant malware, and it was confirmed that this variant malware was not detected in the

signature-based malware detection system.
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I. Introduction
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II. Related Works

1. Malware Detection and Obfuscation
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2. Disassembly and Assembly
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3. Malware Variant Generation Framework
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2.1 Disassembly and New Assembler Code
Generation
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Fig. 4. Disassembly Code of keylogger

colel g% E3t PE FEZ olg3lo] 25T 4 Yt
o, PET}S E3] 92 4 9l Rt olole] geie] A
&} e} 271Boln], PAA WA olFolt 33e
S 8RS oj8slo] §5% 4 W ik ol 1YL

Fig. 5. Disassembly Code of keylogger .data Section

4] }\]oH _,___Oﬂ/\‘] L__'__]_ E_'__
] @iﬁ} data Y9g ofEsto] A2

2 ojME oﬂ = AoJsl= Zlo] =Q 3}t oy
o] AL text iEOﬂH jmp BHolE #5510 .data
P9 par ot AS HEE EHske oo
Fig. ARt Aol

Ax404820 = dat.txt = msgl

%C = msg2 = Bah

0x404828

Fig. 6. Variable mapping in the assembly code

ATl 91 AL83I 215 2folzfzlo] 2471
ARelo] ot LARFI) F Rt Helol wat 9 o
olufelo] Fat WHTCE Tepd Y Aeofold IAT
of 245 2T ¥, WS opilZajo] Aol oS
34 ol20.2 W) Zolo} Stk Jefojgt B9 Aa
S o] dlo|ule] RER opE & o 93 etoluslelg
oh] FYE 4 7] tRolck. Fig. 72 Ol% DU PART)

oAl AR IATS] 40} ko] Tig2 5 LFolH:



136 Journal of The Korea Society of Computer and Information

'0x40€1€0 UnhandledExceptionFilter’,
'0x40€l€4 GetCurrentProcess’,
'0x40€l€8 TerminateProcess'

'Ox40€léc GetSystemTimeAsFileTime',
'0x40€170 GetCurrentProcessId',
'0x40€174 GetCurrentThreadId',
'0x40€1l78 GetTickCount',

'0x40€l7c QueryPerformanceCounter',
'0x40€180 DecodePointer’,

'0x40€184 SetUnhandledExceptionFilter',
'0x40€188 HeapSetInformation'
'0x40€1l8c InterlockedCompareExchange’',
'0x40€1l50 Sleep’,

'0x40€194 InterlockedExchange',
'0x40€198 EncodePointer’',

'0x40€lSc IsDebuggerPresent',
'0x40€ld8 ?terminate@@YAXXZ',
'0x40€ldc _controlfp_s'

'0x40€le0 _invoke watson',

Fig. 7. Correspondance of Address and
Function
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Fig. 8. Assembler Code generated by DCM

2.2 Code Modification and New Binary Code
Generation
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Fig. 10. Binary code after Applying Obfuscation

2.3 Detection Test

$-2]= DCMoj| ofsli A8 Mz& WS Felofol tigh
A HAES & 7HA] Wi og aofstict. AMle Al
YAl 719te] Eelo] AP =45 o] &% WRieRH
VirusTotal(www.virustotal.com)g ©0]&5}9c}t  o]=
Googleof|A] Al 5-st= Belo] AARE Alo]EgX Pt
oo thigh Bellol RE V3, g, FHAmHAT]
APAS] 758 Bl =2 08 70 55 o]-&ste waA
Alsll ot AAIARIA iEH 7 BHlol B8R ATEQ



Automatic malware variant generation framework using Disassembly and Code Modification 137

o] iR ol&sto| FALE 4\—33)*?_}3}% 7o) QIRgE
Y718l AAbE SHA] Y= o' dBA QITi{10].
SMe BH7IEY] "X £ E o] &9t YHoRN =
Uof|A] 7igr=l Hybrid-Analysis(www.hybrid-analysis.
com) AJo]EZ 0| 835}9iC) o] AJo|EL jz ] mds
APALOlIA 7t Falcon Sandbox OFfjoflA] AedAIA 1
siol=2 BAst 5 o] 4 Threat Score)2 1004 THA
o= =ud 3 ot ojff o] A= mrUo] A3EE
HA] ARESh= TRt 32 BAlste] Yol B 2t <8
o] 7ol wet 7RIS ol AL Aaolti{11].
HE Feofof] tigt o] & 7HX] wWHe] EX] Zik=
Table 13} Ztt,

Table 1. Result of Detector Test
Original Variant
DECRIER F2 Malware Malware
Signature based not
detector detected detected
(Virustotal)
Signature and detected
Behavior based with
detector detected Threat
(Hybrid Analysis) Score © 60

U Foj= Al ZYA7|He] &A] =491 Virustotal
1} S718ke] A1 =+1Q1 Hybrid-Analysis 2504 &
A= Qdct. 22iuk DCM 7]9o]] Qlsf] Ade #1E Heof
+ AIZYA Z|gHe] R =oflM = e A=A Zot
g, AiYfrIeke] EXleAoA = 6089 YEES
(Threat Score)2 &X|Ejct.

IV. Conclusions
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