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[Abstract]

Cloud computing technology provides economic and efficient system operation and management
features to deal with rapidly changing IT technologies. However, this is less used in institutes and
companies due to low security of cloud computing service. It is recognized that storing and managing
important information, which is confidential in external systems is vulnerable to security threats. In
order to enhance security of this cloud computing service, this paper suggests a system and user
authentication reinforcement model. The suggested technology guarantees integrity of user authentication
information and provides users with convenience by creating blocks for each cloud service and
connecting service blocks with chains. The block chain user authentication model offers integrity
assurance technology of block chains and system access convenience for SSO users. Even when a

server providing cloud computing is invaded, this prevents chained invasions not to affect other systems.
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II. Literature Review

1. Cloud Computing
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2. Block Chain

2.1 Block chain introduction
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2.2 Block chain technology
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Fig. 1. Blockchain Structure
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3. Distributed user authentication technology
3.1 DID
DID(Decentralized Identity)= Z-2A&]Q1 7|9k Q154
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Fig. 3. Distributed SSO Authentication Model

AHEAE AE S ¢t IS FEE Agent ¥ AJAR0]
oJaf ZAtste] SSO Agentof] A7iTE. o]FA AdH <
S e BPloz AP ARRANY IS FE= &)
Yot ESF AREAL A52 AlARE R 2jan Tl
mE Hot 5502 FdS s8It o2t AulAs
70 2o whef AREA} AARY el Bt el A
2 0|52 Aojsto] A|ARIQ] QPHEHA Hostal Sl
wib SSO A5 mHlio] QI B2 o2 7He SSO
AgentoflA] Z4tste] skl ot #AE IS B

Oiet Ba 3 RAy A5 oieh BAVE W 4 ook

III Block chain user authentication
technology

1. System Configuration and Introduce
SeHE IR AHlA e 9 49k 2



User Authentication Technology Using Multi-Blocks in the Cloud Computing Environment 143

m Ticket ‘

Management

7 o ' Chatbot
( u Web Server
web |

Server
/" Resource
( Server . I
Server

—— Database File P
™ Server, Server /T

Cloud Computmg Server

Fig. 4. System Configuration

AFgAE I ) AMRRE AL A 2 958
At JNE S31a Ete ULEr, YU O
AFY Auie] 2} Al 2o HlEsto] ALEAL

L.
A5 e xolth

o
n
tl
II
o M o

m User: 22}E AEE AH|A AFEAL
= Ticket Management: 22t2-C AR AMEAE A
ol ABoHe HuS Hshe AAHOR ALgAL
W 0g el g
= Ticket: AFEAR] A8 2 A5S 9J3t 1.8 AR

ol 22t

o

® Cloud Computing Server: JEY 3

L ARY MU Alsste A

2. Ticket Management System
]_

R 2R A oAt YRY AUIAE 42
2 9l S Teldic. ZeoC AR AuAT T8
o o Al B 932 ARSI fatt
2 Uk TR ALARIL SR AMES SR ZHA

2 casta Wl S29 A8Ro Rud 28
of gAY 18 EPIS ARICL P A 9 pel

73 59 At

! user registration
| Management

User
Information user
identification
User

= user
authentication

' Ji

b Cloud
| Ticket Computing
Create Ticket

Management

User
Information

combination

user

authentication
Information

Create

Fig. 5. Ticket Management

AR ALGAF AlES 93t ANE B Tajx|Ag
of A&sch Te) AAELS £ Jjo] olo AgA} 9l
59 Epnug e A,

m User registration management

+ User identification: AMEA} 7HQIGEE AH
+ User authentication: AREAFR] AHAH S F5]

SEIERE
m Ticket Create
+ User information combination: EJZ1 A4S Q]
S AL AN A%
« User authentication information create: A&

X}J] E] Fall }\H /\']

i

A4E ABE SR S5 Ssh AFEAH Augn
(]

ml @A ALgARe] 18 Bl

3. Ticket Create
EZle ALgAle] A 3t 1.6 Auot Fepec
H|A Au{o]A] Egoh= %‘Ed“dii g 6). At

A5 RIZBLE ABIA AR B 91 1 L2
Il B ) A2 e 149 2
¥at 2o0C AulAnjc 18

1__ Sy
A 2o,

rr r_.ﬂi rulm

£2 e



144  Journal of The Korea Society of Computer and Information

Cloud Service Server

User
identification Resource
Informaion Server
/ Web
[/ server
// File
i i /1 server
Seial ,//
Ticket Number (- | Database
Create Create ||\ Server
-;'\\. Wweb
\ Server
\
V) Al
\ Server
\ Chatbot
Server

Fig. 6. Ticket Create

AFEAS] Bt Z2EeC AulA Al AujoflA A
18 WS 514 F4SHA256)2 AL FASHT

2] 71} 7bo] AF8 AP &8sk Zelon ;\131/\ B2
oot 7F s Aue LG dUNSS Wil B
o2 Aefo]] Aoty OIE*HI AEE e ARAT R
oF I HAS A3t

Ll rin

Resource Server
Serial number

Web Server
Serial number

—

File Server l\I
A 1
Serial number \'.:lJ
- User Database Server | \ Ni::zler
identification Serial number
Infarmaion / Hpe

Web Server
Serial number

———

—

Al Server
Serial number f

Chatbot Server
Serial number

Fig. 7. Ticket creation process

§, A}_Q.K}J 7]i HE OHHW— = 9_
5 93 9 7l Aus

S Zyict. E0] 7

Ticket #N Ticket #N+1 Ticket #N+2

User Information || User Information || User Information

32Byte Hash(N-1) 32Byte Hash(N) 32Byte Hash(N+1)

Cloud Service
Resource Service
Mame

Cloud Service
File Service Mame

Cloud Service
Web Service Mame

Access and etc
Infarmation

Access and etc
Information

Access and etc
Information

Fig. 8. Ticket Structure

e AHBADE 229 AulA B8 K 220
oo AjulA Ej7lo] AVdEIC AT Zatec Au|ad
2o 514 4ol s sialzke AVshL ojxlo] A

gt 259 ollplRtE EE &, "Ticket #N"2 o] %0
RME “Ticket #N-179] aj3lzre Esln 2=
“Ticket #N+1"2 “Ticket #N"9] 3l3%tS Z&sto] A

sk, A WA 230 7 SIS ohRla

20] Sh412ke 2tk o]z WSolAl 22

39 2
Q1S APgALY] B0 WL,

4. Ticket Processing
E]7Z] Ta] A)|AEl0] g7 YgS QASH AFRAR= ALE
A 5% ARe Adotn Zeboc Auls 28-S 9F R

oF W7l Qxfgict mrle oheat .

» User_Ticket Request
{User_information, Section_Key, Authentication_
Key, TS}

- Uer_information(AFEA} A H), Section_Key(H <t
AlS I3t Al 71), Authentication_Key(AF&A} 1.8 Q1
% 7]), TS(Time Stamp)

&5
<
o

B2 THe] A2l Age e A18AL 2o o}
2} Chgat Zo] WS Apgstol ARgAlolA A4,

¢ User_Ticket Response
{Service Number || EA(KA||Section_Key||TS ||

TicketSK ) || Ticket}

- EA/KA(User Encryption Key), Section_Key(E9F &
AL ot A 7)), TS(Time Stamp), TicketSK(Ticket
Access Key), Ticket(User Authentication Ticket)




User Authentication Technology Using Multi-Blocks in the Cloud Computing Environment 145

ojgA HEH WS TAHC AR MlAg AT
SR Auo] MAED FeeC At el Hlsti
ARloz AZY 229 st F2eE AUAZ A

of

gl

IV. Proposal system analysis
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