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[Abstract]

Recently, Harmful sites, including pornographic videos, drugs, personal information and hacking tool
distribution sites, have caused serious social problems. However, due to the nature of the Internet
environment where anyone can use it freely, it is difficult to control the user effectively. And the site
operator operates by changing the domain to bypass the blockage. Therefore, even once identified sites have
low persistence. In this paper, we propose multi-channel domain tracking technology, a technique that can
effectively track changes in the domain addresses of harmful sites, including the same or similar content,
by tracking changes in these harmful sites. Proposed technology is a technology that can continuously track
information in a domain using OSINT technology. We tested and verified that the proposed technology was

effective for domain tracking with a 90.4% trace rate (sensing 66 changes out of 73 domains).
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I. Introduction
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II. Preliminaries

1. Related works
1.1 Definition and Problems of Malicious Sites
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1.3 Utilizing Technology for Domain Tracking
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III. The Proposed Scheme

1. System Architecture
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2. Module Structure

2.1 Domain Analyzer

ZHQl EA7](Domain Analyzer)= Fig. 29t Zo]
Site Extractor, Site Classifier, Site Dissector 5 37}
R] Alsistas E5) 18T} Site Extractors WA E
of A&3t DOM(Document Object Model)S &=, o
S0} BMAES BAgith BAE U8 oA
ARl AbAl =HQlE Adstol A2 Seed Domain
2 3tysHY}

Site Classifier= A& DOMOA] &3St BIAEE
FiRety 12 2e4o.co] Alelo] A2l BED} Esiol

BAES BRI o] BolA 24 Afo|Ee} vt Afo]

lm

ES RAC, $Rot WHe B4 Sy 9ag s
o2 ¥4 95 PUY ° JASE ool

TF-IDF[17]0.2 Fig.30t #o] 7|19 FRE+S At

o} o]% dtAE AMX|9] NorigEia #4712 7|9EE
= J=RES|
5%, tol&] Ael/eAiel 7]5.0 2 B Ajo| Ee} it
Az FEd
ElasticSearch
cites
- — warl
¥ |- tithe
“II L tite L text
0O et — "L ik
: links — category
site extractor
relations
parent url
child wri
domains
url
i category — createdAt
ot L) classifindAt updatedat
site classifier classifiedAt
dissectedAt
i dissectedAt Cluﬁs
baxt ™ ) uri
- koywords ke rd
site dissector e
keywords
— hayword
category

Fig. 2. Site Extractor
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Root Address Leaf Address Category Count

seed domain hitps:/idarkggf.com Adult
seed domain https:pedo11.com Adult
seed domain hitps Wavseed1.dv Adult

3
hitps:/idarkagf.com | hitps:idarkgq?.com
hitps-idarkqaB com |hitpfwb-tt com
hittps:/idarkggf.com | hitpuinb-we.com
https:/idarkqaf.com | hitp.iwidwlgp2360.cafe24.com
https:/idarkqg6.com | httpeiihkck24 top

5
https:iipodoidcom  |hitps:iuse.fontawesome.com
hitps:ipododi.com  |hitps:itwitter.com
hitps:/ipodoiicom  |hitpsdhn—ojdbog74kwictin.com
hitps:ipododi.com  |hitpsdimexppp.com
https:iipodoid.com |hitpsikn—9g3badGicba.com
hitps:ipododd.com |hitps:dfiusomoya.com
hitps:iipodod1d.com  |hitps:iwww.sakuraherb.com
https:ipododd.com |hitps.bbabami.com
hitps:iipododd.com |hitpsdimecisport.com
htips:ipododi.com |hitps.hkn—839avia7Ecnwyizi.com
hitps:/ipododicom |hitps:fopga50.com
hitps:ipododi.com  |hitpufhangeulnaver.com

32

https:iavsee11.iv Ditp:ifhol-01.com
https:liavsee11.tv hitp:iiplaca070.com
https:iavseetd.iv hitp:.imex-av3.com

3
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> domain https://www, linkmoon2 . me

> domain https://13cabm.com

> domain https:/ bamnoliald.com

5 domain https://mobam13 shop

> damafn  http://ggultvass.con

»  domain https://www.shieldman.net

> domain https://livecodi.com

> IR hrtpa://we.atikd.cos

s domain https://findsome .best

s BRER  hetpatsrvictory-oneinet

Fig. 7. Domain Extractor

Fig. 8. Collected Domain

shic
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24 93}

Total Sites 100

Adult Sites 29
Identifier Web Address Category
_SKOI3UBD750P9phdV1y http:/fsmartfile.co_kr Unknown
_yKgl3UBDT50P9phAlck http://hkck24 top Unknown
-3gGJHUBXTW8gdXez_Ji https:/fwww_sexnoriB.me Adult
-CKOI3UBD750P9phPV2e http:/fwww via999.me Unknown
-CKII3UBD750P3phO1y9 https:/ft.me Unknown
-HgGJHUBXTWagd Xeefke https:/ftorrenttipd.com Unknown
OyKzI3UBD750P9phoF1Z http://wb-tt.com Unknown
2CKzI3UBD750P9phz13f https://il119.com Unknown
2iLYI13UBDT750PIphVV-M https://guide-page. dothome.co kr Unknown
2yK0I3UBD750P9phBFOY https:-/ftwitter com Unknown
3HgKJHUBX7WBgd XeHPPT https:/fwww.sorabam3.me Unknown
3ngNJHUBXTWSg4XehQs https://gop-1.com Unknown
AHgDJHUBX7W8 g4 XeEfFfw https:/fyagong14.com Adult
4yLOI3UBDTS0P9ph-FTE https:/fjusomoya.com Adult
53gNJHUBXTWSqgdXeb T1 http://solomv02_com Unknown
|53H3UBXTWEq4XegO8S http://cpd5.767hk.com Unknown _

Fig. 9. Domain Classification
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Total 100 Domain Change Ll
Accessable 4

Domain Address Accessable Domain Change Change Content
https-/fubang20 com/bbs/board php?ho table=east O X

hitps:/fkongeafef site/bbsiboard php?bo table=kr 0 X

htps- /. redgochu?. me/ X
https://hjtime 13.com/bbs/board.php?bo_table=kor mo O
Ih

https: i yazaralt9 net/bhs/board php?ba table=ke X

hitps:/fumw redgochutb xyz/

MNumber 15

https:/htime 35 com/bbs/board php?ho_table=kor_movie Number 35

https: . yaburi7.men/bbs/board. php?bo_table=pla X https: fyaburi01.com/ Nuber 01
https-/lyadongd com/Aricle/index/id/249 X https:/fyadong16. net/articlefindexid/258 MNurnber 16

I
https://sorabadad. com/bbs/new. pho2ar_id=kordview=1 X
https: kb mango15 org/bbs/board.php?bo_table=010'X
htps-/inamja30.com/bbs/board php?bo table=kor_mo O
http://sexmoat.net/board/kr video 0

https://sorabada?’ com/bbs/new.pho?ar_id=korfuiew=w Number 25

https-//bame34 net/
X

Full Address Change

hitps-//avpop50. com/bbs livevideo?/%E D%35%ICHE: O https-//avpop56.com/bbslivevideo? Number 56

https://avpop50.com/bbs/xjaqmiy %ED%35%ICHEAS O https://avpop56.com/bbs/xjaqm Nurnber 56

hitps.//ddaltime40 com/bbs/board php?ho_tablekor O X

https://ddaltimed0. com/bbs/board php?ho_table=best O X

https:/hujking11.com/bbs/board php?ho_table=av(18 0 X

https-//ddrblr16 com/bbs/board php?ho_tablekor O https:/fddrblr?3 com/bbs/board php?ho table=kor Nurnber 23
I

https: /. mis 095 com/bbs/board php?bo_table=m( O
hitps-//mingkyaa?8 com/bbs/board php?bo_table=gall X
https//avmany4 com/bbs/board.php2bo table=korean X
https:/ibananatvh com/bbs/board php?ho_table=datat X
https:/Jyasekmab. org/bbs/board phyba table=korea O
https-/dogjoad.net/bbs board php?bo table=avks X
https:/boombooms5 site/bbs/main php?aid=movie 0
https:/fibizad.site/bbs main php?qid=moie X
htps /fibizad site/bbs/board php?bo_table=hdyadong X

Fig. 10. Domain Tracking Result Sample

X

hitps:/fmingkymm.com/pc_list phpZcate=mov_board16

hitps://ddaljabi1 com/
X

https:/idogjoadd net/bisfboard.php?bo_table=aiko

Full Address Change
Full Address Change

MNurnber 33
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Table 1. Domain Tracking Result

Test Result Total
o
Change |Unchanged| Unknon
Accessible (a) (b) (c) 42
16 19 7
Change Unchanged or
Inaccessible (d) Unknown (e) 58
31 27
Tracking {(a+b+d) / (a+b+c+d)}x100 = 66/73x100
Rate = 90.4%
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