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[Abstract]

In this paper, we propose a implementation plan of the human resource pool recruitment system
using private (permitted) blockchain. The term Human Resource has become commonly used and has
come to recognize human resources as resources. Despite these changes, the use of human resource
pools has been sluggish. Once entered, information is often not updated on a regular basis and does
not provide sharing, searching, carrier management and anti-counterfeiting. In this research, in order to
provide a human resource pool recruitment system that utilizes private (permitted) blockchain, we first
used the blockchain network to enable sharing and searching of human resource pools, and to use
keywords. Used to get results that meet certain conditions. Second, we added an institutional verification
process to ensure the integrity of the input data and prepared preventive measures in the non-technical
part by utilizing the structural characteristics of the blockchain to prevent counterfeiting and alteration.
Third, we designed and implemented a Dapp (Decentralized application) that includes a Web UI so that

each of the three groups can control the blockchain and the predefined processes and business logic.
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I. Introduction
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II. Preliminaries

1. Related works

1.1 Human Resource Pool
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1.2 Hiring Process, Qualification Verification
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1.3. HRM System Based on Blockchain and Big Data
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1.4 Blockchain
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Table 1. 5

of the features of the block chain

Name

Descriptions

Trans-
parency

All data is stored or published on the
network

Disper-
sibility

Distributed Network Environment
Secure transaction trust without third party

Scala-
bility

Network participants can build, connect,
and expand

Security

Shared ledger data manipulation prevented

stability

When a system error occurs, the effect on
the entire network is negligible.
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Table 2. Public vs. Private Blockchain

Name Pubic Blockchain Private Blockchain
Read Anyone Permitted
Permission User or Institute

Transaction
verification Anyone Permitted
and User or Institute
approval
Transaction Anyone Permitted
creation User or Institute
POW
Consensus POS BFT
Operation 7~20 TPS Over 1,000 TPS
Speed
Read and write
permission
Authority management is
Anyone .
Manage- can do everything. po§5|ble through
ment Private Channel,
Tiered System,
etc.
Bitcoin IBM Fabric,
Example Ethereum LoopChain,
EOS R3 Corda

1.5 Overview of Blockchain Structures
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Genesis block Block 2 Block3
Hash of the Genesis block } Hash of the block 2 ‘
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IS urent lock SO current block TSNS | vt block
(a)
Header HFH=2
wersion:
Time:

Bits:

MNonce:
hashPrevBlock:
hashmerkieRoot:

Transactions

Coinbase |4‘/ ————

Fig. 1. Blockchain Technology Structure[11-12]
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Table 3. Details of Header in Blockchain

Name Description
version software or protocol version
time the time which the block was created

A numerical value for adjusting the
difficulty level

The number of calculations starting from
nonce 0 and increasing by 1 until a hash value
that satisfies the condition is found.
The block hash of the block immediately
preceding the block chain.

A hash value located at the tree root
when the transaction hash of individual
transaction information is configured in

bits

hashPrevBlock

hashMerkleRoot

a binary tree format.
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1.6 Hyperledger Fabric and major models
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Table 4. Comparison between blockchains

Name Bitcoin Ethereum EOS Hyperle.der
Fabric
Currency Bitcoin Ether EOS -
Network Public Public Public Permitted
anonymous | anonymous Public
Transaction | anonymous or or or
Closed-Door | Closed-Door | confidential
SOLO
POW Kafka
Consensus POwW POS DPoS PBET
SBFT
Smart solidity C++ .
- Serpent . ChainCode
Contract LLL Solidity
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(b)
Fig. 2. Hyperledger Fabric Operation Flow[5]
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APIs, SDKs, CLI

- MEMBERSHIP - BLOCKCHAIN - TRANSACTION - CHAINCODE

BLOCKCHAIN
Service

CHAINCODE

MEMBERSHIP
(MSP) Service

Consensus
Manager

Identity
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\:I Protocol Storage Registry

Distributed l ‘ Secure ‘

‘ Registration ‘ ’ Ledger Container

Event Stream

Services

Fig. 3. Hyperledger Fabric Reference Architecture
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III. The Proposed Scheme
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| Verification / Org 3 ‘

Indv / Org 2 ‘ ‘ Entp/Org 1 ‘
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info Training
Project
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Training Manage

3
Finance
Manage

B Purchasing

Verification Manage
Logistics
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Customer
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Hyperledger Fabric Orderer 1 / Channel 1

l

Hyperledger Fabric Data Store

Fig. 4. Human Resource Pool Recruitment System Model
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Table 5. Network configuration of groups

# configtx.yaml
Organizations:
- &OrdererOrg
Name: OrdererOrg
ID: OrdererOrg
MSPDir:
crypto-config/ordererOrganizations/proto-apps.site/msp

- &IndividualOrg
Name: IndividualOrg
ID: IndividualOrg
MSPDir:
crypto-config/peerOrganizations/individual.proto-apps.site/msp
AnchorPeers:
- Host: peer0.individual.proto-apps.site
- Port: 7051

- &EnterpriseOrg
Name: EnterpriseOrg
ID: EnterpriseOrg
MSPDir:
crypto-config/peerOrganizations/enterprise.proto-apps.site/msp
AnchorPeers:
- Host: peerQ.enterprise.proto-apps.site
- Port: 7051

- &VerifierOrg
Name: VerifierOrg
ID: VerifierOrg
MSPDir:
crypto-config/peerOrganizations/verifier.proto-apps.site/msp
AnchorPeers:
- Host: peer0.verifier.proto-apps.site
- Port: 7051
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3.1 System Architecture
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oA AR5 Y Dapp(Decentralized application)
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Table 6. Main business logic by group

Group Descriptions
e Human resource pool inquiry.
Enter- | ° Request. for verifir.:e.utior.\ of data before
prise corr.u.)letl.on of verification. .
e Verification of the company's education,
training and career contents.
e WalletID creations.
e Application for verification of data
Indi- v degree acquisition history
vidual v’ qualification/license acquisition history
v education/training history
v’ career history
Verifi- ® Processing and storing records of verification
. applications received from individuals and
cation .
companies

[Table 6.]9} -2 v]=UA 215 Asfsl7] 93t slo]m
eflx] mjE2o] ofZe|Ao]d e 2 [Table 7.]3F 2t.

Table 7. related application configuration

Application:  &ApplicationDefaults
Organizations:

Profiles:

OrdererGenesis:
Orderer:
<<t *QrdererDefaults
Organizations:
- *xOrdererOrg
Consortiums:
SampleConsortium:
Organizations:
- *IndividualOrg
- *EnterpriseOrg
- *VerifierOrg
Channel1:
Consortium: SampleConsortium
Application:
<<: *ApplicationDefaults
Organizations:
- *IndividualOrg
- *EnterpriseOrg
- *VerifierOrg
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3.2 Data Flow Diagram of Human Resource Pool Recruitment System
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Table 8. Data parameters for verification processing

Parameter Data Type Descriptions
ownerNo Integer Owner’s Unique No.
careerNo String Career No.
ownerWallet String Owner’s Wallet ID
acgDatel Datetime Acquisition date (start)
acgDate2 Datetime | Acquisition date (end)
description String Descriptions
Type of career
0: Career,
careerType Integer 1: Degree,
2 Qualification,
3: Educational Training
careerName String Name of Career
100: Qualification,
101: License
200: Bachelor,
201: Master
careerClass Integer 202: Phd
300: Leaving comp.
301: In office,
400: Educational Training,
401: Education
acqOrgName String Acquiring institution
docsUrl String Document for evidence

300: Leaving comp.

301: In office,

400: Educational Training,
401: Education

0: Accepting,
1: In progress
state Integer . '
9 2: Rejected,
3:complete
reason String Reason for Rejecting

3.4 System operation procedure
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8 Alasje] sfebsiel ke [Fig. 7.J2t 2Tk
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Table 9. Data parameter after verifying process
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Fig. 7. System operation schema
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Parameter Data Type Descriptions
careerKey String Career Unique Key
ownerNo String Owner’s Unique No.
careerNo Integer Career No.
ownerWallet String Owner’s Wallet ID
acqgDate1 DateTime | Acquisition date (start)
acqDate? DateTime |Acquisition date (end)
regDate DateTime | application date of Verification
description String Descriptions
acqOrgName String Acquiring institution
docsUrl String Document for evidence
Type of career
0: Career,
careerType Integer 1: Degree,
2 Qualification,
3: Educational Training
careerName String Name of Career
100: Qualification,
101: License
careerClass Integer 200: Bachelor,
201: Master
202: Ph.d
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Table 10. Code examples of major procedures
related to system operation

peer0.enterprise.proto-apps.site:
container_name: peer0.enterprise.proto-apps.site
image: hyperledger/fabric-peer:1.4.3
environment:
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
- CORE_PEER_ID=peer0.enterprise.proto-apps.site
- CORE_LOGGING_PEER=debug
- CORE_CHAINCODE_LOGGING_LEVEL=DEBUG
- CORE_PEER_LOCALMSPID=EnterpriseOrg

CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp/peer/

CORE_PEER_ADDRESS=peer0.enterprise.proto-apps.site:7051
CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_
PROJECT_NAME}_proto-apps

- CORE_LEDGER_STATE_STATEDATABASE=CouchDB
CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=c
ouchdb2:5984

CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=

CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=
working_dir:  /opt/gopath/src/hyperledger/fabric
command: peer node start

2 A|AHOJA Dappe] 3|95 n2
e A ARe Yste dig AR
-1 JEAV S BV VS | K= Rt EA o) =R PS B

% 252 [Fig. 8.J 2tk
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Fig. 8. Implementation Example of Human Resource
Pool Recruitment system
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Table 11. Result of Generated WalletID

{
"_id": "indv_indvO1@koreatech.ac.kr",
" "1 "1-eeb04033882346261e76f6ccad0375b7",
"|d" "indv_indvO1@koreatech.ac.kr",
"name": "Tester's Wallet",
"~version": "\uOOOOCgMBRQA="
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B 0—“‘./‘] JSON °é*—li % 0]’8 %% BEE EEJ
A& [Table 11.]Jut o] &l & 4 Sl
Table 12. Result of Generated Blockchain Data
{

"id"  "TTX_CAREER_100029",

"rev't "1-b8e194b575eb4débcc54641f9f5834505",

"acgDate1": "2020-10-01",

"acgDate2": "NULL",

"acgOrgName": "KOREATECH",

"acqOrgNo": "1,

“careerClass™ "202",

"careerName": "Cert of Degress",

"careerNo": "162",

"careerType": "1",

"description”: "Computer Engineering”,

"docsUrl": ™"

"onoffType": "0",

"ownerName": "Tester",

"ownerNo": "b5"

"ownerWallet":  "indv_indvO1@koreatech.ac.kr”,

"reason”: "null",

"regDate": "2020-12-9",

"state" "0",

"trainNo": "0",

"trainType": "0",

"updateDate": "2020-12-9",

"~version":  "\uOOOOCgMBUgA="
}
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Fig. 9. Results of accumulated blockchain data

IV. Conclusions and Future Works
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