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[Abstract]

The objective of this study is to propose an operation management strategy for the connectivity which
are the designated and managed in sector of the transportation and logistics on the national critical
infrastructures. The industrial structure is becoming advanced. The national critical infrastructure managed
by the shows forms of the cooperative connection and collaborative R&D. Also, in-depth and specific
analysis for the disaster safety budget are implemented to consideration for the R&D life cycle. The
government responsibility are expanded comprehensively. Needs are exchanging life styles by the economic
and safety demands. At this trends, this study encourage facility maintenance and scientific management to
the public service. Throughout the result of this study, national critical infrastructure are implementing for
protection plan of the sustainable maintenance and management. And, we have to prepare and implement
for the consideration of the characteristics through comprehensive guidelines. This study contributes to the
disaster and safety management by proposed an operation strategy of the cooperative connection in the

sector of transportation and logistic sector on the national critical infrastructure.

» Key words: National Critical Infrastructure, Transportation and Logistics, Disaster Safety Budget,
R&D, Disaster and Safety Management
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I. Introduction
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Table 1. Designation criteria of the National Critical Infrastructure of the Enforcement Decree of the Framework

Act on Disaster and Safety Management

By Field

Description of Criteria

Energy

Production supply and stockpiling facilities necessary for power, oil and gas supply

Information
Communication

The backbone network and major I&C systems necessary to operate and manage the National
Administration Services of facilities which major backbone equipments such as switchboards are
concentrated for National situation monitoring of I&C services.

Tran rtation .
ansportatio for operation and control actually.

A system in charge of manpower transportation and logistics functions, transport facilities required

Finance

Facilities or systems necessary to operate banking, investment trading, and investment brokerage

Health Care

Facilities for emergency medical services and blood management support tasks

Nuclear Power

Nuclear Power Plant and related facilities for main control of the stable operation, and necessary for
disposal of radioactive waste permanently.

Environment

Systematic supply chain for facilities from collection to incineration and landfill, which daily waste
disposal on the Waste Management Act

Government
Critical Facilities

Critical facilities occupied by Central Administrative Agencies

Drinking Water

Systematic Supply chain of facilities for drinking water from fresh water supply to purified water

Cultural
Heritage

Cultural property recognized as a nationally designated cultural property pursuant to Article 2 (2) 1 of
the Cultural Heritage Protection Act and deemed necessary to be specially managed by the
Commissioner of the Cultural Heritage Administration

Common Duct
Area

A joint Area of Common duct is recognized as a Common duct district to Article 2 (9) of the National
Land Planning and Utilization Act, which the Minister of Interior and Safety or the Minister of Land,
Infrastructure and Transport deems necessary to be specially managed.
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II. National Critical Infrastructure
Operation Strategy in the field of
Transportation and Logistics

2.1 National Critical Infrastructure Operation
Process
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RISK ASSESSMENT & MANAGEMENT STRATEGY PROCESS
OF THE NATIONAL CRITICAL INFRASTRUCTURE
ON TRANSPORTATION & LOGISTIC SYSTEMS SERVICE
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Fig. 1. Management Strategy of the National Critical
Infrastructure in Transportation and Logistics Services
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2.2 National Critical Infrastructure based
cooperation
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Fig. 2. National Critical Infrastructures of the Coordinating
& Collaboration in Transportation and Logistics Services
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2.3 Budget for R&D based on National Critical
Infrastructure
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Table 2. Process based on R&D stages

Rlé(?/eslfanges Levels of technology readiness
Basic research Basic principles observed and reported
stage
Applied research | Technology concept and/or application
stage formulated
Short-term Analytical and experimental critical
development function and/or characteristic proof of
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System Component and/or breadboard
acquisition stage | validation in laboratory environment
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ITII. R&D strategy based on National
Critical Infrastructure

3.1 National Critical Infrastructure based R&D
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Table 3. Example of R&D for budget investment

Division Example Case
-Integration of resident protection review
-Detection improvement, false alarm rate reduction, manpower requirement reduction, efficiency
improvement, cross mode function
Improvement

of inspection
efficiency for
passengers,
baggage,
cargo and
materials

-Uses new detection methods and new technologies for broad spectrum processing to counter the threat

of biological weapons

-Developed a conversion function for stand-off detection of special materials and conventional explosives
-Exploration of environmental factors that reduce the monitoring and development of reduction programs,

safety improvement of effects.

-Development of fast and cost effective sampling and decontamination methodologies and tools for solving

biological and chemical accidents

-Personal biometrics for border and suggests in a way of the quick, interoperable and protects personal

information

Strengthening
cyber security
functions

-Ensure availability of information and services and establish necessary business continuity and emergency

plans

-Protection of sensitive information created and stored in security screening equipment and communication

networks used to interconnect them

-Enforcement of the accuracy, completeness and availability of IT systems
-Provide training to inform employees how to properly handle sensitive information, including applicable

laws and regulations

Information
collection and

-Integrated view of usable accident information
-Improve domain awareness by providing situation awareness
-Risk analysis & situation simulation model development to evaluate and mitigation and response/recovery

analysis .
system strategies
.y -Develop integrated predictive modeling capabilities for chemical, radiation or nuclear accidents and collect
improvement
data to support these models
Strenathen -Development of design guidelines and risk reduction strategies for integration into infrastructure and
infrasgt]ructure facilities
and -Improve detection and containment, including integration of biometric based systems

transportation
safety

-Integrating safety design into infrastructure and systems
-Developing improved materials and methods to increase the resilience of the infrastructure
-Improve and improve container and vehicle tracking

Roadmap of
common
operation for
transportation
system

-Data standards to facilitate common operating situation awareness

-Develop an adaptive, self-healing, secure and interoperable enterprise architecture

-Integrate resilience into networks and systems

-Provides safety authentication and access control

-For the protecting borders from other entries, recognizes and expedites safe cargo entering and leaving

legally
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