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[Abstract]

In this paper, we propose a training algorithm of support vector machine (SVM) with a sensitive
variable. Although machine learning models enable automatic decision making in the real world
applications, regulations prohibit sensitive information from being used to protect privacy. In particular, the
privacy protection of the legally protected attributes such as race, gender, and disability is compulsory. We
present an efficient least square SVM (LSSVM) training algorithm using a fully homomorphic encryption
(FHE) to protect a partial sensitive attribute. Our framework posits that data owner has both non-sensitive
attributes and a sensitive attribute while machine learning service provider (MLSP) can get non-sensitive
attributes and an encrypted sensitive attribute. As a result, data owner can obtain the encrypted model
parameters without exposing their sensitive information to MLSP. In the inference phase, both
non-sensitive attributes and a sensitive attribute are encrypted, and all computations should be conducted
on encrypted domain. Through the experiments on real data, we identify that our proposed method enables
to implement privacy-preserving sensitive LSSVM with FHE that has comparable performance with the
original LSSVM algorithm. In addition, we demonstrate that the efficient sensitive LSSVM with FHE

significantly improves the computational cost with a small degradation of performance.

» Key words: Privacy-preserving Machine Learning, Support Vector Machine, Homomorphic Encryption,
Privacy, Secure Machine Learning
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I. Introduction
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II. Preliminaries

1. Related works
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2. Fully Homomorphic Encryption
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III. The Proposed Method

1. LSSVM with sensitive part
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Algorithm 2. Inner product of two vectors Mult,,(- - )
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Table 1. Data decryption for Garduate Admission

Number L. .

of Data Predictive attributes Target
Train 300 GRE Score (GRE),
data TOEFL Score(TOE),

. ) ; Chance of
Test University Rating(ER), Admit
d:tsa 100 SOP, LOR, CGPA,
Research(RE)

2. Experimental results

Graduate Admission Ho|E{of tfst A Aup=
Table 2 o} Zt}. Table 2 & =& ¥14F A|Js YUA]
MASS U WAR Aol Tl AR AnE

ERRL Ik of Tl 917 WA A
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(k(z,z')=exp(—~llz—2"I1*) I  polynomial
(k(z,2") = (ya'z'+1)") o] chfst ofetuje gof] et
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Table 2. Prediction performance in accuracy of

SenSVMHE  (LSSVM)  for  different sensitive
attributes X
rbf polynomial
X kernel () kernel (d, )
s 2, 2, 3, 3,
0.1 10 0.1 1.0 0.1 1.0
GRE 0.82 0.82 0.80 0.82 0.84 0.78
(0.82) (0.80) (0.81) (0.82) (0.83) (0.78)
TOE 0.82 0.78 0.80 0.82 0.81 0.76
(0.82) (0.79) (0.80) (0.83) (0.81) (0.77)
UR 0.82 0.79 0.80 0.81 0.80 0.78
(0.81) (0.82) (0.79) (0.81) (0.80) (0.78)
SoP 0.79 0.76 0.82 0.81 0.82 0.75
(0.81) (0.75) (0.81) (0.79) (0.81) (0.75)
LOR 0.81 0.78 0.79 0.79 0.81 0.78
(0.81) (0.80) (0.80) (0.79) (0.81) (0.78)
CGPA 0.82 0.79 0.81 0.82 0.80 0.78
(0.82) (0.77) (0.81) (0.82) (0.80) (0.78)
RE 0.81 0.77 0.80 0.80 0.81 0.76
(0.81) (0.77) (0.80) (0.79) (0.81) (0.74)
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V. Conclusions
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