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[Abstract]

In this paper, we introduce InfoDID, a robust user information management service based on DID that
manages user information reliably. Since blockchain technology provides an environment in which data can
be handled transparently on a decentralized basis, various services using blockchain are currently being
developed As the importance of user's personal information has recently emerged, the DID technology is
receiving attention. The technology allows a user to control his or her information through decentralized
identifiers, and various information management services are being tried based on the technology. Using
blockchain-based DID technology, InfoDID reliably controls personal information requested frequently,
helping users to provide their information to other services more conveniently. In addition, to support
service continuity, InfoDID uses BR2K technique that provides robust execution of blockchain application
services, so that even partial service failures can be systematically recovered. To facilitate this operation,
we present a replication status monitoring tool that can continuously check the replication states of

blockchain application services running in association with the BR2K technique such as InfoDID.

» Key words: Blockchain Service, User information, Decentralized Identifiers, Service Replication,
Personal Information Management
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I. Introduction
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II. Background Knowledge

1. Ethereum and Smart contract
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Fig. 1. Service replication with BR2K
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Table 1. user information attributes

DID User decentralized ID for use in this service
createdTime |Time DID user last stored information

updatedTime |Time DID user last updated information
e Time remaining for the service to
validTime . )
manage DID user information
sn Last name of DID user
cn First name of DID user
gender Gender of DID user
brith Brith date of DID user
country Country of DID user currently living
address Current address of DID user

job Current job of DID user

email Email used by DID users

Phone number or means of contacting
DID user

contact

profile picture | Profile picture of DID user
education list | Education list of DID user
hobby Hobbies of DID user
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Fig. 7. Example of InfoDID usage

AFGAH A1 2] 821 InfoDID7} 57 AHgATe] 7
B2 UISHL QICkA, ShY AFBAS AMlS) HBE We
2 5he Aul2o] 241 AHgAL HB2 FYF 2 9100
AFEAL AR AHE3 o] InfoDIDS S8 ULl & 9
o} 3% 73t o] DID AH§AP ALGAT o] ABlAZ §
5 3 Hulzol a0z sHshe arge ket 2k

[stepl-2 in fig. 7] AF8AF= AMEARR] DID, AREA} 7
Wg WS Aul20] DID, 8]90719l0] WRg AL8A YR,
AR AEE TS 4 e REARE 9 U2 BES
AMgAte] U] 7] 2 Aol THE AU A g T12l1 A]
JUNE 2asld 4 gt A8A} DID 249 3] 7]
ofo]tj7} maHE AFQAF A1 QIE HHE 23 Au]Ad]
At 28 Aulat AFGAL A QT AulA A1
15 7§ 2E InfoDID] ME{ojA] ik Ajujx {1gl ¢
Z MHP= 288 Mqu]A9] DID, 238 AMH]|A0] H|Y 7|2
AFBAFRHE] YR ALGAF AW AES AHE AlTUA
2 A2UAS B Eakel] 93t 238 AulA DID 2419
570 71 ofold = M=t

Table 2. Pseudocode for [&fig. 7, step 3]

Structure of information received form service

user { service {
DID DID
attributes publicKeyID
validTime signature }
publicKeyID
signature }

1: IF uservalidTime is not timeout&user.DID exists in
LDAP

2. IF user & service document exists in DID registry

3: Get user & service document from DID registry

4: Extract public keys from service, user document
as service.publickeylD, user.publickeylD

5: Verification service.signature using
public key of service, user

6: Verification user.signature using

public key of user, user (except user.signature)
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3. service replication for robustly executes
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Table 3. Pseudocode to show service states

Structure of service in service registry
service {
name, company, api-server, access-token,
., state, replicas, access-location, start-time
}
1: account = getUserAccountInfo()
2! servicelist = readServicelList(account)
3: for service in servicelist
4: IF deployed state of service is not running
5: store service
6: ELSE
7: decrypt access-token of service
using privatekey of account
8: read currrent service status
from kubernetes using access-token of service
9: check current service status
10: store service, current service status
11: print dashboard using stored services information
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Aol dE0] JEIE 7120 EA) ofjZejAlold52] AJE]
£ 7127 Ysto], FHUE|A0] ATt HIE 3Rl WA|A
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V. Conclusions
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