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[Abstract]

In this paper, we propose a reversely using the “Man In The Middle Attack” attack technique as a
way to introduce network security without changing the physical structure and configuration of the
existing network, a Virtual Network Overlay is formed with only a single Ethemet Interface.
Implementing In-line mode to protect the network from external attacks, we propose an integrated
control method through a micro network security sensor and cloud service. As a result of the
experiment, it was possible to implement a logical In-line mode by forming a Virtual Network Overlay
with only a single Ethernet Interface, and to implement Network IDS/IPS, Anti-Virus, Network Access
Control, Firewall, etc.,. It was possible to perform integrated monitor and control in the service. The
proposed system in this paper is helpful for small and medium-sized enterprises that expect
high-performance network security at low cost, and can provide a network security environment with
safety and reliability in the field of IoT and embedded systems.
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I. Introduction
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Fig. 1. Physical Position and Traffic Path of Legacy
Network Security System
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II. Proposed System
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Fig. 2. Network Security Sensor and Cloud Service of
Proposed System
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Fig. 3. Physical Position of Network Security Sensor and
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AlOtA| ABl0] L] E9]3 BoHIA L 7]z0] L ES) T Bot
Ah|et =], she] Ethernet Interfaceghe EAjst
SBC(Single Board Computer)o]] Embedded LINUXZ
7]gto 2 MITM(Man In The Middle) 5-25}Al-8 Aol &
stol 74 UESIS OBl @Sk, 1 49 A
wothmEdols Yrjict Aok|ARl0] YEYTuer
MAML o] yAloz 7)&0] EYI AL HASHK &
. 7E3H S0 oluete] BAIgA0| Hojglo] glo] 7
0] 7158 UEYT 19 AAHolch

AR AR YEJIHOMIME F2]A 22 In-line
Mode7} ofd, YIEQTo) Aofet 7Iet BulST S5
SIxjol] #zelol BWETh UEI0) AV Aolsh 7by
HES euolg Fddezm Haotlyd UESHIY
2= In-Bound/Out-Bound EzfHo] A|QTA|AHIS] YE
3 HONINE HFO8steE S x5te] =2]X 02 In-line
Modeol] H&]5HA] Ht.

o

1. Network connection request
a. ARP Request Broadcasting(| am 10.0.0.7)
b. ARP Request Broadcasting(Who is Router?)

f 1P =10.0.0.1

Device

1P =10.0.0.7
>

i 3. Network connection response

| a.ARP Reply
i (IP=10.0.0.7, Supposed System MAC Address)

2. Network connection responsé-,
a. ARP Reply
(IP=10.0.0.1, Supposed Syste! mMACAdd ss)

Proposed
System
1P =10.0.0.8

4. ARP Table update and monif tor(/Proc/net/arn)
5. Repeat 2) and 3) while the Devi ected the network

Fig. 4. Virtual Network Overlay

Qlojo] a7t UES) o] Folst A= T, AIo)
MAC Address ¥ IP AddressE 335ty oj= Au|7} &
UEX IOl RouterQlX] AlQJst= ARP Request
Broadcasting(1-a, 1-b)2 4385ttt o] ©ff, Router”Z} &ff
& AulolA] ARP ReplyE 4:8517] Aoi] Ao 2810} 1]
EQ 3 HOMIAM7} Router?] P Address@t A|QFA|AEIQ]
UE I oMM MAC Addressg Z&sto] AYdst
ARP 1715 shig AJulofAl ASeto2M(2-a) ST FH| 2
stolg A ARIS] YEJIHOMINE & UEYIY
Routerz QIX|sHA| it} ole} sAlof sl ZAH|9] P
Address?}  AIRIAIARISl  YEQIHQMIANCS  MAC
AddressE 73510 AA43H ARP 1f71-2 Routerof|A] A4
Fo2M(3-a) RouterZ stoig AQMA|ARIS] Y EQS R
MM E slie g2 RIS gt o] & S5l slig ]
7} ¥ et EAlsH= BE In-Bound/Out-Bound 712
AR AES] Y EQIHMIM 2 [E5tal, AIQAJARIC]
HEgauckINE g HZe Yele Bz oA
Forwarding?t0 24 7 YEY I eujeo]& F/dsit.

MIQIAI AR YETHMIM = sliF vt HESY
Fof Fofstal Qle & s Agulet Routerof| 7] 2t
2 ARPI|ZlS Z7]A 02 YhEsto] AEotozn 7H)
HEYZ eHolg RAlsteS gitt

i A7 E U EH ZoflA ZEISHH AR ARIS] YE
HIEMIN = siF uloAl ARPEiZIS O ol A&
SHA] 2t BAlo] RouteroAl= sy Aulet A
ARPE|Z1Z ¢ o] AEsHA] ebg-o= sig Zulof tigh
7V UEHZ eHEolE Sagith



12 Journal of The Korea Society of Computer and Information

Table 1. Features of Proposed System

Participating and collecting network information and host
information

Drive all traffic through supposed system with virtual
network overlay

Network IPS

Firewall

DNS Cache DB

Service Access Control

Internet Access Control

Anti-Virus

Monitoring with Cloud Server

Controlling with Cloud Server
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1. Function implementation of Proposed System

Table 2. Specification of Proposed System

Item Value
CPU AllWinner Hé6
RAM 1GB
Ethernet 1Gbps
Storage 16GB CFCard
0S Embedded LINUX

Fig. 6. Inside of Network
Security Sensor of
Supposed system

Fig. 7. Front of Network
Security Sensor of
Supposed system
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Table 3. Function List via Ul on Cloud Server of
Proposed System

Function Details
* Monitoring
S:Env:;:k ¢ Add New Network Security Sensor
y ¢ Delete Network Security Sensor
Sensor :
¢ Change Network Security Sensor
Manager .

Firmware Update

Host Manager
for Protected
Network

* Monitoring
Network Access Control

IPS Log
Anti-Virus Log
Firewall Log
IPS Policy
Anti-Virus Policy
Firewall Policy

Security Event
Log Manager

Security Policy
Manager
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Table 4. Example of Control Protocol
Major Minor
Code Command Code Command
0010 | Change host name
0010 Host 020 Change managed status

Managing 0030 | Delete host

0040 | Set BAN time

Firewall 0010 | Add Rule
0020 Rule 0020 | Delete Rule
Managing 0030 Edit Rule

0010 | Reset
0020 | Reboot
0030 | | >eM" 70030 | Shutdown
anaging 0040 | Set Heartbeat Cycle
0050 | Set Network Config.
0010 | Turn On
0040 IPS 0020 | Turn Off

Managing | 0030 | Update Rules

0040 | Reload Rules

Rem

0050 Technical 0020 | Close Reverse SSH Port
Support 0030 | Upload Analysis Data

ote 0010 | Open Reverse SSH Port

KM%‘%L% 34 Major Code?t Minor Code®

1
w5t Aot

Table 5. Exam

wrt Adsh AAE & 5 ik

ple of Control Command Format

{
“MAJOR":
, “MINOR":
, “VAL": 5

“DURATION":

“0030"
“0040”

600
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JSONS-9] 25l
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Table 6. Sample definition and measurement method

Measure | Method of Measurement
Key e
Sample ment (Specification,
Performance L . .
Indicators Definition | Sample |Environment, Calculation of
(n = 5) Result, etc,...)
Number of | e g0, Load 10,000 of Suricata ET
IDS/IPS 5
. Rules Open Rules
Signature
Number of
Anti-Virus Clam AV 5 Load over 300,000 of
. Virus DB ClamAV Virus DB
Signature
Network
Network performa Enable Firewall,
Performance nce with | 350 Mbps| IPS(Intrusion Prevention
Firewall + System) and AV(Anti-Virus)
IPS + AV
% Less than 5 Samples (n<5)
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Table 7. Comparison of Proposed System and
Commercial Products

Key l;t:r;ctlon Proposed Sophos ForiNet Ahnlab
System SG-135 FG-200E | IPX-2000A
Performance
Size(cm x Small U U U
cm) (Same with | o) "a4) | (84 x 84) | (84 x 84)
Credit Card)
Network
Access
Control 0 0 0 0
(Firewall)
Network
IDS and IPS 0 0 0 0
Virtual
Network 0 X X X
Overlay
Changing
Network No Change |Complicated | Complicated | Complicated
Structure
Response of No Side Network | Network | Network
Failure Effect on Down Down Down
Network
Introduction | Less than | Over than | Over than | Over than
Cost $200 $10,000 $10,000 $10,000
Annual
Contents X Over than | Over than | Over than
Renewal $1,000 $1,000 $1,000
Cost
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