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[Abstract]

In this paper, we propose a packet processing method capable of handling large-capacity traffic over
20Gbps using multi-core and huge page memory approaches. As ICT technology advances, the global average
monthly traffic is expected to reach 396 exabytes by 2022. With the increase in network traffic, cyber threats
are also increasing, increasing the importance of traffic analysis. Traffic analyzed as an existing high-cost
foreign product simply stores statistical data and visually shows it. Network administrators introduce and
analyze many traffic analysis systems to analyze traffic in various sections, but they cannot check the
aggregated traffic of the entire network. In addition, since most of the existing equipment is of the 10Gbps
class, it cannot handle the increasing traffic every year at a fast speed. In this paper, as a method of
processing large-capacity traffic over 20Gbps, the process of processing raw packets without copying from
single-core and basic SMA memory approaches to high-performance packet reception, packet detection, and
statistics using multi-core and NUMA memory approaches suggest When using the proposed method, it was

confirmed that more than 50% of the traffic was processed compared to the existing equipment.
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I. Introduction
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1. A Signature-based Traffic Analysis Method
A|ZYA] 7|9k} Ede 34 B8, 912 £ olEd
Ao ol BAAR ESfH S M5t T ofE2A0]
M} 1Hsp] ojet Yor, EA of S oldg A
el SYE 23010, 542 13 foj olZ2jAolig
TESIE whlolct, oA 1EE ojSHolde ko
O wolxg, SHS S I Aol 4l

o= o]folA Mz AP ofEAloldd sl vi=

RS & e Ak olEAekiel AsE sl
¢ 4 goe BRY 4+ gkt 93 At des

Be
HTTP & SMTPQ} 22 ¢
O]OD:] 7<7<o o

Table 13} 2t}

Table 1. HTTP Response Header
Element Explanation
Responce | \irrp/1.1 200 0K
Line
Server: nginx
Date: Sun, 10 Apr 2016 05:08:46 GMT
Content-Type: image/gif
Responce Content-Length: 43
Header L
Connection: close
Pragma: no-cache
Expires: Tue, 01 Jan 1980 09:00:00 GMT
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Table 2. Correlation Method

Element Explanation
address, port, number, transport

layer, protocol(TCP/UTP)

Server-client based

ti f .

based on time o address, start time
occurrence

source address destination
host-to-host based !

address

- address, number of packet, size

based on statistics ’ P !

of byte

3. A Machine Learning-based Traffic Analysis

Method
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Table 3. Typical
Classification

Machine Learning-based Traffic

Approach | Features Used Purpose Protocol

N a i v e | Duration, TCP Port, | FTP, SSH, SMTP,

Bayes Interval, Size etc. WWW, DNS etc.

K-means Packet . length Web, P2P, FTP etc.
mean, duration etc.

Decision | Protocol, Duration, | FTP, Telnet, SMTP,

Tree Byte volume etc. DNS, HTTP
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III. A Packet Processing Method for
Capable of Handling Large-capacity
Traffic over 20Gbps

1. Architecture

& w0l AMIsks 20Gbps o) B2 X2} 7Hsot
7 Ae) e Tl AEHe H/WS Ao Aad
j7le w27 BAsE & 9l B B0l Kernel, Core

Aol ez LY, Fig. 13 2.

|

Processing, ©]

ol2igt FxojA t3at 22 WIS &3 H&F2 o

L.
o =2 A U sk A
7% WhE £22 FAE 4 glojo

N
- Packet Zaro Copy L5ty 8=k Edw Xg]

#
2
i)

-y 4] E H -] al EH]E. EXe1vs Ke) 1&]
Heo] UEZ 50 % A& 58 e= A
H/W Kernel Core Processing Application
| Processin: g Job #1  HTTP Module
- HTTPS Module
ing Job #2
A - - DPI Module
\ P ing Job #3
- Geo data Module
” - Abnormal traffic
A Processing|Job #5 detection Module
" 7 - Web logging
- Metadata Module
Packet Ring Buffer Distributed by logging Module
RSS(Receive-Side Scaling) Processing Job #N
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Fig. 1. H/W Structure for Handling Large—Capacity Traffic

2. An Analysis Method for Handling
Large-capacity Traffic
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Fig. 3. RSS = 4 < NIC Port 2
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With HugePages Pool
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Fig. 6. Apply Huge Page Pool

Hze] B2 Alo]RE 4Kbytes(0S7]E)o|A] 2Mbytes
2§75t Dﬂial AFRA] Page FaultZl & 2 Qe 3
B2 04 Ad 525 PRI A A =
A 4 Qlth o5 &3S I A2|EE mza 3]

=
=
AL 4 Qlony, Fig 7 £t

Fig. 7. Before and After Applying Huge Page Pool

Huge PageS X833 9] A2ls= tza] F7]+=
oF 8% dE 7S &9 :

3. L4 and L7 Metadata
dEd g7l g ez TCP/UDP Al AM2d 4
AeE UYOojA| 1L Thread & &{2]=]0], Fig. 12] @ ~
®9] ¥Aolct. 7zt 289l HTTP, GEO Data, ¥ &
25 £ ¥=209] Thread A2]sfjo} k=], ZEEZ #|2
5171 9lsliA= Laot L79] AEE vjgfoz &2]|Hch
20Gbps = t-&3 E2llY A2jA] L49] HEfHO]EE &
o 20K / Logs & 2 A& 2 L79] HEHHolHE 2T
15K / Logs & % A% 7152 Algstoof gt A=
= L4 ¥ L79] HElo]E9] UL Table. 49 LT}
L4 and L7 tgfdole] £& 2 A7 9lsll =
o oY Jlig, 21 20 o T 52 ’é‘%‘# 3

of %ict.

Hi

QOFO




A Packet Processing of Handling Large-capacity Traffic over 20Gbps
Method Using Multi Core and Huge Page Memory Approache 77

Table 4. L4 and L7 Metadata Format

Element Explanation

Type L4 or L7

Enable_Log Whether to save log files
Filename Log file name

Path Storage path

Rolling_size Log file size

Rolling_sec Log file recording time
Rolling_count Number of log files
Log_buffer_size Log file maximum size
format_filemane Format file name for L4 or L7

IV. Experiments and Results
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Table 5. Packet Analyzer Specifications

Element Explanation

CPU Inter(R) Xeon(R) Sliver 4114 CPU @
2.20GHz

Memory 64GB

0S Redhat CentOS 7.5.1804

3.10.0-862.11.6.el7.x86_64

1000Base-T x 4 Ports
10G Fiber X 4 Ports

Kernal Version

I/0 Interface
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Fig. 8. High—performance Traffic Processing Architecture
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Table 6. Experiment Environment

Element Explanation

. 10 GE x 2 Ports

Traffic Pattern 1-to-1 (1 Pair)

Direction Bi-directional

Clinet / Server 200/50

Numver

Protocol HTTP, HTTPS, FTP, SMTP
HTTP: 20K/s

Input Load HTTPS: 1K/s

(Sessions/sec) FTP: 3K/s
SMPT: 1K/s

Aggregated Data

Throughput 20Gbps
Ramp Up: Full Open+Data+Full
Close (00:00:01)

Duration Steady-state:  Open and Close
Sessions (00:10:00)
Ramp Down: Full Close (00:00:35)

Contents Size 100Kbytes
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Fig. 9. Check Handling Traffic over 20 Gbps

Table 7. Traffic Processing Test Result

Detector Total | analyzer Traffic | Drop

Transmission Processing Count
Count 1,192,247,370 1,192,247,370 0
Byte 1,472,982,833,928 1,472,982,833,928 -
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