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[Abstract]

In this paper, we propose a tool called ARCAV (Atomatic Recovery of CUDA Atomicity violation)
to automatically repair atomicity violations in GPU (Graphics Processing Unit) program. ARCAV
monitors information of every barrier and memory to make actual memory writes occur at the end of
the barrier region or to make the program execute barrier region again. Existing methods do not repair
atomicity violations but only detect the atomicity violations in GPU programs because GPU programs
generally do not support lock and sleep instructions which are necessary for repairing the atomicity
violations. Proposed ARCAV is designed for GPU execution model. ARCAV detects and repairs four
patterns of atomicity violations which represent real-world cases. Moreover, ARCAV is independent of
memory hierarchy and thread configuration. Our experiments show that the performance of ARCAV is
stable regardless of the number of threads or blocks. The overhead of ARCAV is evaluated using four

real-world kernels, and its slowdown is 2.1x, in average, of native execution time.
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I. Introduction
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Fig. 1. SIMT Execution Model
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2.3. On-the-fly Repairing of Atomicity Violation
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Table 2. Example of Lock Implementation

1. while (0 != (atomicCAS(mutex, 0, 1)) { }
2. /*critical section*/
3. atomicExch(mutex, 0);
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Algorithm 1. Pseudocode of Diagnosis

Table 3. Additional Point for Treatment Region

Global Variable:
original[addr]: original shared memory
dupl[addr]: duplicated shared memory
hist[addr]: access history

function DiagnoseRead (addr, tid)
if hist[addr] = tid then
return dupl[addr]
else
return original[addr]
end if
end function

function DiagnoseWrite(addr, tid, value)
if hist[addr] = tid or -1 then
dupl[addr] := value
hist[addr] := tid
else if histladdr] % 32 = tid % 32 then
CheckiIntrawarp(addr, tid)
else
alert := true
end if
end function

function Checkintrawarp (addr, tid, value)
if tid > hist[addr] then
{zlz = tidn xEhist} :=—
end if
DiagnoseWrite(addr, tid, value)
end function

9l5l| Table 37t 72 F7} A o
28] AL Jd o] FEE 4388511 HHo| o &
AR 7}

5t THA] ghe Hij2]o] S ARgsto] & AErt g
2 Faol= AL OPIT, ol% AR S0 Ea]9]
A4t A0S ¥ TRulzeof grggict. oju FEIT
gt Aefeo] AL Aubs AR zejo] YFEsHA] Q=
of. o =e]3f vrgo] SeEH FE7F EAG AgEs S
= AA Hig]o] Alflo g wlEe] 2 Aj4estH,
¥ AFEE o) TS 292 ARsto] AR A
Plesel ol FrE it

42) gjoje 2= ojojut JPe oo Lo, Hls
% ol o2 AgUCh 25 9ol 22 4 575t
91 __syncthread()2 Al'¥EE]1 shared memoryof Tt

o

22]7h A&dtt. 29 E g2 Hostoll A Asid 72 A
Mg YH9C= Adstal, global memoryo] tieh 427t
A&t Global §92 72 Y &71ePt =71s3l2z,
Hostol|A] t 2] ghgo] o851, HE7t ddd S50
IS AapPetes AES TA] SPARI.

Additional Point
start/end of Function
before/after/start/end

Condition
__global__ function
if/loop/function code block

which contains __syncthreads() of code block

VI. Implementation of The Proposed
Scheme

o] oM WA Aok ARCAVO] f1adat A g
asol Aotehe 72 A8SH TP it 7

2 Nvidia®] GPU ¥ CUDA =2 79 Aoz Ade &
2732 o2 7RSI ARCAVe] 7HE B2
CUDA Toolkit 9.2, LLVM 5.0 Zotdg|, Ubuntu
16.04.4 (kernel 4.4)o]c}. CUDA Toolkit 9.2 BA-E
LLVM 5.0& 7[9te2 k= Nvee Zupdert uids of
9lom NVVM IR 1.5 HA o] ALgHTH ARCAVY] =AML
Nvidia Compute Capability 6.0 o]4°] GPU&t gl&A
oM SAoI =S syl eny, ofste] MAldME &
A3 uAsha] ghect,

ARCAVE 423 227380 Kgapr] 9i3t wioe
Fig. 71} Zo] CUDA =& 7=80] Zntd2{Ql Nvecs &
golol Zeade] Anebild Agad. S
a]oﬂ uJ_Q_o} 7]‘— =) i—raﬂ ﬂujrol /\] A}
oin. AW Fo HEAUL. Need e
LD_PRELOADES A}83to] Fﬂ:l'ia
LLVM RS &g5}o] §E oz 3T Arlshc}.

Nvee ZAmpdyjs A" F&& AXYSH & ciccs
$&35}0] 0]2 GPU £71H.E0] ptx= B} AATE
7t pbz s BHe o
Bitcode& 7|4tO 25F= NVVM IRo|2}= H7tACEE ¥
Astol Aelr] olF F8 pu Wsb] AA
NVVM [RS EE5}H o2 LMo 2Aa 2 o)},

|

Nvces A&

P

i

Nvcc
R C++
source.cu »>
Preprocessor
! .cpplii NVVM IR
cicc B | Instrumenter
NVVM IR
ptx
1P (modified)
Executable «— ptxas

Fig. 7. Instrumentation Overview
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o]Z ¢lsll LD_PRELOADE &3l cicc?] ptx £3gE
il 8g 54 2folEef2iel, Nveed] cice 2&0|
LD_PRELOADE UsliE &4 2fol8e{2]g &It

ARCAVY] o= QB =5 F|4slelr] sl 57
A A= diagnosis 7IHoll £71AQ1 2|A5} 718 271K]
7F = A R 2AsE 712 folshA] 4 A
g RA0R QIFH AAPY Y] AT XI5 ] Hal AL
2o za]o] oj2] 2047l ghf A2 gho] 23 49 PR

A

S WYAPIA] gk Zlolck & uiR) AlKje} TlEe 2
e BA IpgolA] g ARIRle] Exfsts B9W4R0l
Rl A7|AFA0] sho] AR ZES ML TOowAam

o] A& A gidollA A7 Zolot

7190l 2] RS2 45571 Hdll Table 1
9] increment 7{'d0] ARCAVE A&sto] d&2 714 I
atomicAddE AR BRY} a G FS Y5
o Alg2 647119 Ageg Alsfsto] A 0~313fF A
= 32~630] 22 twa] FAaox AR HuiE U
AJZIT}. A|&9] ZAnbs= Table. 49t 7o) UAMY Quf7} &F
AYoHA] oSS SRl

2 1w

VII. Experimentation and Analysis

o] oM GPU = 1io] XM HuiE 38 SOl
Rhg3e]d 4 9Sg Bol7| 93t Agyt 1 Ans B
gitt. 7.180M = 8] 7Hesh 9AMd $ule] migls 4
z317] 95t Alsl, 7.2 A= AlF] GPU g T2H0jA{0]
Al % ] oot ARE QUSIEE VIE "HAPIHE
vl A, 72y 7.380A = 2] A 2] o

Y9 Age 240 oje A7 ouls|e s S glat
Al g 4aistgitt Aldlol] ALgE 842 Intel i7 3700

CPU, 16GB RAM, 7687]2] CUDA Ho{E 7}K]+= Nvidia
Geforce 1050 2" 7ic& 283519900, CUDA
Toolkit 9.2, LLVM 5.0 AT}d2 2 AnAL] 7 Ubuntu

16.04.4 (kernel 4.4)0A] Ao35RiTY.

7.1. Repair Coverage of ARCAV

ARCAVZE 2218t 4 Q= 7Py ojufle] 9ag &l

SRt MESS PAR 975 AEsiat Lu 59 o

FA3H2]0] 9lstH deadlocko] obd EAA vl 17)
9] ZRHPoA LAYSH= 7327t oF 66%0]H °F 96%2]
‘11_’7} 2719] A= ] A A AR AZARI] 7Y

= 2,3, 4 700 97t 247k oF 30%, 46%, 16%c] af
Geicy Zhang 5| AARBIE Y SI90) B
st 27155t 571710] QlEjely mElos Basic)
S A 7IE AN ERE S7HA] AR
o TEl % RRW|RRW TjElg Ajelst 47}x]9] miE
RR|W, WR|W, WWI|R, RW|RWx} 2.5780j|A] HH%l wA}
es] gdez  Qlgh fete &Rls]l gt
WIWZIW2W1 THElS makst 57b] WS makt g
m2 a0 AHER 2 PYR IR TR A
of pgulwel ¢Alold WSS Wby Sl
Intra/Inter-Warp 9AHd e WA 227t 71
sHR] &QI5tgict. AL global memory?} shared
memory Memoryollx] YA a7} St E & ¥
X 23EGIC). Table 5= 499 A7z AL 4217}
xgel =2 1380 Aukgh} A5l WAISHLEA] of
= 7123 Zol}.
A9 Zak= ARCAVZ} 571A] miedof] tish A s
t 2] A5 Aeglo] £98 Foll AeAler #ﬂl e
RS ekt Ee 9APY gulE el A5 2
off TAe] 217t 7hssttt. 7iE miElof dier 2A o=

il

:10

RRIW =&t WWIR TR 7IART 28] 7159] 54
wa of xj4:340] WQSIA] oron], WIW2[W2W1 med
_/'\_a]oﬂ }\Hi—" Qo= 7} H}Aﬁo}x] 01-01-1:,}

1 o= ||:| 4> ok

7.2. Repairing AV in Real-world GPU Kernels
AA| GPU 2 7580 ARCAVE A-gato] LR Huf
£ g & U325k Ysi CUDA Toolkit 7.5
o] F=9} Rodinia 3.1[17] X0} 2-SoflA] YA
Hul7b AyshH 789] 78 AAsiRit:. Table 62 A
A 2o AR Uig2 UERd Zlos, A W dut &
W G2 =2 08 olFut &4, Al HiR B2 Z=9| 2f

Table 5. Repair Coverage of ARCAV

= = - Pattern | Occurance | Expected | Original | Repaired | Re-executed
5}7] oI5t Al3lo] HAE Fo|AE AR w7t vy
Pl 912 Ee] EjAE Aolat WAy Sjut wy  |PatemOceurance| Boccted | Orisnal | Repaied Reee
WRIW X 128 64 128 0
Table 4. Test Result of Repairing increment kernel WWIR X 128 64 128 X
RWIRW X 128 64 128 0
Original Repaired | Atomic Function VV\</12VV\</21| X 128 0 128 0
Result 32 64 64
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o 4, U] WA 2L 2% D Azeo] 1y, opRjste
APy SlElt WIS ol22) A5S Uerdch o] AdoA
L s m2 350 ARCAVE K&t} WAty gjul
o 2] ojpel QuislEE Sgolelct

7.2.1. Memory Hierarchy

Table 73} Fig. 82 2 =wollAl AIeHd ARCAVe} 7]
& GA7IHe ARV Hulie] 4] o 2ot eus|eg
ERdich. ARCAVE 471R] Ago| A S5 RE AR 9
HIS GAlstaL, o8 Fofl a2 4 oI SRR Nvee
Andeofs  7]2e=z  Algsh= memcheck[11]=
shared memory AZ9HZ EAlsh= 7|Hol7] T
global memory 7504 S SAIY 7S BX
& 4 glojct. BARRACUDA[18]9F CURD[19] ©&X]7]H 8

=woflA AARE @A Aag AxRsion, 471K A
DFoA LR Al E EAE 4 Ao

7.2.2. Overhead

Fig. 82 & =g Tiuto] 288 ARES Hluwet Ziro]
t}. o]% BARRACUDAQ} CURDE: 7} =TRojjxQo] ¥u
3t 9l racecheck@0] 488 AIZF v]ul Hlo|E{E 71Xt
BASFF O} BARRACUDAS] scalarprod®t paticle
filter?] A7t oWs||Eof Wst AW} gt ARCAVE
7(4_9_0}01 o q _]_Q_QL }\]7}0 EJ-)(]EI}— /\oHo} 73 O(D) Jg
w 1.984l, &X|e} £ 5 L o8 JHD+R) Bt oF
2.14Q] 38 A|7to] AQE[QICE 7MY A2 QHFEE
WA dxtes 2T 5 FRU 2] A2 TR
0] shared memory=9] A3 ARSI, TFE0]
global memory+ 7] 23 4e8&]0] 6704 A Z]
Mgt 7IHog Qlsfl RYEF tidollA Ae=lqict. bfset

Table 6. Specification of GPU kernels

Block .
Program Source LoC [Threads Hierarchy
dxtc CUDA 7.5 820 | 16384/64 Shared
scalarProd CUDA 75 271 128/256 Shared
bfs Rodinia 3.1 | 349 | 1945/512 Global
particlef_float | Rodinia 3.1 | 870 2/512 Global
Table 7. Detection and Repairing Result
Detection ARCAV
Program race | BARRA . Detection
check | CUDA e et +Repairing
dxtc 0 0 0 0 0
scalarProd 0 - 0 0 0
bfs X 0 0 0 0
particlef_float X - 0 0 0

Time Overhead of Each GPU Kernel

I I I
Original 1

racecheck NN
BARRACUDA B
CURD EEEEH
ARCAV(D) =]
ARCAV(D+R) ZZZA1

105

-
o
N

Normalized Slowdown (logscale)
=)
N

dxtc scalarProd bfs particlef-float

Fig. 8. Comparison of Time Overhead

particlef_float T2 78S Zomya] &2 fjrio]
global memory=2] A2 £°451%17] Tlzof dxtcEC}
=2 oWyt 2ASHIT}H  scalarProd:  global
memory 0] TlE& H7|AFd0)7] diEoll ZAl o
of|A] MI2E] 1 shared memory $& =2 HILSHK|TE, v
- UiFel A2 "ol vizlo] 7|8t EANSto] A2
2] @ Aoz gt eus|=rt UAEsIIT

7.3. Repairing Robustness

ARCAVZ} HRBA|7 = AR eujsl|=e] A2 sl bl
2] AS E 2] of o] o5t @Ha|| =9t AgE /40
ozt euse FA AAZ sioltt. 2t Alddo] ARgH &
d 2L oHs| & HstE A7 oot 4 Qle S
2] JZ o5 57RIA ARE B3| Er AR GPU e
JREG = YEUE S J1eisilnh e T2
Table 1o UehH 719 F &2 109t 3] BhEsl= 7o,
x71e W BheE 32 ALt B e 2RI 35
ool ettt 22 A g AR Al A=

2] A, Ade 4, 2L ARV ezt
Aot A e Ad ARIAIE Y] st s AAISHI:
5 A w& A AE 28 5 sadlee] A2 1§
P9l vlgo] AN 2 IRE} 7] o] Y& T
o] ASEAIRE b 7t o] A Ha WAleh AIXE o
o= 7te] vlwg S0z FASHI:

7.3.1. Memory Hierarchy
ARCAVE Z-RU| 22| 2] Al whet S| g9t
Argae] Yol AREE]H, shared memoryS’—} global
memory+ e A4S 7HIc) Table 82 A o

2 ASol TE ARF QHFIES At Avjolct.
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Table 8. Slowdown by Thread, Memory, Atomicity Violation

Block/Thread Memory Detection Detec.tlgn
+Repairing
Shared 1.79x 3.49x
2/32 Global 3.65x 7.29x
Shared 1.83x 3.48x
32/32 Global 3.90x 7.47x

Table 89] Al WKl A2 ARV Hul7t LASHA] Qfot
GA|Tho] 2Rl Y] £°8 ARMY AlstE UERH
t}. global memoryof < AloflE EAsk= EA] Q{5
L= shared memoryo]l A thRT} oF 24 =7 57
=9lon], 55 JieE 57KIA AR 2= Jiert B2t
et Ao S A A

Table 89] U] ¥iaj &2 YA QJujj7} ©Aste] 425
Afo] A EE|Qle 40 £38 £ Aot T Aol
o 2EA2 B AZEofX AR it EAdsto]

A7gsto] 2o Q=S =I5y

o st Aed Fe GRS 2388l BT 2419
238 A7to]l AQE|QIT). AdE /o] o5t Bl EA]
oF o519l S B9et IR K2 @APHS] el d7gdet
FRE Holn, £ Al BE A 0] Ayto] Aol
z]oto] A Q0| EFx|Q] oF | 9ufjo] sfdsl= 438 AJ7Hat
o] AQ%|9)c}. global memory ™ Al FIRo=z

shared memory?] oF 2.14u}j9] Qu{a| =7} YAUsI3iTt

7.3.2. Thread Configuration
UrPY SlElE Sele T2 asge] A2)E Jj49t block
%M;q walol i 43 AR} AEE Eelsh] ol

=

Kl SR 2 At R
olo] QuiFle) UatE sisict

Fig. 9= A3 Z20E A2t 7oz x5

A= 7, yég ﬂ% Z O o] £&
olo|sitt. AFg-42l7F ALE= A
memory©] Teh HIg 4 U= 25
7F 12870014 1024712 S7tedoll wet oF 2
Bt 37ttt sHARE &5 Ul 2=
713 25 VIS 57%]212 Beole eufsl|=rt 57t
SHA] sttt ol 559 7t —ﬂo?ﬁa}E shared
memoryo|A] YAIsH= AR YulS 22lsh7] Ysl At
&&= =5 Ul si]oPt AEE+= iElE N7t 271 o
o[}

%4 EHH

Aeg 1 A

Time Overhead by Thread Configuration
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Fig. 10. Overhead Ratio
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7 3% 12870014 51271 7HA]= QEsl= 4 Hl% =
Al Aoy, 768700014 1,024718 749 23]
QE5||=rt ZhAstGith ol2iet Y] U2 ¥ =g
J8o] £2)5 e 7|RET AgE Lof Ofgt uFE
Z7Yeo] 37] gj2o|ct, Fig. 102 ARCAV7Z} £83A17F &
7ol AfAJshE BB 92 =9 ARt g vkt
sto] EASKSH Zlolch, Ag|Eg 1287014 102472 57}
Al 739 i FEof| ofgt £AIRER 63% S7TSHAIRE,
22] 7190l oJgh £e8AIRES 22%Rt 7Rt

|1



A Tool for On-the-fly Repairing of Atomicity Violation in GPU Program Execution 11

VIII. Conclusion
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