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[Abstract]

In this paper, we analyzed that the user authentication scheme for TMIS(Telecare Medicine Information
System) proposed by Al-Saggaf et al. In 2019, Al-Saggaf et al. proposed authentication scheme using
biometric information, Al-Saggaf et al. claimed that their authentication scheme provides high security against
various attacks along with very low computational cost. However in this paper after analyzing Al-Saggaf
et al’s authentication scheme, the Al-Saggaf et al’s one are missing random number s from the DB to
calculate the identity of the user from the server, and there is a design error in the authentication scheme
due to the lack of delivery method. Al-Saggaf et al also claimed that their authentication scheme were safe
against a variety of attacks, but were vulnerable to password guessing attack using login request messages
and smart cards, session key exposure and insider attack. An attacker could also use a password to decrypt
the stored user's biometric information by encrypting the DB with a password. Exposure of biometric
information is a very serious breach of the user's privacy, which could allow an attacker to succeed in the
user impersonation. Furthermore, Al-Saggaf et al’s authentication schemes are vulnerable to identity guessing

attack, which, unlike what they claimed, do not provide significant user anonymity in TMIS.
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I. Introduction

20199 Al-Saggaf S AlX] RNEE
TMIS(Telecare Medicine Information System) AR&-A}t
A5 275 Attt 1], TMISE 979 a7 HA|AH]
07 APt FAol A YEsHA] e QJate] flEet
SRt 7HQI) FE SOl ALY 4 ok o LﬂEH:’E
*}R = TMISO|A] AREALS] A B U AR &

& AREATS] ZetolHA|(privacy)E A2 AlsiE 4
0101 OJAte} AREAHZEAR)THY] QMg AF 2 Q15 (mutual
wdeh i)l BEY R
(anonymity)o] o} &Q3ItH2][3]. ARt ARRAL Q1%
2 95 AnjeTes|uo) 18R 91 ’\79.%[4][5]01 o
2 A=A, ol2igt Q15 AZS2 TMIS §
b Q1S A7lel7l8lez UAlstA.

20199 Al-Saggaf 52 ARA AYAES AEdh=
thee-factor TMIS AR8AF 1% A71S A|Q5Iict.
Al-Saggaf 52 Hoh} 7|54 E4
(computatlonal cost) 58 T}E 0= A71=7} H| W3HH
A AAES 98 201 A B8 Hol ©f 28l
0 AA HRE Agste] Qg A8t o
A(renewability)2 A&ttty %5786}9'112}. Al—Saggaf
5ol HluZAet Q15 275 5 D
% 27212 Chang -5{9]0] Aokt
HZHuniqueness-and-anonymity-preserving)st= A}t
87} A% A700] 313 240} XOR AAHS A8 3t} 58
Aol 201} Q15 &, 12]u sjAYE §F T
A AAVe @77t dd= B3t Eg Chang 59 QI
5 27 AAREY  HokE  flsto]  ulo] Q54
(bioHashing)& A}&stgout, Das-Goswami S2
Chang 9] 91& AZlo] UEAL FA(insider attack)x}
7M1 34 (man-in-the-middle-attack)ol] F]oFstaL,
A3 A5 S WS RATH: 218 Ho|BiAl, Chang

Az A7 AL
Das-Goswami 52 AFil59] Q15 AZlo] ADLEZIE &2
vy 84

o8

>-

authentication)z}

as-Goswami 59| QI
R4 AP

Al ZA(stolen/lost smart card attack),
(impersonation attack), AjA4& FZA(replay attack),
2203 F2} 37 5l 3700 et el
g1, o]o] ogt oMK E  AVISPA(Automated
Validation of Internet Security Protocols and
Applications)E AH8ste] S99

2010¥ Awasthi-Srivastava =10+ 3717] ¢s3t
SALS AFgate A Es|ee] TMIS ASAL Q1% A7)
2 AT U5 2700 £ ¥]£2 Ystol A18AL)

mjAgES T4ot 74 XOR AAlste] Auie] 37h7]|=2
Asslste= WAlo2, Awasthi-Srivastava 52 159

v 1=
A% A7o] WASE F5 B2, ASAL IV BA, Ao}
Erle B4 34, Upat 32, 190 B4 254 34
(stolen verifier attack) 5ol QFAsict FAksIRc
Tan9] ¢1& AZ][11], Mishra £9] Q1% A71 [3], 28|
Awasthi-Goswami[12] =9 o= A7l
Awasthi-Srivastava 52| Q15 A7lof st S &

= A

Astct 20143 Tan Awasthi-Srivastava®] Q15 A
Zo] BjAYe RE FAD} URAL FA(reflection attack)
of Fokstal, AFRAF QPSS HAGHR] BeHe AL

L, o]59] FoFde JHASHA AREAL S Kﬂ
517] sl 371718 AFESH= three-factor Q1% A7
AltstItt. Tang AHle] Q15 A%Jo] G Q15 A7
off v|sto], AR&AF APt o =gk Hokg Alsettt
sttt 224 Arshad 5{13]2 Tan 52 <l

o mjo of |-|I

o|>{
>

710] AR 543} Dos(denial-of —service)o]] F]okstctil
A5k o] ISt $iste, Bt Fare]E(ECC)
2 A8 2879 7] BF A5 AL Adtssch 1
2it} 201599 Lu §{14]2 Arshad 59 915 A7lo] TjA
S 25 3A A8 VY B0 Fofelcin w45t
Tt

20149 Mishra =& Tano] BAst Ziut 7o)

E
Awasthi-Srivastava2] Jo A7lo] AYE i%lzﬂ‘
A

Forsta, AE ¥

£2 2% Ysne 739—011 cg
D e
AE WA WA HYI ABADE ARle] AvtEd}
ES 2851 AgoE Behl AR gt Hage
£ p2J] Geo), Avteries A}%@g 2 gle Uol
M5k, o]& Q15to] Auof st (denial of service)
TAMA| WA 2 k. Mishra S o3t Fore

7HXl Awasthi-Srivastava §9] 915 A71& 7§Mst7] ¢
] Us AFRSE three-factor TMIS 915 A A
0}6}MJ_ Awasthi-Srivastava®] IjAYE 7 Aot
go] Aol £¢ glo] TjAsjes WAsl| th2o), &8
Aol A E HATA|(User-friendly and efficient
password changes phase)2}il ZA}sHoct.

Al-Saggaf 0| H|@dl= 1E AZIS & Xu-Wu[15]
S0) 93 AL ] £48 Wof HAYSS W
UoiA) M AUEL AR AR HAYES
gt 22w 915 A7EL A2e TAg e
Al 2pgo] w5 Bxfste], siAYE ¥ DAA

ol

LI
El

1,
ki
o

roh o}i



Analysis of Al-Saggaf et al’s Three-factor User Authentication Scheme for TMIS 91

o] vlasARl ZAlE 48] EAfiske Aoz A= QI
2014¥ Das-Goswami £{12]& Awasthi-Srivastava
£9] A% A7jo] h$: AEAOIAY, AKS 37, ARE
WASIE WHTA, ARt leut obEat
JSHR] xote A g Aol BESThL &
@11, Awasthi-Srivastava £9] 9l % A719] ARS 74
SR, ol 7128 € 71 2
FARAE 7]8ke] TMIS o1& A71S
d Zhang 5{16]> Mishra 59| Q15 A%lo] AAE &
FU 37, 120 Wy
WASIR] 23t BAslol 1 o]2i3t Aobde A
5t7] ¢J5iA] chaotic map- based cryptographyS AR
SH= TMIS three-factor @AA0] AH|AES A|Qt6ISILY.
Zhang 58 759] o1& A7lo] TMISOA] £Q35t AF&A}L
o maolujAlg AT FAeHY
Al-Saggaf 50| Bl #Aet Q15 275 & Xu-Wu
Xie 59
(de-synchronization attack)ofl F|Fstil, AJ# 9] Uﬂia
Fo] A0al AL Xu-Wu 52 Xie 59 Q15 &
2 J|Msl7] 9fstel, uw7| otast WAl lo] Qs
(biohash) g5 AHESHYIAL, HlO] Q5% o
B sl A2st7] Yo Al-Saggaf 52 915 27
oAM= AR&SHITE. Al-Saggaf 52 A1 E] QHRlgh A
229 ofye}, A4t 51 01]*15 UH gaAQl A5 &

M‘;
I:l
=5
=
QO
@]
[
(@]
5
QD
=

l' mlo Y i r°l‘

1k gy

rlo

oy o

staL BRA

iC)
)«
_':;
|m
_\g
1
, 2
TE
Fo
ot
=
L
a0
_>;
_L
2 P
o
his
o mu o r

g5eein AlE 73%

xpgAje] 109} lqw c 2

JI)!

Zo] 7hede BRIt 9t 3ARPE AREAR] 1D} oA
HE 25 3400 FEot%e 4% AHAE 7V 54, A
AT AP, HRA 34 5 Tt 400 Foee 2y
Zio|ct.

= =wd 2 Al-Saggaf 59 ARBAL 1F A7
Zb GAIE 27801 ARt 3goibe WA Al-Saggaf
59 A% Aol BAGY) 77T EXgS Hola, gut
S0 A OJJ 8& Ao}, ATETIESY 291 @A

AIRI9HS ARgsto] AFEALS] Do IjAQIE, TRl Y
Ey codewordQ} XA BlZ271R] LARPT 27 gEst

=T a
& QlgS Helth oR|Rte R 4RfoA ZES Y2l 2

II. Related Work

1. Review of Al-Saggaf et al’'s Authentication

scheme

.

-

[> 2

j
o]

of ki ro o|>{

2 JolA= Al-Saggaf 50| A<t

\LI

)ln

ro,

15t TMIS AFEA} Q1
2700 Oigt 2 9AE A}, Al-Saggaf 50| Al
e 55 @Al 2300 T, Q15 84, 12
ot W7 UAl2 AT, Table 1.2 Al-Saggaf
5 270014 ARERE 7128} oulE UERA 7ol

2.1 Registration Phase

-5 YA Fig. 13 24, thga} 2ol eyl
R1. AREAL Ul THAYE PWieF Ha N2 Al=HshL,

R2.

R4.
R5.

}\}_g_x} Ui= 1\(1)17\] ElZd] Hi2 AMAS
o] AR BiE AAlstL,
correcting code) AgF CofA] G514 codeword
(F-=20) cig
commitment) yi=Fi(ci, ti)=(h(ci), &)S A
R3. 5%

RPWi=h(PWi||N)2 7A3tc},

AE3 g Aok R0 A
ofl 21778 Z.E(error
deigtct, 09 ok mA] &of(fuzzy
Astet.
AlE RCE ri=h(RPWi||h(ci))Q} yi=h(IDi||Xs)
Grig AL,

RCE A|AE19] DBO (h(ci), Epwici))S A7AFstc.
ADIEZICZ uhe AL8A} Uis ADFEFLCO] U

= Aeith

2.2 Login Phase

27391 TAI9F A5 A1 1
L1

LZ.

L3.

L4.

d Fig. 29} £t

LA Ayjof] AISILA} 5k ARFEAT Uis Al
ADPEZIES 7IE 2ltj7|of] P, AR A
of Atalel BAVGE Big Algsto] BAE ®HE

2 rig £,

é
o>
_,d
ol
—_
_R
EI
’(3‘
‘3
E
5

=z
55|
=7
E
M
==
>
_,_.
l-O



92  Journal of The Korea Society of Computer and Information

Registration phase

Patient Ui Registration Center RC

1.Computes RPW, y;, and E; 2.I0;, RPW,, Ei, vi

>

3.Computes ri and g;

4.Smartcard (y;, e, ri, h(), s)

5.Insert N and 6i into the smartcard <

Fig. 1. Al-Saggaf et al’s Registration Phase
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Ui's sme?rt card Lo} Au= Z¥R} A}A19] NA7]
C Error correction code set
F Error correction decoded function SK=h(RPWi|[Ms||My|[SID)2}  h(Ms||Ms||Rs||SID)
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III. Analysis of Al-Saggaf et al’s
Authentication Scheme
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Fig. 2. Al-Saggaf et al’s Login and Authentication Phase
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Table 2. Comparison of security features

Security Chang Das-Goswa Xu- Tan Lu Zhang Al- Reanalysis
features [9] mi[2] Wul[15] [11] [14] [16] Saggafl[1] result

F1 Yes Yes Yes Yes Yes Yes Yes No

F2 No Yes Yes Yes Yes Yes Yes No

F3 No No No Yes Yes Yes Yes No

F4 No Yes Yes No No Yes Yes No

F5 Yes Yes Yes Yes Yes Yes Yes No

Fé6 Yes Yes Yes Yes No Yes Yes No

F7 No No No No No No Yes No

F1: Resists stolen stored biometric template attack,
smart-card attack, F4: Provide proper authentication, F5: Provide mutual authentication, Fé: Provide user anonymity,

F2: Resists privileged

insider attack, F3: Resists stolen

F7: Provide biometric renewability

S UEEA]Z]7]7t ofHktt. 12jug Al-Saggaf 59
g 2 WRAE 340 sttt

Replay attack
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s QT FAstelch, e oleist 27 o
e BARDE o] of2] 4 Ru 59 of® 2S ALgE

2702 ApgAtet AejolA] 717} Al
o) g 4507 AXIA (D

tjo

A 227 digol, A8 5
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S

2.2 Security Features
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User anonymity
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I3 AR QPR WS BARID & 4 Qic,

Password change phase
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IV. Conclusions
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