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[Abstract]

In this paper, the possibility of a UE (User Equipment) incarceration attack using RRCRejecet and
RRCRelease in 5G SNPN (Standalone Non-Public Network) is analyzed based on the 3GPP standard
document. First, the cell selection and reselection procedures of the UE are analyzed, and then the
processing process of the false base station and the UE before and after transmission of RRCReject and
RRCRelease is analyzed. As a result of the analysis, it is possible that the false base station that
transmits a strong signal causes the victim UE to establish an RRC connection to the false base station
itself. In addition, if the false base station transmits an RRCReject message without integrity protection
in response to the victim UE's attempt to establish an RRC connection, it is determined that the victim
UE can continue to stay in the RRC connection attempt process. On the other hand, it is determined
that it is impossible to incarcerate the victim UE by inducing an attempt to establish an RRC

connection to another false base station using RRCRelease.
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I. Introduction

5G olsa4l UEHNZ= 93] 49 AHY Z& Aol
T URl ot M2& AMula 2 AR ARIE 71sSt
A s} a2t ol2idt 56 o5 B4l YEY 0] AR
o] HAE]7] YsliME 5G olz8Al LIEHZ X oiE=]
Aloldg HAlsHAl Algdlior stH, YEHI} 15 &
T+ B3517] Yol thget Hot o]n= AZRE UEYA
719roj| A sfjAE]ojoF gttt [1]-[4].

5G olsa4l UEZNMY orAlet 3-8 siA o
et Bk A-rt AP I [3]-[9]. 51812 5G olE&
Al YEEQF9] RRC (Radio Resource Control)?} NAS
(Non-Access Stratum) 7|59 T2 &Zof tfjst AFA
9l @9 (Formal Model)S 43t} 5GReasonerzi=
LAY IE AQtsiGict. o] F o] &5k Bt 5= Sl
A 5G ol5-8Al UEHZY Hot AA Fod S =551
=

5G NPN (Non-Public Network)2 &4 5G o|&=&
A UEYR2A Bigolut AmAct 2o 57 Alee]
91 Yol4 =% ARl olEEA AulAS AZSP]
o w=sich [10,11].  5G-ACIA
Connected Industries and Automation)= AF3 =9l
o 56 ol5EA YEYT Heslr] YA 1] 7HA] 56
NPN (Non-Public Network) 7= R2H& A|A|stct
[10]. & Kim S{9]2 Hussain £{8]o] bGReasoner<
o]&5}o] WSt “Cutting off the Device” Z-230] Tj5]|
3GPP & FAE 7[¥to gz BASte, 5G Standalone
NPN A]AElo] 3GPP B&-S £AI5] &£4610 L= 7
& dig 340l 27kset Ae BT 2 =2oMe
5G-ACIAZ} AAlRE Y] 7HA] 45 29 & iRl 5G
Standalone NPN9J] #H4of] 248 9txy Q)ct

2 =roflXE 56 ols-EAl YIEYF oA Hussain &
[8]o] A|oFst RRCReject?t RRCReleaseS AFEst UE 7+
= (Incarceration) 5249 7} o252 3GPP & &4
of 275t FAsHt.

(Alliance for

II. Incarceration Attack with RRCReject
and RRCRelease

& oM Hussain 5 [8]0] ARt 5G ©] 554l Ul
EQ]F0oA] RRCReject®t RRCRelease & 0|83t UE 72
T Ao tsto] A5t} 24X} ojo] UEQ] C-RNTI E

+ TMSIE ¥ 1, = 719 o9 7IA9-g BRE &
9Tk ZPdIct,
o o
(%) (%)
(A) Victim UE (A)
Fake gNB1 (RRC_IDLE) Fake gNB2
RRCSetupRequest

RRCReject(with waitTime)

Wait for up to
16 seconds

RRCSetupRequest

RRCReject(with waitTime)

Before the Connection Establishment
Fail Counter is exceeded

RRCRelease

(with Redirected Carrier Information) 7]

RRCSetupRequest

RRCReject (with waitTime)

Incarceration between Fake gNB1
and Fake gNB2

Fig. 1. Incarceration Attack with RRCReject and RRCRelease

27 HR= Fig. 13} 2on Zieks] 71k thea
2k 9R 819 71X2 5 s UES Qelstol, UEZL
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71R|=2 olof thgt SEoR RAMd ESIt HA] e
RRCReject HA]X]S A4ttt UE= RRC_IDLE AMERO|
o] T, 319 7Ix|Z0] M Ao BE} HA
O RRCReject DAIK|E: salsicy. qlok 519] 7]x| 0]
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Backoff Timer)s AASHH, AF2AR= 2O 16X =9
RRC_IDLE “JefoflA ti7]gt 2o AAZS Al=sitt. 1
A 02 5]9Y 71Xl RRCReject HIAIR| S BHESHA A
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RRCReject HA]R|2t QlE{2]®l5to] RRCRelease A]A]
£ BWth. 34AR= RRCRelease WA|R|Qto]| 2jtto]= E
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gfsto]  AREAPE 2lotoldlE"l  Fube (Redirected
Frequency)ollAl Alsh= & HAl 519 7|AI=2} AZs)
T F FE3t 519 ZIRl=2 g Hof] shubA Ay nH,
FARH= 7H5Et gt Q=0 UES (72 M4 fm:of 7+
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III. Analysis of the Incarceration
Attack with RRCReject and
RRCRelease

o] Aoj]A=, 5G SNPN gF4oj|A] Hussain < [8]0] A|
otst RRCReject@t RRCReleaseE o]83t & 5249 A
& 715742 3GPP EZo| 7|8ksto] EAJsiTt

1. Analysis of cell selection and reselection of
UE

5191 71x=0] Aot A5 ARgsto UEE /2l 43¢
of UE9] A XMe#  (Cell Selection)y} AjAIEH
(Reselection) AXIS EAs51C]

3GPP TS 38.304 [12]o&= RRC_IDLE =2E9}

RRC_INACTIVEQ] AHEfQl UEQ] T Q3t HAISS A&dt
1 9lom, Table 104 RRC_IDLE®} RRC_INACTIVE
JEoA A =R KR o] 7] Elof Qlot. UE AS
(Access Stratum)2] Al A=iu} A/ AEIQE RSt 2]
S5HH Table 13+ ZtTh

Table 1. Cell Selection and Reselection [12]

Procedure
Cell - Perform measurements needed to support cell

Selection | selection.

- Detect and synchronise to a broadcast channel.
Receive and handle broadcast information.
Forward NAS system information to NAS.

- Search for a suitable cell. The cells broadcast
one or more 'PLMN identity’ or 'SNPN identity’
(for a UE operating in SNPN access mode) in
the system information. Respond to NAS
whether such cell is found or not.

- If associated RATs is (are) set for the PLMN,
perform the search in this (these) RAT(s) and
other RATs for that PLMN as specified in TS
23.122.

- If a cell is found which satisfies cell selection
criteria, camp on that cell.

Cell - Perform measurements needed to support cell

Reselection | reselection.

- Detect and synchronise to a broadcast channel.
Receive and handle broadcast information.
Forward NAS system information to NAS.

- Change cell if a more suitable cell is found.

2 =59 5G SNPN (Standalone Non-Public
Network)¥rFe- 1125t Qlovz 3GPP TS 38.304 [12]
oAl “5.1.2 Support for SNPN selection™of] HA|E

SNPNOJ Aelo] Bt 412 QoF A2jstd ofefet 2k,

1) UEE AL 7153 SNPNG Z1A1st7] 913l NR o]
o] RE RF A4S AZsof 3ich

2) UE= 7P 733t Als (RSRP, Reference Signal
Received Power)Z 71l A-S- ZAXGE, A|AE] &

= 9jojof sttt

3) UEZH Vg 7ot Aold skt i ofe) Jjo)
SNPN identityS 912 4 Q= 7AQ 7kzio] 1bA
= SNPN (TS 38.331 [13]9] SNPN #%)2 NASO]|
B asfof git.

4) SNPN ZAHS NASO| QAJof mt A2 4 Qi

5) UEZ} SNPNE 1551, sl SNPNO| Aget A
AEist7] 9fs A AdE APt SefE]ofof Sitt.

UE= 3GPP TS 38.133 [14]9| ‘:'4/\]5] AMER Ol x| A
s . Ao
AP S [LH UE= A A= 7150 fﬂra} o U2 A2
710z ZASlof sttt o U2 Allo] KW ST
AEiE, Al RS 2ot Ads 8 Aol diist
ARAlRE U8 TS 38.133 [14]|A A2 & Qlot.

go herewhenevera
new PLMN or new
SNPN is selected

cell information no cell information
stored forthe PLMN stored forthe PLMN

orthe SNPN orthe SNPN
Stored Initial
information Cell Selection
Cell Selection
connected cell found

suitable cell found
no suitable
mode

cell found
Camped
normally
¥

retumn to leave trigger
idle/inactive idle/inactive suitable
mode mode

I no suitable cell found

no suitable
cellfound

Cell selection
upon leaving suitable

suitable cell found

NAS indicates that
registration on selected
PLMN or selected
SNPN is rejected
(exceptwith cause
#12,#14 ,#15 or#25
[o1141)

cell found

1
Connected Col ) Shanno
mode Reselection T Stilfabla USIMin
Evaluation | [~ cellfound the UE
Process and no
subscriptio

v nforan

SNPN
[ AnyCell \g——
Selection
USIM inserted

acceptable cell or SNPN
found; move o subscription
added

idlemode
Cell Selection
when leaving acceptable cell Camped on
connected | [ found any cell
mode

return to leave trigger
idle mode idle mode

no found

suitable cell

suitable
cell found ———

acceptable
cell found

Connected

mode
(Em”erger‘\cy Reselection
calls only) Evaluation
Process

Fig. 2. RRC_IDLE and RRC_INACTIVE Cell Selection and
Reselection [12]

no acceptable
cell found

A A= R dEe] AAIsE A4S YoliA, 3GPP
38.304 [12]9] “Figure 5.2.2-1: RRC_IDLE and
RRC_INACTIVE Cell Selection and Reselection”& ¥
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W, A MElab xjd=io]  #Ri®l RRCIDLE ¥
RRC_INACTIVEQ] Ate]| AMo] AX}S Hoj&r}.

Fig. 204 A Ad&in} xjd=hof] sl RRC_IDLE &
RRC_INACTIVE?Q] 7J&] & A& oo} ZAME A2fstH
et 2tk 9A A2 PLMN A8 ®= A 23 SNPN
MERS 43idl mjoict Fig. 29] @oflA] AJRFHY “Cell
Selection”2 “Initial Cell Selection”¥} “Stored
Information Cell Selection” & 7}X] A&} & shof 9
3l 488=Ict. “Initial Cell Selection™& &A=l PLMN &
+ SNPNoj| gt &7} glg mf £38%ct. “Stored
Information Cell Selection”2 &A= PLMN
SNPNoj| tjjet JEE &8sto] A HEigict & 4% 2
T XSk Alg 2Fo™ “Camped normally” 2 o]-Zstct
UreF Aottt S ARl R o] “Initial Cell
Selectionof]A]= “Any Cell Selection”©.2 o]=3}1,
“Stored Information Cell Selection”0ojA= “Initial
Cell Selection”0.& o]&=stc},

“Camped normally” A= RRC_IDLE 9
RRC_INACTIVE ZJElofl AEEW, Aoz HneH
UEX 3GPP 38.304 [12]9] “5.2.5 Camped Normally
state”of] FPAIH AAS 3Pofjof stot. o] I oA
RRC_IDLE £+ RRC_INACTIVE A}Ejjof]A] ¥Ho] U= 7
Q0= “Connected mode” AFENZ o]=5tH, NAS/} Al
Eigt PLMN F+= AEist SNPNoj| gt 5-5o0] 1=
22 UEPE AL (cause #12, #14, #15 E= #25 F|Q))
o= “Any Cell Selection’® o|%std, EAst
Occasiono|t} Triggerd 732  “Cell Reselection
Evaluation Process”& o]=stc}.

“Connected mode” AEJollA] UE7} RRCRelease HA]
A] £A18td RRC_IDLE %+ RRC_INACTIVE AFER7} &
™ “Cell selection upon leaving connected mode” 2
olzgity. o] wf UEE RRCRelease WAX]o
redirectedCarrierInfo’} 23t 7390 whet Aghet Al
o A= Alesfof gt UEZF Aghst AS A2 4 gle
8% UE= ZAE RATO] Q1o]o] Aghat Allof) 7B
9lt}. RRCRelease WA|X]7} redirectedCarrierinfoS
oHA] %= 7% UEE= NR gHSutolA] Ad&st A2 A
Eist 1 Al sfjof st} gReF Agiot Allo] WHHE|X] ko
., UE:= 8o Aot A2 A7) 9ol A JEE A
& AeEtg 43Y("Stored
Selection”)alof st}

“Any Cell Selection” AJE|= USIMo] ¢l SNPNoj| 7}
A JE7T Gl 4L of o] 5%, Fig. 2014 “Any Cell

Selection” ofgl] BB-2 o|&oj Awst g} SAlsict

information Cell

2. Analysis of processing of false base station
and UE before/after sending RRCReject in
incarceration attacks

o] AoM& 319l 71X=0] RRCRejects &L 4 9l
v AFe W=7l e Zagt A &8 abdat
RRCReject] A4 7Fs ofH.5 EASH} 3GPP 38.331
[13]9] “5.3.3 RRC connection establishment™S HH,
RRC A4 A4 "AAls UEA HEY SR £7] NAS 7
£ A& (NAS Dedicated Information)/HA| XS X145}
+ Ol AR of2ish Zxtof] Wt UEE 519 71R]=0]
Al RRCSetupRequests &5HA HW, 519 7|A]=2
RRCSetup F= RRCRejectz2 2F 4 )Tt

RRCSetupRequest, RRCSetup, RRCSetupComplete
WA]X] ZB} [E (Infomation Element)Z 2015}17] ¢
34 3GPP TS 38.331 [13]& ¥WH o3} o] A
2> 9ltt. RRCSetupRequest MA|X]9] Signalling Radio
Bearer= SRBOo]1. Logical CCCH
(Common Control Channel)o|t}. RRCSetupRequest
o tigt 2% & sh4Ql RRCSetup HA|R]= SRB1S A
dst7] $sliA AREHT L AJE]o] Q141, RRCSetup U
AlR]9] Signalling Radio Bearer+ SRB0o]il Logical
Channel& CCCHz}a HAJE| o] it} RRCSetupo]] thst
2d9] RRCSetupComplete HA]X]9] Signalling Radio
Bearer= RRCSetup UA|X|oA AAsH SRBlo]il
Logical Channel2 DCCHztil ©A|E o] Qlct wahA
RRCReject?} RRCSetup WA|A]= CCCH +=2] AjE= A
SE7] two 4 =40l 7Sttt of717kA] RRC
Connectiono]] &= OA]X] RRCSetupRequest,
RRCSetup, RRCSetupComplete, RRCRejecte] EAdoj
s BAsto

3191 71x1=0] UECIA| RRCReject IAIAIE R4 71
§i7] 2A51AL Eie). o} 9ISl UEC] AS 1ot e A
Eo] 9Jsto] RRCReject WIAIA7} o= 2E7HA] HEE]|
A 52 &Qlstofof gt 3GPP TS 38.331 [13]0]1A
“‘Annex B (informative): RRC Information“®] “B.1
Protection of RRC messages’S ¥ ™, RRCReject H|A]
A]°] AS HOF 243} (AS Security Activation) X1/3.0]
A& 7t ARl HAR] Bo pEo0] Aleklo] gk

o] Y&of @t2H, RRCReject= “P”, “A-I", “A-C"0]
oiot] & "+"2 Ao} Qlok P77} "+l A2 AS
Hot 2/dst ool slig HIAIAZE obRfl B glo] A5E
2 QMo ZAZ oujgtt). T2]u "A-T7F "+eks A2 AS
Hot &elrt o] 2ol th2ole s HAIAl: 24 B

Channel2
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2 oottt opx|eto 2 “A-C'7t
QF &/daprt ol 2ol T30l = sl
Toole] ] ohal A 4 Qa2 QJulgitt. o4
9] LH 82, gNBéow RRC_INACTIVE Atefolcj2tz gNB
+ RRCReject HA|X]S SRBORZ A48+ 4~ Q)T
o}717x] B7ARE7L UEoIA RRCRejectE HL= Zo] 7}
5ot AS &RIstgl L, o]%oli= UE’} RRCRejectE 4~
AlstE T o BA EATShH=A] FAIGHLAL gt 3GPP TS
38.331 [13]of] “5.3.3 RRC Connection Establishment”2]
“5.3.3.5 Reception of the RRCReject by the UE'S HH
UE+ “5.3.15 RRC connection reject o] HAJE |2 4~
s¥steta Eof 9lon, “5.3.13 RRC Connection Resume”
9] “5.3.13.10 Reception of the RRCReject by the UE"0]|
T =351 UE= “5.3.15 RRC connection reject”o]] &
A= g2 4885ketn Eo] 9ok &, “RRC Connection
Establishment@t “RRC Connection Resume”of|A]<]
RRCRejecto]] thgh A2]= Uslte 22 & & Atk
3GPP TS 38.331 [13]9] “5.3.15 RRC connection
reject” o] RRCRejectol] Tt A2] HR}7} Aj&E]o] Qlck.
Table 2= “RRC connection reject” AXIS B &},
o] Aik= UE’} RRC AZE AAsAY A7ig o
RRCRejects 44161 AlATHT). o] FRLE AJAlsHAl &
ASHIAL gt
O gteF Efo]t T300, T319, T3027} AFE SO0l FA|
AlZItk 3GPP TS 38.331 [13]9] “7.1.1 Timers
(Informative) 04| o]2|gt Efo]HE9] AJRt} FA]
o et Ylgo] AMzk o] qlt}. ol2igh W& Qof
sto] A2]stH, Ero]d] T300-2 RRCSetupRequest

£ M&sh o AJAE] 11, RRCSetup E+= RRCReject
S MGl FAECh Holn  T319:
RRCResumeRequest £+ RRCResumeRequestl

£ A4 o A|AE] 1, RRCResume, RRCSetup
= PAlsH FAE. gda 343 R0 Qe
Bfo]lt T302+= RRC A4 474 E= AWV I &
Ot waitTimeg 7}X] RRCReject = RRCRelease
A S o AlATE. Eloln T3027F SA1=
=, A&, RRC_CONNECTED %+ RRC_IDLE
Bz O, F= =M, A AAE
RRCReject HAIR]E AlsHY S T SR
@ 3GPP 38.300 [15]9] “6.2 MAC Sublayer™of w2
MAC (Media Access Control)ofA] DCCHel &
2] Mg w2g @It ©2tA RRCReject
2AIGPH MACS 2415t “default MAC Cell

ox rr rulm
rlr

Mo

uu rlo r&

Table 2. The procedure of RRC connection reject
by the UE [13]

1> stop timer T300, if running;
@ | 1> stop timer T319, if running:
1> stop timer T302, if running;

1> reset MAC  and release the default MAC Cell
Group configuration;

@

1> if  waitTime is configured in the RRCReject:
(©) 2> start timer T302, with the timer value set
to the waitTime;

1> if RRCReject is received in response to a
request from upper layers:

@ 2> inform the upper layer that access barring is

applicable for all access categories except

categories '0' and '2"

1> if RRCReject is received in response to an
RRCSetupRequest:

® 2> inform upper layers about the failure to setup

the RRC connection, upon which the

procedure ends:

1> else if RRCReject is received in response to an
RRCResumeRequest or an RRCResumeRequest1:
2> if resume is triggered by upper layers:
3> inform upper layers about the failure
to resume the RRC connection;
2> if resume is triggered due to an RNA update:
3> set the variable pendingRNA-Update to
true;
2> discard the current KgNBkey, the KRRCenckey,
the KRRCintkey, theKUPintkey and the
KUPenckey derived inaccordance with 5.3.13.3;
2> suspend SRB1, upon which the procedure ends:;

The RRC_INACTIVE  UE shall continue to monitor paging
@ while the timer T302 is running.
NOTE: If timer T331 is running, the UE continues to

perform idle/inactive measurements according to 5.7.8.

Group” A2 oiAlgtc). &, UEZF R AZE o]
AH Adojl tfsh Lz A HE (f: DCCHYF 22
2] )2 SP(Reset)she 2ol

® RRCRejectd]] waitTimeo] AAEo] Qo™ T302
£ waitTime 3t0.2 275t &2 ARl (E= AA]
AR,

@ 449 A50) @40] tfst 2902 RRCReject S ¥
2 Aot

® RRCSetupRequestof st 2&° =2 RRCReject=
215198 74-20]ct. o] W= “RRC connection”
HAo) Aluhg 9] ASo] Lelw, A RIS 2
i

® RRCResumeRequest T= RRCResumeRequestl
off tigt 3522 RRCRejects 2 -olct. 0]
79 439] 1500 of) Resumeo] Al 7290
+ 9 ASoll Z2jal, RNA JHo]Er Qlsl UAY

2L pendinggRNA-UpdateS true= A5}

A ZHRAL Qs o2 7152 m7]skaL, SRBI

oy v
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2 FUSHL, AR RS Bk WA B} T
o] Y= 7S ® I} ® A HRoln, £ AP BE

RRCReject’}  4IE]QE ©, AS  Security
Context’} gAY H7|Hth= A2 758 4 9l
@ RRC_INACTIVE AfEfjo] UE: Eto|t] T3027} AlsH
B = ¢ ASSHA Hlolds wYE-s]oF gt Bt
o|ty T331o] AlsY Zo|H, UE= idle/inactive &

e A% Sl

AR o2 UE7F 51 7]1X]=oA] RRCSetupRequest
A&stde d, olg AR 519 71Xl=2 UESIA|
RRCRejectE A4% 4 9Jtt of7]4 RRCReject HA]A]
9] RejectWaitTime [EO]] ¥42]9o] Zt (R]Tf 16%)& AIst
4 9lon, o]2{gt RRCReject HAR|E 4+AlgH UEE of
22 o]Al glo] 2A15t RRCReject AR A2]dt Ao
2 g ®£35 RRCReject HAIXKS A&l A4
35 Eolt T3027F Al A7%Eo] wslAt UE7F RRC
A2 R0 AL HReEA E 4 s AoR wHEn:

gNB! Last Serving gNB || AMF
UE in RRC_INACTIVE
CM-CONNECTED
1. RRCResmmeReguest
2. RETRIEVE UE CONTEXT REQUEST
3. RETRIEVE UE CONTEXT RESPONSE
4. Send UE to INACTIVE

3. Xn-U ADDRESS INDICATION

6. PATH SWITCH REQUEST

7. PATH SWITCH REQUEST RESPONSE

8. RRCRelease
Suspend Indication

9. UE CONTEXT RELEASE

Fig. 3. Resume request responded with Release with
Redirect, with UE Context relocation [15]

3. Analysis of processing of false base station and
UE before/after sending RRCResumeRequest in
incarceration attacks

A1 1= Hussain -5 [8]°] AQtet g 52004
“Redirect Indication” A 27} &= RRCRelease WA]A]
£ 0|83t} o]2)st “Redirect Indication” AX 7} ZaHE]
RRCReleasez 2T5H= “Resume Request”?] #2] Ax}
= 3GPP TS 38.300 [15]9] “9.2.2.6 Resume request
responded with Release with Redirect, with UE
context relocation”ojA] 32 4~ 9lom, Fig. 39} 7t}

Fig. 30]]A] UEQ] “Last Serving gNB"HC} 7}sh Alg
£ 3Aske 8 7IK=E 3AAPE 2 AR
RRC_INACTIVE Ateje] msfjA} UE: “RRC Resume
Request” A Aled £ Qo gNBe UEE
RRC_CONNECTED, RRC_IDLE, ®+ RRC_INACTIVE
JEIZ HolAld 4 ok RRC_INACTIVEQ] A%+
“Redirect Indication”©] RRCRelease0] Z3rel 4~ Qlc},
o] 3% malxt UEE AE AaAlA 571 Hsto]
RRCRelease WA]X]  oto]  “Redirected Carrier
Information™2  Z3HA|Z] o2,  TsiA}  UEOA
RRCReleaseE %l&sto], & WA 5| 7]|x]|=ut A4s}
5 Fedke ZAab go] Qlok

Hussain £ [8]9] 742 &2 0fA] RRCRelease HJA]A]
2 AMg3H= 0|9 RRCRejectZ of2] ¥l M43 749
“Connection Establishment Fail Counter’”} SHAA]
(ol 48])ofl =Fsh= A2 27| HsiAtr 7]eE]of
t}. 7 52 RRCRelease HIA]A]of| “Redirected Carrier
Information”2 gojA Bct1 sict s1K|9F 3GPP TS
38.331 [13]9A] “Annex B RRC
Information”@] “B.1 Protection of RRC messages &
HMH “AS Security Activation” Xlof]= RRCRelease U
A)R]= “RedirectedCarrierinfo”S Z3Hst 4~ Qrky A
Atk & UEZL S ZIA=oA
RRCResumeRequestE A435192 o, 3¢ 7|X=&
RRCRelease W]l RedirectedCarrierinfoS ZE3TA|FHA],
msfiAt UEO 7] RRCRelease & A& 4~ gitt. fusH,
molixl UESF oY Z]Al= Afolo] “"AS  Security
Activation”0] E|o] QJX] ¢17] wfFo|ct.

SHAIRE 519 71X =2 SAAPT +9s7] diwol, 54
A1 519 7RISl mEZ FAlste] AS Security
Activation”?}  gloj&=  UEO]#4] RRCRelease Uoj
RedirectedCarrierinfog ZSHA|AHA X&sh & 9ct
ol2{gh Foll UEQ] A2] a2 #AY Bart ok

3GPP TS 38.331 [13]9] “5.3.13 RRC connection
resume’ oA “5.3.13.9 Reception of the RRCRelease
by the UE"o] B UE: “5.3.870] HA|E & &AL
28fsfiof stohy Eloj Qi 3GPP TS 38.331 [13]9]
“5.3.8 RRC connection release™o]A]  “5.3.8.3
Reception of the RRCRelease by the UE"9] AX} &
UEE Table 304 BojF 11 Qlct,

(informative):

25t
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Table 3. Part of the RRC connection release [13]

1> if the AS security is not activated:
2> ignore any field included in RRCRelease
message except waitTime;
2> perform the actions upon going to RRC_IDLE
as specified in 5.3.11 with the release cause
‘other’ upon which the procedure ends;
1> if the RRCRelease message includes redirectedCarrierInfo
indicating redirection to eutra:
2> if cnType is included:
3> after the cell selection, indicate the available CN
Type(s) and the received cnType to upper layers:

Table 3& ®®, UE7} RedirectedCarrierinfo7} st
£ RRCReleaseS 4:4l5tCi2HE, AS Security7} &3}
TR ke AQo L, waitTime A|2|3t RRCRelease U]
AlRO] 2ot RE HES FABH HY, EAPL S=H
o] 5.3.110] A€ ti= RRC_IDLEZ o]5dshs A
Sestt. o s 7IXFol  UEOA
RedirectedCarrierinfo 7} &3l RRCRelease s X435
Het, AS Security Context’} @l AEfo]oz UE=
ol2& &2} glo] RRC_IDLE A2 o] =3t} whata] A
WA S19 71A1=2 2Yshs S4XPT RRCRelease H|A]

xS o]gsto] maiAt UEAA & Al 519 7x|=o=

olEltT M5 4 ik

IV. Conclusions

B =3oA= 5G SNPNojJJAl  RRCRejecet}
RRCReleaseE 0] 83t 7+ 3249 7I=A4E 3GPP &
TAE 7I9te 2 ATt AA, UEQ] A At i
Bl "xIE EAMstgitt. 4, RRCReject?t RRCRelease
o F4 A/20] 519) 7|22} UEQ] Aj2] ahg BAetgl
o} W43 A 89 Z1K2 F st UES 99lstod,
UE”} RRCSetupRequest HA|R]E F L5t S 5= 70|
PP5a19aL, 519] 71A1L olo] T SgoR 2AY B
57} HA] Fe RRCReject BAIAIE 48 4 9tk
gt sk} UES] RRCSetupRequest HIAIX|O A%
RRCReject HIA|X]| 2 L5t mWaljx} UE7} RRC 92 A
= 3ol A4 vReA & 4 92 Ao HuE i
H, RRCReleaseE o|&sto] g 51¢ 7[Xxoz9] ¢
A AX] A S e 7l IS5 7102 moiE|t)
b3 56 B7) ALELo] 7]ute] A1geoldg

7te ool tigh 45 A5 AL olgoltt

OIA

Es5 o
&2 54

ACKNOWLEDGEMENT

This work was supported by Institute of

Information & communications Technology
Planning & Evaluation (IITP) grant funded by the
(MSIT)  (No.2020-0-00952,

Development of 5G Edge Security Technology for

Korea government

Ensuring 5G+ Service Stability and Availability).

REFERENCES

[1] M. Agiwal, A. Roy, and N. Saxena: “Next Generation 5G Wireless
Networks: A Comprehensive Survey,” IEEE Communications
Surveys & Tutorials, Vol. 18, No. 3, pp. 1617-1655, 3rd Quart.,
2016, DOI: 10.1109/COMST.2016.2532458

[2] M. Wollschlaeger, T. Sauter and J. Jasperneite, “The Future of
Industrial Communication: Automation Networks in the Era of the
Internet of Things and Industry 4.0,” IEEE Industrial Electronics
Magazine, Vol. 11, No. 1, pp. 17-27, Mar. 2017, DOL: 10.1109/
MIE.2017.2649104.

[3] . Ahmad, S. Shahabuddin, T. Kumar, J. Okwuibe, A. Gurtovand,
M. Ylianttila, and Beyond”, IEEE
Communications Surveys & Tutorials, Vol. 21, No. 4, pp.
3682-3722, May 2019. DOI: 10.1109/COMST.2019.2916180

[4] R. Khan, P. Kumar, D. N. K. Jayakody, and M. Liyanage: ““A
Survey on Security and Privacy of 5G Technologies: Potential

“Security for 5G

Solutions, Recent Advancements and Future Directions,”” IEEE

Communications Surveys & Tutorials, Vol. 22, No. 1, pp. 196-248,

Ist Quart., 2020. DOL 10.1109/COMST.2019.2933899

D. Basin, J. Dreier, L. Hirschi, S. Radomirovic, R. Sasse, and

V. Stettler, “A Formal Analysis of 5G Authentication,” In Proc.

the 2018 ACM SIGSAC Conference on Computer and

Communications Security (CCS °18), pp. 1383-1396, Oct. 2018.

DOI: 10.1145/3243734.3243846

[6] C. Cremers and M. Dehnel-Wild, “Component-based formal
analysis of 5G-AKA: channel assumptions and session confusion,”
in Proc. 26th Annual Network and Distributed System Security
Symposium, NDSS, pp. 24-27, Feb. 2019. DOI: 10.14722/ndss.
2019.23394

[7] H. Kim, J. Lee, E. Lee, Y. Kim: “Touching the Untouchables:
Dynamic Security Analysis of the LTE Control Plane,”
IEEE Symposium on Security and Privacy (SP), pp. 1153-1168,
May 2019. DOIL: 10.1109/SP.2019.00038

[8] S.R. Hussain, M. Echeverria, 1. Karim, O. Chowdhury, E. Bertino:
“5SGReasoner: A Property-Directed Security and Privacy Analysis
Framework for 5G Cellular Network Protocol,” in Proc. 2019

—
W
—_

in Proc.



100 Journal of The Korea Society of Computer and Information

ACM SIGSAC Conference on Computer and Communications
Security, pp.669-684, Nov. 2019. DOI: 10.1145/3319535.3354263

[9] K. Kim, K. Park, T.K. Park: “Analysis of Deregistration Attacks
in 5G Standalone Non-Public Network,” Journal of the Korea
Society of Computer and Information, Vol. 26, No. 9, pp. 81-88,
Sep. 2021. DOIL: 10.9708/jksci.2021.26.09.081

[10] 5G-ACIA White Paper: “5G Non-Public Networks for Industrial
Scenarios,” July 2019.

[11] TK. Park, J.G. Park, K. Kim: “Security Threats and Potential
Security Requirements in 5G Non-Public Networks for Industrial
Applications,” Journal of the Korea Society of Computer and
Information, Vol. 25, No. 11, pp. 105-114, Nov. 2020. DOL
10.9708/jksci.2020.25.11.105.

[12] 3GPP TS 38.304 v16.4.0: “NR; User Equipment (UE) procedures
in Idle mode and RRC Inactive state,” Mar. 2021.

[13] 3GPP TS 38331 v16.3.1: “Radio Resource Control (RRC)
protocol specification,” Jan. 2021.

[14] 3GPP TS 38.133 v.16.7.0, “NR; Requirements for support of radio
resource management,” Mar. 2021.

[15] 3GPP TS 38.300 v16.5.0, “NR; NR and NG-RAN Overall
Description; Stage 2,” Mar. 2021.

Authors

Keewon Kim received his M.S. and Ph.D.

degrees in Computer Engineering from
Kyungpook National University, Korea, in

2001 and 2006, respectively. He is currently

‘ s . an assistant professor in the department of

Computer Engineering, Mokpo National Maritime University.
He is interested in information security, security protocol,

VLSI, and big data analysis.

Jong-Geun Park received his BS and MS

degree  in  industrial  engineering  from
SungKyunKwan University, Rep. of Korea, in
1997 and 1999, respectively, and received his

PhD degree in computer engineering from

Chungnam National University, Rep. of Korea, in 2013. From
1999 to 2001, he was a researcher at ADD, Daejeon, Rep.
of Korea. Then, he joined ETRI, Daejeon, Rep. of Korea, in
2001, where he is currently working as a principal
researcher. Currently, he is interested in mobile network
security, SDN/NFV, and Cloud security.

Tae-Keun Park received his B.S., M.S., and
Ph.D. degrees in Computer Science and
Engineering from POSTECH, Pohang, Korea
in 1991, 1993, and 2004, respectively. He
joined POSTECH PIRL in 1993 and moved

to SK Telecom in 1996. From 2000 to 2001 and from 2001
to 2002, he worked for 3Com Korea and Ericsson Korea,
respectively. In 2004, he joined in the department of
Multimedia Engineering, Dankook University, Korea. He is
currently on the faculty of the department of Computer
Engineering at Dankook University. His research interests
include network

security, IoT, wireless/mobile

communications, and distributed services.



