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[Abstract]

All application programs, including malware, call the Application Programming Interface (API) upon
execution. Recently, using those characteristics, attempts to detect and classify malware based on API Call
information have been actively studied. However, datasets containing API Call information require a large
amount of computational cost and processing time. In addition, information that does not significantly affect
the classification of malware may affect the classification accuracy of the learning model. Therefore, in this
paper, we propose a method of extracting a essential feature set after reducing the dimensionality of API
Call information by applying various feature selection methods. We used CICAndMal2020, a recently announced
Android malware dataset, for the experiment. After extracting the essential feature set through various feature
selection methods, Android malware classification was conducted using CNN (Convolutional Neural Network)
and the results were analyzed. The results showed that the selected feature set or weight priority varies according
to the feature selection methods. And, in the case of binary classification, malware was classified with 97%
accuracy even if the feature set was reduced to 15% of the total size. In the case of multiclass classification,

an average accuracy of 83% was achieved while reducing the feature set to 8% of the total size.
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I. Introduction
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II. Preliminaries
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III. The Proposed Scheme
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Fig. 1. Overview of Proposed Approach
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Table 1. Summary of Previous Studies
Analysis Ref. Main Approach Classification Performance
[4] Feature selection by Extra-Tree Classifier Multiclass Accuracy : 82.22%
Static [5] Classification by Premission+API Call Binary Accuracy : 96.39%
[6] Classification by Markov Chain Binary F1-Score : 0.99
[7] Visualize information with colors
Dynamic (8] Dynamic Extraction and Classification Binar Precision : 0.984
by Decision-Tree y Recall : 0.983
9] Correlate sta.tlc API sequences and Binary Accuracy : 94.39%
dynamic API sequences
DStat'CJ_' Binary Accuracy © 95.3%
ynamic . e . . :
[10] B.lnary cIa55|.f|.cat|.on by static a.naly5|s : Multiclass(C) Accuracy : 83.3%
Multiclass classification by dynamic analysis
Multiclass(F) Accuracy : 59.7%
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Table 2. Number of Malware in CICAndMal2020 Dataset

Class Number of samples
Adware 47,210
Backdoor 1,538
FileInfector 669
No_Category 2,295
PUA 2,051
Ransomware 6,202
Riskware 97,349
Scareware 1,556
Trojan 13,559
Trojan_Banker 887
Trojan_Dropper 2,302
Trojan_SMS 3,125
Trojan_Spy 3,540
Zero_day 13,340
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Table 3. Number of Benign Dataset

Class Number of samples
BenO 32,804
Ben1 47,861
Ben2 42,635
Ben3 7,847
Ben4 31,754

2. Feature Selection
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Table 4. CNN Model Structure

. Activation
# Layer Option Function
Filter = 32,
1 Convolution 1 Size = 3 Relu
Dropout = 0.6
2 MaxPooling 1 Size = 2 /
Filter = 64,
3 Convolution 2 Size = 3 RelLu
Dropout = 0.6
4 MaxPooling 2 Size = 2 /
Filter = 128,
5 Convolution 3 Size = 3 RelLu
Dropout = 0.3
6  MaxPooling 3 Size = 2 /
7 Flatten - -
Neurons = 256
8 FC Dropout = 0.3 Relu
9 FC 2 Neurons = The Softmax

number of class

IV. Results
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3. Binary Classification
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H HolHAES giez E4 A AAlst, A7
T4E ST Mu olElNES tios Neg

E/\-]
e}

Rgoke 3H5A17 Benignit Malware2 285t o]l
B=2 AAEHY T AR Auf= Table bofA] BH= et
z2onf, 54 A9 5l oo 284 § AR Table 69]
A B Hiet 2ot

Table 5. Results of Binary Classification

Method selezizd Accuracy
feature
Chi
Filter -Square 1496 96.97
Method ANOVA 1,496 97.09
Mutual 101 96.74
Lasso 188 97.07
Ridge 763 96.61
Embedded Elastic 221 96.92
Method Ext
xira 1,256 96.46
-Tree

Table 6. Spending Time of Binary Classification

Method Selection Train
Chi
1:02 20:
Filter -Square 0 0:05
Method ANOVA 1:02 32:32
Mutual 9:42 47:58
Lasso 0:03 26:15
Ridge 0:18 20:21
Embedded Elastic 2:08 30:05
Method Ext
9 1:42 30:07
-Tree
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Fig. 2. Confusion matrix of Binary Classification
(Feature Selection : Chi-Square Test)

4. Category Classification
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Table 7. Result of Category Classification
Feature Selection SElEeiEn Accuracy
features
Chi 781 83.07
Filter “Square
Method ANOVA 781 82.61
Mutual 593 83.40
Embedded Extra
Method [4] -Tree 2,237 82.22

Table 8. Spending Time of Category Classification

Feature Selection Selection Train
Chi 0:09 15:37
) -Square
Filter ANOVA 0:08 13:24
Mutual 5:24 13:19
Embedded Extra Unknown
Method [4] -Tree
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Fig. 3. A Confusion matrix of Category Classification
(Feature Selection : Chi-Square Test)

5. Analysis of Selected Feature
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Table 9. Features selected from Chi-Square and ANOVA

Binary Category

# . .

Chi ANOVA Chi ANOVA
-Square -Square

1 0 49 0 3394

2 7 3334 3 4827

3 1 50 4 323

4 3 36 7 3458

5 8 65 5 137

100 | 838 | 838 | 129 | 262

500 | 4093 | 9188 | 2938 [ 183

730 | 4032 | 8418 | 3465 | 3465

1000 | 4408 [ 1541 [ - ] -
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V. Conclusions
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