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[Abstract]

Malicious activities of Botnets are responsible for huge financial losses to Internet Service Providers,
companies, governments and even home users. In this paper, we try to confirm the possibility of
detecting botnet traffic by applying the deep learning model Convolutional Neural Network (CNN) using
the CTU-13 botnet traffic dataset. In particular, we classify three classes, such as the C&C traffic
between bots and C&C servers to detect C&C servers, traffic generated by bots other than C&C
communication to detect bots, and normal traffic. Performance metrics were presented by accuracy,
precision, recall, and F1 score on classifying both known and unknown botnet traffic. Moreover, we
propose a stackable botnet detection system that can load modules for each botnet type considering

scalability and operability on the real field.

» Key words: Botnet, Botnet Detection System, Deep Learning, Convolutional Neural Network,
CTU-13 Dataset
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I. Introduction
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II. Related Work
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III. Botnet Data Set CTU-13
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25 2 U C&C FAlo] ARSEE ot 22 EZ(IRC,
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StartTime: 229 A& AIZE, Dur: 229 X|& A]7E
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Table 1. Amount of data on each botnet scenario[10]

Id Duration(hrs) #Packets #NetFlows Size(GB) Bot #Bots

1 6.15 71,971,482 2,824,637 52 Neris 1

2 4.21 71,8511,300 1,808,123 60 Neris 1

3 66.85 167,730,395 4,710,639 21 Rbot 1

4 4.21 62,089,135 1,121,077 53 Rbot 1

5 11.63 4,481,167 129,833 37.6 Virut 1

6 2.18 38,764,357 558,920 30 Menti 1

7 0.38 7,467,139 114,078 5.8 Sogou 1

8 19.5 155,207,799 2,954,231 123 Murlo 1

9 5.18 115,415,321 2,753,885 94 Neris 10

10 4.75 90,389,202 1,309,792 73 Rbot 10

1 0.26 6,337,202 107,252 5.2 Rbot 3

12 1.21 13,212,268 325,472 8.3 NSIS.ay 3

13 16.36 50,888,256 1,925,150 34 Virut 1
24313 29943176 udp 147.32.84.229 13363 194.44.92.158 39231 CON i} 1} 18 2246 1659 fiow =Background-UDP-Established
24:31.4  56.339653 tep 13T.191.234 58 42677 147.32.84.229 443 FSPA_FSPA o o 20 2083 1249 fiow=Hac wgiou nd-TCP-Established
24314 12354334 1ep 147.32.6459 ined 209.85.14095 B0 FSPA_FSPA o o o4 36629 =Backgs rablished-ompgw-CVUT
24314 1876098 wcp 147.32.66.208 1835 18.7.29.232 B0 SRPA_FSPA 1] o] 1604 207E970 Backgroun -Established
24314 315000344 udp 147.32.84.59 123 91,169.944 123 CON 0 0 16 1440 =Background-Established-cmpgw-CVUT
24314 0143256 udp 147328459 17021 46.250.70.84 §1926 CON 0 0 2 133 73 flow=Background-Established-cmpaw-CVUT
24315 572912 wp 147.32.84.165 1042 17560105 B0 SRPA_SPA 0 0 9 02 08 =From-Botnet-V49-TCP-WEE-Established
24315 0.368509 wcp 147.32.84.59 36103 221.103.81 B0 FSPA_FSPA 1} 0 62 52757 "
24315 12340424 wp 147.32.84.59 36104 80 FSPA_FSPA 1} a iid 111563 4460 ‘.qu-.- Backsg .’ound-Es:abhshed -
24315 12064809 tcp 147.32.84.59 36105 B0 FSPA_FSPA i} a &7 47247 3423 flow =Background-Established-cmpgw-CWVUT
24315 12064815 tcp 147.32.64.59 36106 » ) B0 FEPA_FSPA 1} a 44 30702 3090 flow =Background-Established-cmpgw-CWUT
24315 0148354 udp 147.32.64.229 13363 5072152184 23154 CON o 1} 4 3029 60 flow=Bac! (g:ou".d- UDP-Established
24315 20028545 udp 50936253 238 <-» 147.32.842029 13363 CON o o [ EYET 120 flow=HBac kground-LIDP-E sablished
24315 2.53405% udp 110.49.249.3 43900 <- 147.32.84.229 13363 CON 0 [} [ 1174 530 flow=Background-UIDP-Established

Fig. 1. Field Information of the flows in

CTU-13
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IV. Botnet Detection Using CNN

1. Experimental Environments
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Table 2. Distribution of labels in the NetFlows for each scenario in CTU-13 (na: not available)

Scen. Reference Total Flows Botnet Flows Normal Flows C&C Flows
1 our test 2,824,636 40,620 30,387 341
[101/[7] 2,824,636/na 39,933/2,693 30,387/8,839 1,026/na
) our test 1,808,122 20,268 9,120 673
[101/17] 1,808,122/na 18,839/14,362 9,120/5,267 2,102/na
3 our test 4,710,638 26,759 116,887 63
[101/[7] 4,710,638/na 26,759/24 116,887/27,433 63/na
4 our test 1,121,076 2,528 25,268 52
[101/[7] 1,121,076/na 1,719/1,931 25,268/23,731 49/na
our test 129,832 877 4,679 24
> [0/7] 129,832/na 695/901 4,679/4,679 206/na
8 our test 2,954,230 5,053 72,776 1,074
[101/[7] 2,954,230/na 5,052/1,520 72,822/36,625 1,074/na
9 our test 2,087,508 182,014 29,967 2,973
[101/[7] 2,753,884/na 179,880/8,686 43,340/16,690 5,099/na
10 our test 1,309,791 106,319 15,847 33
[101/17] 1,309,791/na 106,315/74,907 15,847/13,052 37/na
1 our test 107,251 8,162 2,718 2
[101/[7] 107,251/na 8,161/8,164 2,718/2,718 3/na
13 our test 1,925,149 39,467 31,939 536
[101/[7] 1,925,149/na 38,791/23,779 31,939/13,199 1,202/na
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Fig. 2. Evaluation scenarios

3. Dataset preprocessing
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for ¢v in category_vari able-s

df. resul‘lw] df_result [cv] . astype(*

Qory”}
orint{"L
nt{ “Cate

Length of Categer ed
Categor ies for Soort are (nde(['Snosp’, “Soriv’, "Sregl

> {}".format{ov , len(df_result [cv] .cat, categor ies)))
rwat(cy .df. e-sulut ] . cat . categor ies))

“Seell'], dtye="object’)

Length of Categories for Doort are 4
Categories for Doort are (ndew(['Dnoso’, ‘Doriv'. "Dregl’. “Dwell']. duvpe='sbject')
Length of Categories for Proto are 3
Categories for Froto are Index(['icap’, “tep’, ‘wio’'l. dtype="cbiect’)
Length of Categories for Dir are 4
Categories for Dir are Inden([* -»'. ' %', * <>, * «B»'], dtyre="chiect’)
Length of Categeries for State are 65
Categories for State are Inda(['ON', 'FAA', 'FAFA', 'FAFFA', "FAFRA,
FPA_FPA', 'FPA_FRPA', 'FPA_R', 'FPA_RPA’, "FSAFSA'. 'F3A_FSRA’,
FSA_SA', "FSASRA', "FIPAFPA", "FSPAFSA", "FSPA_FSPR°, FSPAJ’SR&
FIPAFSRPA', 'FEPA_SA', 'FSPA_SPA’, 'FSPA_SRA', 'FSPASERA"
'FSRAFSA'. 'FSRA_FSPA'. 'FSAAFSAA', 'FSRASPA’, "FSRA SN
FSRPA_FSA', 'FSAPA_FZPA", 'FSRPA_SA'. 'FSRPASPA'. "INT',
PAA", "PAPA". PA RA*. “PARPA", "RA.". "RA_FPL", "RPA PA SA
% B CSPAFSRRA', CSPASAT, CSPASPA', 'SPASRAC,
SPA_ Wi W_FSi ‘SRA_FSPA', 'SRA_SPA', 'SRPAFPA', 'SAPA FIPA'
SAPASPA'. "SAPASAPA', 'SRUSAT, 'S, 'SR, CSAAC. CIRPT, LS.
T,
dtyoe="chiect ")

‘FA_FSA", 'FAR', 'FPAFA'

Length of Categories for Label are 3

Categories for Label are Index(['Bot’, 'CC'. "Morwal'], dtyoe="cbject’)

Fig. 3. Category types of UTC-13 scenario 8
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for cv in calqurv variables:
di_result [ev] = df _result [ev] . astypel( “category
df_test_result[cv] = df_test_result[cv].astype( category™)

re (3" format{cy , lenl(df_result[cv] .cat categories)))
n”. format{cy .df_result[cvl.cat . categories))

Length of Categories for Sport are 5

Categories for Sport are Index(["Seapt', 'Snosp’. 'Soriv’, “Sregi’. "Swell']l. dtwpe="chiect')
Length of Categories for Dport are 5
Categories for Dport are Index(['Despt', 'Dnosp’, 'Opriv’, "Dregi’, "Dwell'], dtype="chject’)
Length of Categories for Proto are 4

Categories for Proto are Index(["are’, 'icwp’, ‘tep', 'udp']l. dtype="object')
Length of Categories for Dir are §

Categories for Dir are Index([" -, ° 72, ' ' " ', ehw’], dtype="cbiect')
Length of Categories for State are 4

Categories for State are Index(["Fn', 'AnR". 'n’, 's']. dtwpe='cbiect’)

Fig. 4. Category types of UTC—-13 scenario 9 after
pre—processing

normal & feature Feature

csv files |+ botnet flows | lecti — o
selection selection categorization

Class = 3 One-hot

(Normal, CC, Bot) ] CNN 1 encoding

Fig. 5. Data pre—processing for CNN model

4. CNN model
2 L=90|A= Table 304 B5o0] o cjekst CNN
E‘_E‘“J_} O}O]lﬂ J.L}E}U]E‘](hyper parameter)a }\}_Q_ }O:]

e e ARSI B ERoNE AV AER 0%
1y Ang H}Euu 95 B 2 Aolgg wolr g

- Convolutional Layer : 1 conv2D Layer (20 filters,
filter size 2x2, strid 1x1)

- Activation function @ ReL.U

- Pooling Layer : max pooling in the conv2D layer,
strid 2x2

- FCN Layer : 2 Layers (64 and 32)
- Softmax Layer : Output 3
- Others loss=softmax_cross_entropy,

epochs=200,
batch_iteration=100, learning_rate=0.01

optimizer=Adam,

Table 3. Configurations and hyper-parameters for
our test

Hyper-parameter Values tested
Conv2D layers 1,2, 3
Filter size, Strid 2x2/1x1, 4x4/1x1, 4x4/1x1
Activation function RelLU
Pooling Layer max. strid 2x2
Dropout 0.0, 0.2
FCN layers 1,2, 3
Learning rate 0.1, 0.01, 0.001

V. Experimental Results

1. Use Case 1: Classifying Traffic from known
Botnet
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— Botnet Detection Module —

Fig. 6. A Stackable Architecture of Botnet Detection System
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Table 4. Confusion matrices for use case 1

Scen. Class Bot C&C Normal

Bot 2,892 0 120

8 C&C 0 630 14
Normal 12 3 43,699

Bot 109,129 90 108

9 C&C 709 1,031 13
Normal 8,470 318 9,105

Bot 63,631 3 105

10 C&C 0 21 0
Normal 1 2 9,657

Bot 20,063 35 3,487

13 C&C 90 193 27
Normal 578 47 18,646

B 5Scen. 8 M5cen. 9 W5cen. 10 M5cen. 13

08 +
08 7
0.7 +
06
05 7
0.4
03 +
0.2 +
01 7

F1 score

Recall

Accuracy Precision

Fig. 7. Results for use case 1 (macro average)
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Fig. 8. Results for use case 1 (weighted average)

M Bot M C&C W Nomal

F1 score

Precision Recall

Fig. 9. Scenario 9 result for use case 1
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2. Use Case 2: Classifying Traffic from
unknown Botnet Traffic
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Table 5. Confusion matrices for use case 2 (The
first column: Test scenario/Training scenario)

Scen./Scen.

(Bot Type) Class Bot C&C Normal
19 Bot 40,364 100 156
(Neris) C&C 209 112 20
Normal 16,178 336 13,873
2/9 Bot 19,174 42 1,052
(Neris) C&C 605 62 6
Normal 4,955 1 4,164
Bot 3 0 26,756
(s/tjo[i) C&C 0 63 0
Normal 13 4 116,870
Bot 1,304 5 1,219
(;‘gﬁ) cac 0] w2 0
Normal 25 100 25,143
Bot 8,146 1 15
(1R1t<c1>?) C&C 0 2 0
Normal 0 0 2,718
Bot 748 15 114
(Si/:ft) cac 17 4 3
Normal 188 35 4,456
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Fig. 10. Results for use case 2 (macro average)

VI. Conclusions
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