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[Abstract]

Correlation Power Analysis(CPA) is a sub-channel attack method that measures the detailed power
consumption of attack target equipment equipped with cryptographic algorithms and guesses the secret
key used in cryptographic algorithms with more than 90% probability. Since CPA performs analysis
based on statistics, a large amount of data is necessarily required. Therefore, the CPA must measure
power consumption for at least about 15 minutes for each attack. In this paper proposes a method of
using a Convolutional Neural Network(CNN) capable of accumulating input data and predicting results
to solve the data collection problem of CPA. By collecting and learning the power consumption of the
target equipment in advance, entering any power consumption can immediately estimate the secret key,

improving the computational speed and 96.7% of the secret key estimation accuracy.
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II. Related Work

2.1. Related research papers
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Fig. 1. The Correlation between measured Power
Signal and the estimated Power Signal
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III. Proposal new CPA method
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Table 1. Detailed settings of the training model
Attribute Value
. Filter 32
Convolutional -
(5 layers) Kernel size 11
Y Strides 2
Fully connection Units 512
(3 layers) Activation RelU
Learning rate 0.0001
Model Batch size 64
Epoch 100
EarlyStopping Patience 10
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Fig. 2. CPA measurement. (a) Environment, (b) Power signal.
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IV. Compared Traditional CPA and new
CPA method

4.1 Traditional CPA analysis methods
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4.2 Proposed new CPA analysis method
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V. Conclusions
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