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[Abstract]

Delegation is a powerful mechanism that allocates access rights to users to provide flexible and dynamic
access control decisions. It is also particularly useful in a distributed environment. Among the
representative delegation models, the RBDMO and RDM2000 models are role delegation as the user to user
delegation. However, In RBAC, the concept of inheritance of the role class is not well harmonized with
the management rules of the actual corporate organization. In this paper, we propose an Adding Attributes
on Permission-Based Delegation Model (ABDM) that guarantees the permanence of delegated permissions.
It does not violate the separation of duty and security principle of least privilege. ABDM based on RBAC
model, supports both the role to role and user to user delegation with an attribute. whenever the delegator

wants the permission can be withdrawn, and A delegator can give permission to a delegatee.
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I. Introduction
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II. Preliminaries

1. RBAC
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Fig. 1.

RBAC Model
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2. Delegation
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2.2 Delegation in RDM2000
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Fig. 2. Delegation relationship in RDM2000
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D2 (Linda.lPL1.Alice.PE1) = DLGT
D3 (Linda.lPL1.Jadden.PE1) = DLGT
D4 (Lejk.DIR. Tony.QE2) = DLGT
DLGT Delegation Path
D1 P1: (Linda, PL1),(Lejk, DIR)DLGT
D2 P2: (Alice, PE1),(Linda, PL1)=DLGT
D3 P3: (Jadden, PE1).(Linda, PL1).(Lejk, DIR)=DLGT
D4 P4: (Tony, QE2),(Lejk,DIR)
(Lejk, DIR)
D1 D4

(Linda, PL1) (Tony., QE2)
D/\DS

(Alice, PE1) (Jadden, PE1)

Fig. 3. An example for Delegation Paths and and
Delegation Tree.
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III. The Proposed Scheme
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1. Formal Definition of The Proposed model
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2. Design of Permission Delegation in APDM
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User Role Permission

U-D [ Name R-ID Regual-Role Object
ut | Aex Rl L Operations Cs__| Change Schedule
(Team Leader)
U2 | Jadden cp | confirm Program
~ A2 PE
U3 | Smin (Programming Engineer) ReP__| Rea Program
U4 Tom ) Qe R | Review_Program
us Lala (Quality Engineer) ER Error_Report
R4 PJ UP1B | Use Pj1_bbs
(Project)
CPP Check_prod_plan
RS PM Lprocy
(Project Manager)
Permission Assignment
R-ID Permission
User Assignment
Ri CS [Per_1--]
u-D | R-D
R2 ReP [Per_2-]
Ut R1
R3 RVP [Per_3-]
U2 RS
R CP [Per_4-]
u3 R4
R3 ER [Per_1-]
U4 R3
R4 UP1B [Per_5--]
U5 R?
RS CPP [Per_1--]

Fig. 5. case of Delegation
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Permission Assignment
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u-1b R-ID R1 CS [Per_1--]
U1 R1 R2 ReP [Per_2-]
uz2 R5 R3 RvP [Per_3--]
U3 R4 R1 CP [Per_4---]
U4 R3 R3 ER [Per_1--]
us R2 R4 UP1B [Per_5--]
Ui DTRI1 R5 CPP [Per_1--]
U1 ADR1 DTR1 CP[Per_4]
ADR1 ReP[Per_2--]

Fig. 6. Example of Delegation APDM
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Fig. 8. The Proposed the APDM

3. Formal Definition of APDM
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User Role : Permission
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Fig. 9. Changed the Meaning of Delegation

5. Delegation in management
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6. An analysis of Delegation
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