SHAFIILE A HEHE| =27

Journal of The Korea Society of Computer and Information

J KS I Vol. 27 No. 5, pp. 127-138, May 2022
C https://doi.org/10.9708/jksci.2022.27.05.127

FinDID : A DID service supporting the standard service

scheme for the financial sector

Young-Eun Lee*, Hye-Won Kim*, Myung-Joon Lee**

*Student, Dept. of Electrical/Electronic and Computer Engineering, University of Ulsan, Ulsan, Korea
*Student, Dept. of Electrical/Electronic and Computer Engineering, University of Ulsan, Ulsan, Korea
*+Professor, School of IT Convergence, University of Ulsan, Ulsan, Korea

[Abstract]

In this paper, we present FinDID (Financial Decentralized IDentity), a blockchain-based DID(Decentralized
IDentity) service that can flexibly control personal information or credentials through a systematic verification method
while complying with the standard service scheme of decentralized identity for the financial sector. DID is an identity
management system used in a decentralized environment without a specific certification authority, and as a technology
that allows users to control their own information, it can realize self-sovereignty over users' own personal information.
Through FinDID, users receive credentials that authenticate their various personal information from the issuer, select
only the claims required by the target financial service using their personal electronic wallet, create presentations
from credentials. Then they submit it to the financial service, leading to their qualification from the service. FinDID
consists of electronic wallet, credential issuer, credential storage, DID service including DID management contract
and credential management contract, and financial services using this service scheme. The DID service manages

each user's DID and supports all verification processes of the associated identity management scheme.
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I. Introduction
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2. Klaytn and Smart contract

20|52 stojBeE Eo] EEARIcR BEYet
dolel §A 9 Aoj7} Golgt BAkEl Afdzo]
E5AQ1(Public Blockchain)yf W2 A|A/d1} w2 &7
4ol majs Z=F)Q(Private Blockchain)?] 28-S &

ot SSAIRIeIH. 2Md SSAII! olH]Z (1]

U-UX opde ugtstol ALgAt RIabe 43 2 Ausel
ML $3L AFstol thERQ Mslas o Jhsd 2

A1 S olet. 2ol&2 7H1(Kakao), AX|AIAL
(LG Electronics), Ylole{Netmarble) 5 488 7J9] =4
O71g5o] =dkE  AvdA 71E{Governance
council)Z o|Fo] tis ZIeA Rl Au|A TS A=A0
2 Rkl Qi Eh X2 £=Hof| QoA ojH]&
o] 29 X2J7F=3t ESIRA A(TPS, Transactions per
second)7} Ht 1391 ¥HHo] Z2fol& HWIHo] TPS+
4,0000.2 =2 At A0 A4S HoiEH. 2
ol &2 71e AH9] QIEjHo] A0} Aol

20 SRAA ol gt HeAQl dzoz FEolE
AEIAS] &7 e =R, olH&E 7 HAI(EVM)]|
A AEche ADLE ZAEHMES Qoo JIEH ARER)
o] iy dojel E2UEE ARESto] ADLE ZE
HES 7o), AtE EHES SE2X1Q HolA &

A Aok 2700 W2} AH502 Aok U go] AW =S of

O AxA] al

+ AOLE Aof V5o 444 %

L.

Aol 7k ik,

2AF Ao ot &

III. Architecture of FinDID

¥ 7oA FinDIDY} %8 cole] @ AEAE Pxo]
Fstol 7230 2ejcat mefAElo] o] 149} ofo]
x3tel dlole] 7o) WAk AE o, FinDIDE o] 2t
Mg AEUESC] U3 2} ATUES 7Io) JaL8

b WAl Egt et

ol

1. Data Structure
1.1 Credential
2 e ALgAlol gt g 7 olge] Zelgloe 7

SPEe Tl ARPE FeAL KFTo] ALgAL]
Oiet AIRS A5 4 Qe YA GBS T 4 ok
oPIN AR AEYW ERHolE BF 15

F2JAA(VC, Verifiable Credential)?] juo]= A=

*VC Content

l Issuer DID '
Owner DID

(oo
Publickey ID }1}
) 1 {_Publickey 1D

O s s 2 s s

hashing
l VC ID l

sign
Claim
Additional Info
.

Fig. 1. Structure of Credential

% M “

ot IR0 fas 2y 19} o] 22YS =3t
© JHE &t ol st wtel 3d 1D 22
1 7E 2 2R DS 3HE EaAt 7iel



130  Journal of The Korea Society of Computer and Information

1.2 Presentation
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2. Component Structure
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Fig. 3. Structure of DID Management Contract
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(velD) T =D 112, inquiry
. VeI
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» ‘Publickey’

{vcliD}

11-4. Request ‘iPublickey’
(iDID, iPublickeylD)

116, Send ‘iPublickey’
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11-7. Claim Verification
(iPublickey, c8ig, claim,
veliD)y

12. Provision of Services

Credential

B, :DID B ial
management management

DID contract Ve contract

Fig. 8. Verification Presentation Process

[stepl-3 in fig. 8] AFEAR= S5 AU|A0|A AREAL
o] DID, 27171 ID, AkgA}e] DIDo] 7jel 712 A%st A
B %ol 271 DID 757452 Agsiy A4S 273ttt
o8 AlH]A= DID AB]200|A] ARATA] FERt2 DID,
57171 ID, Mg 3oz DID AMU|A0A] AREAL A95T
= Q7J31t}. DID AH| A= AREAL AIF5T Q7dol Tt
DID #e2] HEWES F3ll AMEAL 571715 225k,
Sl AREAL BIN71E ARESHO] AREARR] Al Q152
DID 7% WAoo g Zlsgsit}. A5o] UakH o5 AH]
A5 AREAL AlRIZ0] o] FojAlof whet AREALRRR] 1:1

FA AL Aslo] MUl ALg 882 7R S

o M

[stepd-7 in fig. 8] ALEAK= 2UH FA ALE 5
2§ AulA0Z] A4 ol 23S BT 3§ Aulat
A2 3o et 2o S e TeAEol S
QAL AGATE FAAIZES Sl o] wane 3
SOl Bt 2USS Heslol ZeAEol S

Wsto] 2 Aul2o] Hgdi

Table 1. Pseudo-code for [&fig. 8. step8 -step11]

Presentation Verify Process

vp.value : Value included in vp.
uValue : Value for user.
iValue : Value for issuer.

Step 8. Verify VP signature

1: uPublickey = request_to_DIDSvc(vp.uDID,
vp.uPublickeyID);

2 vpSig = vp.signature;

3! vp = vp_except_sig:

4:  finDID.didAuth(uPublicKey, vp, vpSig). //True or False

Step 9. Check forgery for VP

5. vpID = vpID_included_in_vp:

6:  gen_vplD =

keccak256(vp_except_vpID):

7: is_equal(vpID, gen_vpID); //True or False

Step 10. Verify EXP

8: if(currentTime < vp.exp) return True:

Step 11. Verify Claim

9:  vclID =

10: iPublickey =
request_to_DIDSvc(vp.iDID,vp.iPublickeyID):

11:  ¢Sig = vp.cSig: //VC_additional_Information

12:  finDID.didAuth(iPublicKey, cSig, {vp.claim, vclIID);
//True or False

request_to_VCStorage(vp.vcID);

[step8 in fig. 8] 5§ AlH|A= AREAPOA ¥h2 Zej
Ago]/de] A|AXQI Jég Rlsgstc). @4 I8 AH|A
+= ZAIHIA 4 mefAIE ol MY 3he Eoll o &
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Fig. 9. An Exception to Verification Presentation Process
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V. Implementation Result
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Create Presentation X

33bd4alf39a8168ad442e92ececa83c2a0064b3d02es

name: GILDONG HONG
phene: 010-0000-0000
address: 42, Hannam-daero, Yongsan-gu, Seoul
regNum: 850101-1234567
credit_card_name1: Daily card
B credit_card_num1: 0001-8028-0913-9897

credit_card_exp: 04/2027

Create Presentation

Fig. 18. Electronic Wallet : Create Presentation
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Fig. 19. BB Shopping Mall User Interface :
Registration completed
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Uetdrt,

Credential { Presentation {
cid: 'Oxab..." pid: ‘OxTab...",
ciid: ‘Oxcd...", signature: 'OxTcd....,
claims: { validtime: '2022-05-31',

claims: {
card_num: '0001-8028-0913-9897',
card_exp: '04/2027',
owner_name; ‘GILDONG HONG'

card_name: 'Daily card’,
card_num: '0001-8028-0913-9897',
card_exp: '04/2027',

owner_name: 'GILDONG HONG'
owner_addr: ‘42 Hannam-daero, }

Yongsan-gu, Seoul’, issuerdid: 'did:kt:11..,
owner_phone: '010-0000-0000', issuerpkid: ‘did:kt:11. #key-1',
owner_regnum: '850101-1234567’ ownerdid: 'did:kt:01..",

} ownerpkid: ‘did:kt:01.#key-1',

issuerdid: 'did:kt:11.., infos: {

issuerpkid: ‘did:kt:11.#key-1' card_name: ‘Oxef..’,

ownerdid: ‘did:kt:01.., card_num: ‘Oxgh..’

ownerpkid: 'did:kt:01..#key-1, card_exp: ‘0xij..,

infos: { owner_name: ‘Oxkl..'
card_name: ‘Oxef..! }
card_num: ‘Oxgh..’, }
card_exp: '0xij..,
owner_name: 'Oxkl.."
owner_addr: ‘Oxmn..,
owner_phone: ‘Oxop..’,
owner_regnum: ‘Oxar.."

Fig. 20. Result : Credential and Presentation

VI. Conclusions
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