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[Abstract]

Recently, there have been many reports of document-type malicious code injecting malicious code
into Microsoft Office files. Document-type malicious code is often hidden by encoding the malicious
code in the document. Therefore, document-type malware can easily bypass anti-virus programs. We
found that malicious code was inserted into the Visual Basic for Applications (VBA) macro, a function
supported by Microsoft Office. Malicious codes such as shellcodes that run external programs and
URL-related codes that download files from external URLs were identified. We selected 354 keywords
repeatedly appearing in malicious Microsoft Office files and defined the number of times each keyword
appears in the body of the document as a feature. We performed machine learning with SVM, naive
Bayes, logistic regression, and random forest algorithms. As a result, each algorithm showed accuracies
of 0.994, 0.659, 0.995, and 0.998, respectively.

» Key words: OLE, malware, Microsoft Office, shellcode, VBA macro, random forest

(2 <f]

o]—/\
o}

HT A AAASRE AM-EE Microsoft Office 3H ol SIASE= = &
A7 7K Sl BAE obdmet B4 ol etmeg Amdsiel $71% 497
Bo| mA Tzgde HA 933 4 g olyd MY om=2 Bxsy] b
Microsoft Office ¥}2] 3291 OLE(Object Linking and Embedding) 9] F+x& #4
Microsoft Office®l| Al A|¥3}= 7]°5¢] VBA(Visual Basic for Applications) "] = 2ol €4 X2 7315
AA7le A3, 9% URLAA 39S thgds URL @ ZE 5 o] odas =

As AT TAF MIEdM wnHoR S JHE 3547H:§: AAskAaL, 7 719 =
7t

of 53l 3E feature = 2t} SVM, naive Bayes, logistic regression, random forest
35 T o, 47 0994, 0.659, 0.995, 0.998¢] AELE WAL
=

» FAO: S I o)Rl A2, oFd MY, ms 24 AIE vba O1AE, HE EHAE

 First Author: Hyeong Kyu Choi, Corresponding Author: Ah Reum Kang
*Hyeong Kyu Choi (1684040@pcu.ac.kr), Dept. of Information Security, Pai Chai University
*Ah Reum Kang (armk®@pcu.ac.kr), Dept. of Information Security, Pai Chai University

* Received: 2022. 03. 18, Revised: 2022. 04. 29, Accepted: 2022. 04. 29.

Copyright © 2022 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



150 Journal of The Korea Society of Computer and Information

I. Introduction
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II. Preliminaries
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III. The Proposed Scheme
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Table 1. Keywords in OLE Files

File basic

. . filename, size, stream
information

xlfn, PNG, IHDR, RESDLL,
ssbB, sheet, Visual, Basic,
Object, Library, Color,
ColorMode, ThisDocument,
Win16, Win32, Winé4,
MSWORD, Windows, http,
exe, Source, sleep,
application, Gloval, Temp,
xml, PPT, Arkusz, VBAS,
VBE6, Workbook, Encodeé4,
AutoOpen, shell32, urlmon,
regsvr32, urldownload,
password, kernel32,
documentopen, lyskovick,
shellexecute, hkey_local, open,
binary, copyfile, shell,
createthread, xmlhttp, Kill,
createtextfile, writetext,
savetofile, mkdir, shellrun,
end, Environ, var, root,
Delete, Control, Print, xmIPK,
threadid, Attributes,
StackSize, Runtime, Token,
manifest, assembly, Exit,
Unit, bax, hashSize,
blockSize, Algorithm,
auto_close, lookup

Important
keywords

binary, filecopy, shell,
shellrun, shellexecute,
powershell, shell32, savetofile,
createtextfile, createobject,
createthread, mkdir, urlmon,
urldownloadtofilea,
urldownload, arkusz,
documentopen, regsvr32, vba,
vbe, lyskovick, runtime,
autoclose, autoopen,
password, kernel32,
popupkiller, reset, silent,
keylogger, token, encodeé4,
root, userprofile, www, bax

Important
critcal
keywords

IV. Experiment Results
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Table 3. Confusion Matrix

SVM predicted
malware normal
actual malware 879 21
normal 4 2096
naive Bayes predicted
malware normal
actual malware 860 40
normal 1010 1090
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logistic regression
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normal 4 2096
random forest predicted
malware normal
actual malware 891 9
normal 4 2096
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Table 4. Algorithm Performance

algorithm acc. pre. recall i
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