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[Abstract]

As the online game market grows, the use of game bots is causing the most serious problem for
game services. We propose a harvest coordinate analysis model to detect harvesting bots among game
bots of the Massively Multiplayer Online Role-Playing Games(MMORPGs) genre. The proposed model
analyzes the player's harvesting behavior using the coordinate data. Game bots can obtain in-game
goods and items more easily than normal players and are not affected by realistic restrictions such as
sleep time and character manipulation fatigue. As a result, there is a difference in harvesting
coordinates between normal players and game bots. We divided the coordinate zones and used these
coordinate zone differences to distinguish between game bot players and normal players. We created a
dataset with NCSoft's AION log and applied it to a random forest model to detect game bots, and as a

result, we derived performance with a recall of 0.72 and a precision of 0.92.
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I. Introduction
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II. Preliminaries

1. Related works
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Table 1. Description of previous studies
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III. The Proposed Model

1. Theory
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IV. Experiment and Evaluation
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2. Feature Statistic Analysis
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3. Machine Learning Algorithm
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Table 2. Performance

. . F1-
Algorithm Recall | Precision Accuracy
Score
Logistic
Regression[14] 0.80 0.83 0.82 0.99
Linear
SVM[16] 0.77 0.78 0.77 0.90
Decision
Tree[17] 0.71 0.79 0.75 0.92
Random
Forest[15], [18] 0.72 0.92 0.81 0.99
AdaBoost[15] 0.73 0.85 0.79 0.92
Gradient
Boost Machine 0.65 0.87 0.75 0.98
[15], [19]

Table 3. Performance by Each Ratio about Random
Forest

ratio F1-
(Train: Recall Precision Accuracy
Score

Test)
37 0.65 0.89 0.75 0.99
4:6 0.68 0.87 0.76 0.99
5:5 0.66 0.87 0.75 0.99
6:4 0.69 0.91 0.79 0.99
7:3 0.72 0.92 0.81 0.99
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4. Feature Importance Analysis
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Top 10 Feature Importance
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Fig. 4. Top 10 Feature Importance

V. Conclusions & Future Work
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