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[Abstract]

Recently, as digital transformation due to the COVID-19 pandemic accelerates, data to improve
individual quality of life is being used in large quantities, and more reinforced non-identification
processing procedures are required to utilize the most valuable personal information among data. In
Korea, procedures for de-identification measures are presented through amendments to laws and
guidelines, but there is no methodology to measure the level of de-identification in the field due to
ambiguous processing standards and subjective risk measurement methods. This paper compares and
analyzes the current status of policy and guidelines related to de-identification measures proposed at
home and abroad to derive complementary points, suggests a data context-based risk measurement
method centered on pseudonymized information processing, and verifies its validity. As a result of
verification through Delphi survey and focus group interview (FGI), it was confirmed that the need for

the proposed methodology and the validity of the indicators were high.

» Key words: BigData, Personal Information, De-Identification, Pseudonymized information,
Pseudonym Risk Assesment
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I. Introduction
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II. Status of de-identification policies
at home and abroad
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1. Guidelines for De-Identification of Personal

Information
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2. Guidelines for processing pseudonym

information
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Table 1. Comparing the current status of domestic
de-identification guidelines
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& A2H(Risk-Based Approach)2
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Table 2. The 9-step De-Identification measure model
presented in the Canadian Guidelines

Step.1 Open model selection

Step.2 Variable classification

Step.3 | Determining the Re-identification Risk Threshold
Step.4 Measuring the risk of the data itself
Step.5 Measuring risk in data context

Step.6 | Total risk calculation = data risk X context risk
Step.7 Data de-identification

Step.8 Data utility assessment

Step.9 Record each step of the procedure
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Table 3. UKAN Anonymisation
Framework 5 Principles

Decision-making

Step 1 You can't just look at the data and make a decision
P whether it's safe to share or distribute it
Step.2 But still need to know the data
Anonymization is a safe way to handle data, but
Step.3 | it must be possible to use data safely and usefully
even after anonymization
Realistically, zero risk (no risk at all) is impossible
Step.4
when you want to produce useful data
Step.5 Means to manage risk should be determined in
[ proportion to the risk factors and their impact
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Table 4. NIST's De-Identification procedures

Step.1 Identify the purpose of de-identification
Step.2 | Assessing threats arising from data disclosure
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( 1. Establishing pre-environment )

C 2. Pre-prepare )
!

—{ 3. Measure risk for data situatians)

—»( 4. Processing level evaluation )

P( 5. Pseunonymisation, Anonymization )
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( 7. Processing complete )

L 4

( 8. Processing record )

Y
( 9. Post-care )

Fig. 2. New Proposed De-ldentification Procedure
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| Data Context

C. Data attribute

I ‘ €.2 Data distribution I ‘ C.3 Data sensitivity

C.1 Data organization

C.1.1 Number of quasi- €.2.1 Distribution of €.3.1 Data Hierarchical

identifier columns column in the dataset

€.1.2 Number of data columns

Characteristics

C.2.2 Whether to include
outliers in the dataset

€.3.2 Time characteristics
of data

€.3.3 Legal limit number
of data columns

| A. How to use data | | B. Data usage environment | | C. Data attribute |
A.1 Who? B.0 Level of personal information e
(Subject of use) protection of the user organization
A2 How? — ——
(Types of use) | B.1 Trust level of user organization | | C.2 Data distribution ‘
A3 How? B.2 Impact of information subject i
(Whether combined) on re-identification C.3 Data sensitivity

€.3.4 Number of stigma
information columns

€.3.5 Number of sensitive
information columns

l "

[ A. How to use data ‘
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| B.1.2 Possibility of linkage 3
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B.2 Impact of information

‘ subject on re-identification

Fig. 3. Proposed data context—based risk measurement method as a whole
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Table 6. Define the Appropriateness review survey

var question

Is it appropriate to divide the risk by data context
V-1 | into A. data usage method, B. data usage
environment, and C. data (self)?

Is it appropriate to classify data
How to I . .
utilization methods into who (subject to
V-2 use .
data use), how (type of use), and how (with

or without combination)?

When data is re-identified due to inappropriate

disclosure/use/violation/processing, it may lead to

social confusion due to legal, moral and technical

F-1 issues

* [Reference] Disposition of laws and fines due to
illegality, embezzlement, self-interest, re-identification
due to insufficient pseudonym handling, ethical issues
due to Al use, etc.

Is it appropriate to divide the data usage
Data environment into the level of personal

When data is re-identified due to improper
disclosure/use/violation/processing, it may
infringe the privacy or privacy of the relevant data
subject.

F-2

When data is re-identified due to improper

disclosure/use/violation/processing, it may cause

F-3 economic/non-economic loss to the relevant data

subject

* [Reference] The image of the subject of information is
damaged, the use of crimes due to theft, etc.

usage information protection, the level of trust
V-3 : o .
environ of the user organization, and the impact
ment on the data subject in case of
re-identification?
data Is it appropriate to classify the risks to
V-4 . the data itself by the composition,
(itself) y P

distribution, and sensitivity of the data?
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Table 7. Define the impact review survey

When data is re-identified due to improper

disclosure/use/violation/processing, it may cause

F-4 economic/non-economic loss to the provider

* [Reference] Decline in economic feasibility of business
items, decline in stocks, deterioration of corporate
image, etc.

Number of columns of direct/indirect identification

G-1 information of data

G-2 | Total number of columns in the dataset

var question

G-3 | Statistical characteristics of datasets

There are economic (monetary) benefits for data
users to re-identify data

E-1 * [Standard] In the case of a declaration of conflict of
interest, the standard is generally equivalent to 10
million won

G-4 | The scope of the dataset

G-5 | Characteristics of source and population

G-6 | The latest data set

G-7 | Distribution of column values in the dataset

Data users have non-economic (political, opinion

manipulation, self-interest, etc.) benefits in

g-2 | re-identifying data.

* [Reference] A minimum of 1 point (very unaffected) to
a maximum of 5 points (very impactful) are given
depending on the impact of non-economic profits

G-8 | Whether to include outliers in the dataset

G-9 | Time characteristics of data

G-10 | Legal limit number of data columns

G-11 | Number of stigma information columns

A data user has violated the Personal Infor mation
Protection Act and subordinate statutes within the
past 3 years

* [Note] ‘1" points for ‘no’, ‘5" points for ‘yes’

E-3

G-12 | Number of sensitive information columns

The phrases such as prohibition of re- identification
and restrictions on provision to third parties are
E-4 | not reflected in the ‘use (provision) related contract’
between the data user and the provider
* [Note] ‘1" points for ‘no’, ‘5" points for ‘yes’

Data users have experience in processing (business
entrustment, joint execution, etc.) of personal
information related to pseudonymous information
provided by the data provider (including original infor
E-5 mation before processing of pseudony mous
information or other pseudonymous information
that has processed the same personal information)
* [Standard] The higher the number of executions, the
higher the score

There is business-accessible information that data
users can link to to re-identify the information
provided.

* [Note] ‘1" points for ‘no’, ‘5" points for ‘yes’

E-6

There may be data that can be combined with
E-7 information provided on the Internet, such as

public data disclosure.

2. Research Result
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Table 8. Delphi 1st Investigation Results
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Table 10. Changes in indicators and final considerations
based on survey results

var final review
V-3 supple Added managerial procedures for
ment measuring user trust level
E-1 upple Consolidate similar indicator
PP * Need to establish standards for
E-2 ment ; ~ ) .
economic/non-economic benefits
E-6 delete Inability to understand what data
users have
The deletion was considered, but
further research on possible
E-7 keep .
combination and personal
information infringement was needed
F-1 Deletion was reviewed, but
F-2 maintained in consideration of
keep .
overseas environment and legal
F-4 action in case of re-identification
F-3 delete 2.3.2 Similar to indicators
C-1 delete Unidentifiable through. enf:ryptlon
when pseudonymization
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