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[Abstract]

Hash functions are widely used for fast equality analysis of video files because of their fixed small
output sizes regardless of their input sizes. However, the hash function has the possibility of a hash
collision in which different inputs derive the same output value, so there is a problem that different video
files may be mistaken for the same file. In this paper, we propose an equality analysis scheme in which
different video files always derive different output values using identifier information and double hash. The
scheme first extracts the identifier information of an original video file, and attaches it into the end of the
original file with a steganography method. Next the scheme calculates two hash output values of the
original file and the extended file with attached identifier information. Finally the scheme utilizes the
identifier information, the hash output value of the original file, and the hash output value of the extended
file for the equality analysis of video files. For evaluation, we implement the proposed scheme into a
practical software tool and show that the proposed scheme performs well the equality analysis of video

files without hash collision problem and increases the resistance against the malicious hash collision attack.
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I. Introduction
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II. Previous Work
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III. The Proposed Scheme

1. Double Hashing with Identifier Information
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Fig. 7. Execution Time
Fig. 5. Implementation Result
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Table 3. Number of Hash Collisions

No. of Input Tries Si;glnectli-|oansh Proposed Scheme
100,000 0 0
1,000,000 1 0
10,000,000 3 0
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Table 4. Comparison between Previous and Proposed
Schemes

Proposed
Scheme

Comparison Ref.
Factors [4,5]
Prevention of
Natural Hash No No No Yes
Collision
Defence of
Artificial Hash No Yes Yes Yes
Collision Attack
Detection of
Artificial Hash No No No Yes
Collision Attack
Complexity
Analysis of
Memory Overhead

Ref. [7] | Ref. [8]
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