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[Abstract]

In this paper, the definition and overview of digital health care that has emerged recently, core
technology, and We would like to propose a plan to establish a next-generation information protection
system that can protect digital healthcare devices and data from cyber attacks. Various vulnerabilities
exist for digital healthcare devices and data, and cyber attacks are possible for those vulnerabilities.
Through an attack on digital health care devices and information and communication networks, it can
directly adversely affect human life and health, Since digital healthcare data contains sensitive and
personal information, it is essential to safely protect it from cyber attacks. In the case of this proposal,
for continuous safe management of data and cyber attacks on equipment and communication networks
for digital health devices, It is expected to be able to respond more effectively and continuously

through the establishment of the next-generation information protection system.
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II. Preliminaries

1. Related works
1.1 Technology Trends in Digital Healthcare
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Table 1. Key core technologies for digital healthcare

Core Technology
Non-invasive,non-constraint, non-aware health information
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Customized diagnosis and on-site diagnosis technology
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1.5 Digital healthcare and security vulnerabilities
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in digital healthcare devices and services
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III. The Proposed Scheme
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IV. Conclusions
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