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[Abstract]

In this paper, we propose a Leveled Micro-Degree Job Competency Certification Model that considers
the level of the job based on the job defined in the NCS. There is a mismatch of manpower due to
the problem of university education that cannot keep up with the rapidly changing technological
environment caused by the 4th Industrial Revolution. The Nano-Degree and Micro-Degree systems
designed to solve this problem are used for job competency certification of cyber security personnel.
NCS sub-categorized job field is defined as Micro-Degree and detailed job by ability unit is defined as
Nano-Degree, the level of the ability unit defined by level is equally applied to the Micro-Degree. And
it is a system that certifies the job competency corresponding to the degree-based university academic
background. By applying this system to the curriculum of Cyber Security School, Yeungnam University
College, we proposed a method to configure the Nano-Degree course based on NCS duties. The method
proposed in this paper can be used as a method for verifying job competency of Nano-Degree and

Micro-Degree, which are recently introduced by many universities.
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I . Introduction
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II. Related works

2.1 Job Competency-based Education
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2.1.1 Nano Degree and Micro Degree
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2.1.2 Korean-Style Nano Degree : Matchup[7]
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Step 2 Team Project Training(4 mo.) -

Foundation(80 hr.)
Integrated Class

Project Team Building and Mentor Assign

Project 1st Presentation

Basic(70 hr.)
Separated Class

Project 2nd Presentation

Final Presentation & Evaluation

Intensive Course(50 hr.)

Intensive Study by
Step 3 Competition Training(2mo.) Selected Job

Intensive Training and Project Advancoing - 6 Security Core Jobs
- 6 Separated Class

Research
Project(8 wk.)
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Team

- 3~5person
Team Building

- Task Selection
by Team

- Mentor
Assignment by
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Fig. 1. Training Process of BoB and K-Shield Jr.
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ITII. NCS Job-based Practical Skills
Certification System

3.1 National Competency Standards (NCS)
System
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Fig. 2. Information and communication—information
protection field (classification example)
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Table 1. Level system of NCS[13] and Job position
Level Job performance Job position
. . . . E ti
The level of being able to perform a wide range of technical tasks with the xecutives,
8 | highest level of skil General Manager,
9 Lead Researcher
The level of being able to perform a wide range of technical tasks with high General Manager,
7 ) Deputy General Manager,
level of skill ;
Researcher in Charge
. . . L Manager,
6 The level of being able to perform a variety of tasks with general proficiency Senior Researcher
. Assistant Manager
| | task !
5 The level of being able to perform very complex and unusual tasks Staff, Researcher
4 The level of being able to perform complex and diverse tasks Staff, Assistant Researcher
3 The level of being able to perform somewhat complex tasks Staff, Assistant Researcher
2 The level of being able to perform procedural and routine tasks Staff, Assistant Researcher
1 The level of being able to perform simple and repetitive tasks Staff, Assistant Researcher
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Table 2. Category of Nano Degree and Micro Degree

NCS classification system Degree System

Large Category -

Medium Category -

Small Category -

Sub Category Micro Degree
Ability Unit

Ability Unit Element -

Nano Degree

Micro Degree

Nano Nano Nano
Degree Degree Degree

Fig. 4. Composition of Micro Degree
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Level of Ability Unit Level of Nano Degree

Ability Unit(L7~L8) Nano Degree(L7~L8) 1

Ability Unit(L6)

Nano Degree(L6) W

Ability Unit(L4)

Nano Degree(L1~L3)

[ )
[ J
vy unies) |
[ )
[

4

Ability Unit(L1~L3) }

Fig. 5. Level system of Nano Degree
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Micro Degree(L4)

Micro Degree(L5)

‘ Nano Degree(L1~L3) W

(—

’ Nano Degree(L1~L3)

’ Nano Degree(L1~L3) W

L4

‘ Nano Degree(L1~L3)

Fig. 6. Example of Micro Degree Level

Level of Micro Degree

University Degrees

Micro Degree(L7~L8)

|

4

Micro Degree(L6)

Master Degree

Micro Degree(L1~L3) W

Bachelor Degree

B

Associate Degree

Fig. 7. Micro Degree Level and University Degrees
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3.3 A Study on the Design of Micro-Digree by
Level in Information Protection of NCS
3.3.1 Classification system in the field of
information protection
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Table 3. NCS Ability Unit and Elements on Infringement Accident Analysis and Response

L . Training
Ability Unit Level Element
hours
Security Monitoring Planning and Designing a Security Control Center
Operation 7 Building a Security Control Center 50
Managing the Security Control Center
Forming a CERT
Establishment of a CERT 6 Establ?sh an action pla.n of a ;ERT . . 50
Establishment of an international cooperation system in
response to infringement

. . Gathering evidence

Digital Forensics 5) - — - 50
Analyzing digital forensics
Using Digital Forensics Related Laws

Cyber Investigation 6 Using Evidence Gathering Technologies 50
Resolving Cyber Incidents
Creating an Analytics Foundation

Security Incidents Analysis 6 Analyze the cause of a Security Incients 50
Follow up on Security Incidents
Establishing a Malware Analysis Environment

Malware Analysis 5 Operating a Malware Analysis Tool 50
Countering Malware
Monitoring Security Incidents

Security Log Analysis 4 Analyzing Security System Logs 50
Security Log Correlation Analysis

. . Developing Detection Patterns
S I LI RIS 0 Restoring the Information System i
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3.3.2 The Structure of Nanodigree and
Microdigreement
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Table 4. Information Protection Classification Framework on NCS

Classification Framework

large category TGl el sub category
category category
Information Protection Management and Operation
Information Protection Diagnosis and Analysis
Infringement Accident Analysis and Response
20, . 01, . Information Informati.on ProFection Passw.ord Authent.ication
Information Information Protection Intelligent Video Information Processing
Communication Technology Biometrics
Privacy
Digital Forensics
Video Information Security and Operation




NCS based Leveled Micro-Degree Certification Model for Training Practical Cyber Security Experts 131

AT oF 7} SPUY Lt T7] 222 YeAE

2 3% AlZlo] BRsichL 2 4 9ok
sF AapgolA 1520 3A704 1557F 2918 sk
Wik e Briw & 45A7k0] 33 T91] & 12 49

o @75k AZIOJCk AR AR sk S

FAL 93t ARZIo] 33H8 & WS ] AtoR Ao

wol QIAlE, AgAoz FRagelr B HV1E 1

252 2302 A B2 sholx|g ST (AR
ji

o
o,
a2
3
o

Ir o
10
o]l}
okt

N
-
i)
ro
(o]
B -

n
i
e
2
N

pr
U off M

i)
é
ﬁ%
r
-_E
la oo T-
”)
o
kd
i
o
)
rg
L
H
0
[d
>
fu

el 3818 7% 71 45315 270] slel ok
AZro] WAsPA Tk 454 TS 32 7|50 56
2482 Ao SISk 180AITHIN 225A1%t0] Hict.
SRR RER Ro]7} UZIAIE 20041 17
Fo2 7} upg 540 ufe} AhERoR PAstY 9
olch. NCS AHHS X|22 7]x02 143t K-Shield
Jr. 220N 2t A2 W AIRES 2004102 A
ofstn 9looe I Efgyol FHHL T 4 Lk,
slol3.20)22] o2 Sls) Bagt &4 Al il
x2ei20] ofo]320) 2] Bl Aolat 1000 ARZHE
1F0R ekt ol g ApRofo] B 47j57)

A

dl

o] Yiet]ae}2 31559l ojoja2cia?] FSo0] kst
702 2 4 9tk 51Ue] ujo]3.2t]30)2 Sof57] 9
SI4 60~7081Ko] Fshe slgo] WskchE 1108
A~120888 £dstA o 2 511 Q= 3WA] AEOE

o= = 4 _U_
SagoR WY 27§9] ufolARc IRl SR 4 gl
Zog wolth SAEh et 22]5 fofohs AlRAR
o} ah50] 40~50A17F ATt A QE 3, LA] 15043
g KR sshet] Lagh Ay 71EAAE o)
L3t Alztolc}. 2G| ojzfgt Ay 7l£7<l“%% g
A2 Foo] ther] T2labgol FEROR Y HEol

35U740] 7Fs Zolt}. 1%7] tz OEIEMH L
tja2] 3g9] 287} 7ssict Table 60 L] 2]
o} gto]a 2|72} Lof 71E0] tisl Aelstei.

Table 6. Nano Degree/Micro Degree Criteria

Training hours Criteria
Nano N 4~5 subjects
Degree 180 ~ 225 hrs (12~15 Grades)
Micro 4~5 Ndno Degrees
Degree about 1000 hrs (60~70 Grades)

Table 7. Curriculum of Cyber Security School(Information Security Major), Yeungnam University College.

. e L - . Level of
Semester Subject Classification(Ability Unit) Ability Unit
1-2 Network construction and operation Security Incident Response Level 5
Linux system operation Malyvare Analysis. Level 5
Security Log Analysis Level 4
Python programming Malyvare Analysis. Level 5
Security Log Analysis Level 4
. Malware Analysis Level 5
21 Database Security Security Log Analysis Level 4
Hacking and Cracking Security Incident Response Level 5
Operating system security Malyvare Analy5|s. Level 5
Security Log Analysis Level 4
. . Security Incident Response Level 5
Intrusion Prevention System Security Log Analysis Level 4
2-2 Secure script programming Security Log Analysis Level 4
Intrusion detection system Security .Incident Respgnse Level 5
Security Log Analysis Level 4
. . . Security Incident Response Level 5
Penetration Testing practices Security Log Analysis Level 4
Secure programming Malyvare Analysis. Level 5
Security Log Analysis Level 4
Data Structure Malware Analysis Level 5
3-1 System Vulnerability Analysis Practices Security Incident Response Level 5
Security system operation practices Security .InC|dent Respgnse Level 5
Security Log Analysis Level 4
Software reverse engineering Malware Analysis Level 5
Security data analysis Security Log Analysis Level 4
Network analysis practices Security Incident Response Level 5
3-2 Infringement Response Practices Security Incident Response Level 5
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Table 8. Nano Degrees and Related Subjects

Nano Degree Related Subject

Linux system operation

Malware Python programmin
Analysis SZcure programming
(ND-L5-Malwar prog 9
. Data Structure

eAnalysis) . .
Software reverse engineering
Network construction and operation

Security Hacking and Cracking

Incident Intrusion Prevention System

Response Intrusion detection system

(ND-L5-Securit
yIncidentRespo
nse)

Penetration Testing practices

System Vulnerability Analysis Practices
Network analysis practices
Infringement Response Practices

Linux system operation
Python programming
Database Security

Operating system security
Intrusion Prevention System
Secure script programming
Intrusion detection system
Penetration Testing practices
Secure programming
Security system operation practices
Security data analysis

Security Log
Analysis
(ND-L4-Securit
yLogAnalysis)
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