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[Abstract]

With the continuous development of technologies related to 5G, artificial intelligence, and autonomous
vehicle systems, standards and services for V2X and C-ITS environments are being studied a lot. BSM
(basic safety message) was adopted as a standard for exchanging data between vehicles based on data
collected and generated by vehicle systems in a V2V environment. In this paper, we propose a
framework that can safely store BSM messages and effectively check the stored messages using
Event-Sourcing and CQRS patterns. The proposed framework can securely store and manage BSM
messages using hash functions. And it has the advantage of being able to check the stored BSM data

in real time based on the time series and to reproduce the state.
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I. Introduction

5Got ABASAN,  AE AW AR
(autonomous vehicle system)o] &3t 7|29 X|&A19Q1
S0 wet ARl AR T =07t =opR| AL QITH1,
2]. *te o8 AR AlARS SoliA dojd w2 =t
SAll tgsHAl BT FARE BAIO] =Rl Qi
[3]. O]= A=At &83|(SAE, Society of Automotive
Engineers)ollA] 70|t 7|=of] Tt AR Ala-5e82 0~5
AR s Q. o] & A% YARl Ale 298 b
Ae R Ate o8 AlAFoz AR 7o) A8
on] AR} Qlo] Abg 58 A|ARIO] HTHOo 20T AlegH
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o} olejst 9 Ag 28 AlARLS. SAIRe] Qo]
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+ SEOIA ARt RS T A Aol HAlRitt
Aok A g2 dasoz dojgd HA A of
gh =9, AFA5Y 52 TIAI717] YshiA A1 o]
B Aol tigh 2], 2] a ARF AlARIQ] Hotof et
+=9] SolcH4].

2021~2022'40] A& 71T Aoz oiE= Ate &
o Al AIAR 0= AbgA Fote] 71EeR 2.5~3 ©
Aloltk. SAEZ|E 2.5~3 @Al AAPT 91O, Aler
YR AN BAARI A3 Sh= FJEolt{5]. &
AR 70l AY §iAY & Ahg o8 AlARloR AL
= A2 SAE 7|Eo= 4ot o]F HsiiAd 7
&9 AHF HolHE At shashe w7go] W4kl
o Alg3odol] Abe Rl oY €&y 3 ofs o
o] 7 A7MuKback propagation)2 7[¥reZ 5}
A7 wizof] Bt AAF o] 22 S &4
R ©Ao] QlHi6]. ol BRls Bstr] flsiA
71est Al 71e = =Sk Q. 22jAl Gl
clolelg 4 % ABol] Sl AR ozt R
B ) Uit YRS 2 L AFP] I VaX
7] C-ITSE Clofet 997} A1 1 Q7).

2 2o X loje] L FW LS 4] PuE 4
9lo] §849l Event-Sourcing 7|Hat CQRS &l
2.510], V2V 7]8oj|A] BSM(basic safety message)
2]sh= IPJoA BT 4 Qe HOt RS olst
BSMZ sgxog #|d 4 9l BSM ¢ =]
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II. Research

1. Vehicle log system

A=d XA xR A|AENADAS, advanced driver
assistance systems)o|Ut Al& 208 AJARIZ ThoRRt T
o[E2 275k QUTH8]. ADAS 452 o] YsliA 4
A HloleE 7hssto] ahgoll Z&sitt. AFgolM a4
B = HolE e o Hlo|Eet Wi HojElg L2 4 9l
o Aol FAM Aol oJsfA SRl ZgHEel V2X
oA 9 W gt 2ol eRolA HAgH HlolE
£ 9% dlolg2t gttt ECUE YISt AR WlHo) Axt
25 2 71ARE00 sl LY== HlolEE UiF- Hlo]
B2t sttt ol2iqt ol Al UFQ 27 AJAH
VeXu C-ITSEH0A 59 ALt K] Ajd(edge
server)ofl A% Z1o2 o9, 10].

HlolElE AL 715517] HsiA ohefet Zlsolu

S8 L83 ol S0, Aol A" ECU ¢ &
Al Elol8E 7] 5(logging)st7] sl AbsAH =% RAID

AR AR, AV R Tl Al 9lA] QAL Ak e
93 B 7ESL So| uyHo2 FRUL VX 37
oA 2yl el HolEE 2481] Y3t MOTT
Su} 22 Wro mREEg #Rsblw HcH1l] 5K
o xjego]l BAtEl 24 Jjo] HES U AEAA Y
= 700] o] tho] W5t wE e AUt Hlo]
B2 RS 4 Qs sk @Al REAQl WAlo] i
SR oAl it el Clokt ALSAF AlEAlOlA Al
ojBo} Uuox 2gstn 7|8sts Wro] WAl A
SHL 9o, V2Xo] 7 vjZol it 93-S Wro] 5L
Akt QJeH12)

2, C-V2X standard

KA TEA]AE(C-ITS,
intelligent transport system)o]st, X}2Fo] L g20] Qlm
of, WAt U Che A Ale W] 9 AlATo)
ok, @10 LEHRAAHTS)E gy AAHE £ 5
2 WEHPHEES Aoy,  ETCS(electronic toll
collection system)2 AHES[A QF& AlEst= 5 A
1} wgof PR FEF MU|AS Algskal ITi{13].

7189] ITSO|| vlsliA] C-ITSE= AFge] AN, =20 &
At ZFE 71, O AROllM Alsste RS AARE
o7 AN wsrdeet Aka4agol] Tast FEE Al
& 2 Qs Ao 7|ttt C-ITSof| 29 AFFAbELt
Al(V2X, Vehicle to Everything) B&2 T ThQFsh
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w=27F AUARE O]=9] AY-SAIYLLI(FCC, Federal
Communications Commission )04} 2020 11€0]]
C-V2X(Cellular-V2X )& RFARE7E B4 7]&9] ©d
#FO 2 A=At C-V2Xef Ryt thg Al A
% 5PL}ol WAVES ojo|mjo] (Wi-Fi)7]9to] 1, C-V2X=
LTE(Long-Term Evolution)@} 5Go|s-EAla} e A=
2](Cellular)S 7]¥to 2 ZIs§=lc} 14].

3. V2V and BSM

V2VE R 2] AEE FIWE TS ek Ao
2, Aol ol FolAut At 59 A 7] Als E
dolElg $4A13Ih V2V B4 9 Wl Ul 9t
X7t BAIS BoIA ZAte] YRl £ St e Xy
el e Bok ofUjzt F¥ B 4% 52 9
V2V BREE HEE BE 529 21 9 SAT 4
9 AFLZ SR AlARl] A8 4 9k V2ve
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3ol sl HolElE M85t &8 § AP & &
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BSMe- V2V 2HgollA A&7t RS AEsh] s
ARESh HIAJA] mZEolt}. BSME SAE J2735% 7|¥he
2 st EAl HA]X|CE BSME Part 11} Part 22 GL4dE] 0]
T}, Part 12 A} 271, YA, &%=, 7H&=, Beo]
3 JH 5 AR bl HEE HlolEz AgElof 9l
tf. Part 2+ 3-& ATEoLY ofjF2|7Alo]4dof B ast
B2 folHz F/dE]o] Qltt. o F E0l. At ols 5
of @st= ol §FU Wl 3 22 23
oieh Y7t J¥E Part 12 L4€Ht wE 5§ &
WASHA Al ePdol 2 Qiziel ¥ += Part 22 17d
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4. Event Sourcing and CQRS Pattern

o[HllE  A“J(event-sourcing)of] st OFH m}Z2{Q]
o= -8 mrasHo] JH] WA tieh RE Al 4
9] oMIER A7Yst= ZoltH17]. OJHIE A%4JoA o]
HE= gojElof] 9T v B SAOIY BHUE YUl
STt oJfIE 274]9] Sl ofo]tol= AJEN7T §73E wiut
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Blg ofME= A2lsh] Bf2o] BE W3 gl A
ok, wepd S AR AT oMIES AsHA o
S AVEO] AFENE B 4 Ik S, o]E £40] 7
9 273 AR AR AIFIA et BE HolE ¥
73 NS 7188t 1 9R0R 511 gone 24
A7) ato 9Iat dole] BUx| AP WA ok
o} VIXZ BIRE o] 20 Alase gid v|2e
2ot ARISIA 7] Th2o] oflE A4 J1W S A

25170 Al
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Command
o —
ER
Client Query Database
Fig. 1. CQRS

[e]
(command)Z OJHIES AJ/dstal, £3](query)= OJRIE
o =

got, x3jot BAY ARAL 7129 BAIAIE S|
st} HolElE AMste o Algelct. WeHat &9
_]

S AEolEZL g2 o ZRl= 2= ohR|Zoz o]
ER e A 2 Aoz Aot dude 719l

5. Cryptographic hash function

Al eae Qo) Zojo] HAlxlE 1 Zol9] FfA]

3
(hash) gO2 WRAAZL T 4 £t 2ue)
E= YTt o] FojlA HoF 8o Hast siA] IE
5 SHA SA| &F(cryptographic hash function )2}
gitt. dostA sfiA] e Al ol FojFS o, 15
Al e E95he AE A o] Al of=igof st

(preimage resistance), siA] Q] W7ol YAS
WA= Zo] AP of2{9dot gttk(second preimage
resistance). ORX|o2 At A S sk F+
7N9] A=k A= At 17do] of2ifof stk tEA Q]
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otsshd sjA|aa2 SHA-37} QIch SHA-3% ]2 =2=)
EZ7]1SATLANIST)?F 20159 89 50] vrmst ofs
3} sfAlgFpoln], AHA] PEE ARESH= Zio] 7ol
A 2 #EQ Al SHA-20]H, SHA-3= SHA-2
off HlaiAl Tt FHFS Aokl FHAog SHA-3
7} SHA-20]| HloliA] &=7F e o2 Fejx QIri{20].

III. Designing a message framework
using BSM and Event-Sourcing

=

Database in

=]
i

Sensors System Log
Server
Sensor Query SHA-3 C-ITS/
Values J, va2v
BSM

= Converter, BSM

1 F— [l —— &k

" =)

Event-Sourcing Network

ECU With CQRS

Fig. 2. Message Security Framework with BSM and
Event—Sourcing Framework

T AN T AAARI A VK= Y 4 QT A
A, R 8 Aol S41et Rl Ujof A UAlsH=
BEE A6k ol AEE BSMOZ W5k 17go]
Lasith ARG QR YRolA AdEl= HlolEfe] 4
o] UZsHA] AUtt. AIF A|EAL]| WPMECUA EAYsH
+ HlolEfoll xfo]7} lZ 4 QAL AAoA S22l b
o[gle] F A|9Es SAlEE HoJEe] 0] THE 4
Atk ol F F01A, FOloA AREEE & TR} gha
oA AREE = 2% ©9o] Atol7t 9l 4+ Qlal o] I
FA S 22 ©@9lol] tist yigo] g 4 Qlot. 121
ECUE Aitshe AlzAto] met ECUS] tA|X] FEjet Lf
80| O 4 o} AFFo|A AREEl= Ho]E 9] Aol
FEI7H BESPT A198%]7] Hojl= BSMo.2 §ighsh= i}

Aol E 4 oty ¥igE HolEE
Event-Sourcing AAt40f AAsH= Zlo|ct.
=M. Event-Sourcing A%gAao]| AJE OHIEE
CQRS mj&d3 A83[jA System Logoll A7ggtt}. oy,
System Log®]] AAE]= W& (command)= SHA-35 A
BaliA A7k, &8)(query)= System Logoll A&

ol

BSM olAIAlZ 714

o)

WSt} BSM GAR]S oHIE-AA] A
oA RfRfo] AN AJARL 2770] (system log)o]]
A7gst7] YoliA SHA-3 7]8te] siA] g Al83tt
BSM WA|X]Q] 732 AFge] o]/ F-7-#et ofuje} AR &
ot wAE FEIT AETE AR olidolut ARA] go]
BE SYollx d5oll AMgsl7] Yol & HlolH = Al
AR 270] AStT) AFge] Al RS Haet #
oF ofyet V2vE F&oliA AL ol g wetshe 1t
oA TIATRIZE 9 F AYoR QALX] FesE Foo}
S Z1343tc}. BSM tljA|x]o]] siA] &5 A-8sliA HlolH
o] A0]] ARttt

opx|efo 2 BSM A2] abgo|A WAlshs tlolE g Ul
EQIE AREOlA @ MuLt T Ao "AEohe A

olct.

1

J

1. BSM Converter

BSM#} Event-SourcingS A8t HA|X] BOF a2l
39 29 FAHQAE BSM Converter?l BSM HAA]
£ Y=ot stof ARgstal, 2elsh= CQRS mfiEo] A8+
OHll E-A/J a1} SHA] g4t

BSM Converter®] 38412 BSM TA|X]of e} o]
MY S Astst= Zlo|ct ¥z 9] BSM Converter’ D Q
gF Q35 o] 3= BSM Part 13t AllA GoJE1E 57]2tet
BSM Part20]] AlA Hlo]ElE F7tsfiof sh=tl], AFgof £
A AN SRt o140l tefsh] dizolt.

BSM HAIX]Q] Part 10f] 7]5&]= dlo|&2] 3¢ £4
BHot AAolM aAElE o9 AlZkg E7Istsliof gt
of. QF AMo|A A El= Hlo]H 9] 73 AllA Hlo]E Q]
24 AR ECUS| ASEl=d AE AlZtolu Hlolg A
A, AIMoM ARgsh= dlol8 A4S al2fsfiof et At
F AEAF E2 Rfo]7} gl ECU HAIAE BSMOZ ¥
3571 sl =] Wt FX|7} *Z a5ttt BSM HAA|
of Zetel AEIF FERt ARES 7IE o2 FYIetEA] ¢
U, BSM HAXE 7]8tez gF JHO| 7RX|7} A5t
Al gojzict.

BSM HA]X]= Part 13} Part 22 %W, Part 19]
3% M FEe e Part 12 A YA] FH,
vefo]2 AlAHRL R AJARIS) AJE] Fo] ZtE:
Part 2= V2V o Z27olHo] Last Jug o gk
Rjpo] A2 S A2 Ao, Beside AN An
£ AL 4 9Ick. olFfa AN BM 0= At
Yol H=o] Hoj8] 125 ARESHoF it & 12 9%
H Y% HlojH & BSMez H73A] Hlojg wgtof] A8at
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2 9l Colofo] 7] ofdolck. & 1oJ4] 2%t 4 9)
So] Alao] ol% =& UjsLolA] WAISHE AN Hlojejs
Part 20] 'Wzo] tloje] 752 ALgSHA o} Fic.
Aol AT AAC] E5, AP QAsH o] hhe
of Aol e At Wad BE PAY 5 JEs 8
29| tloje] &5 Ao} ek,

Table 1. BSM data structure using C language

Part 1 Structure
struct Part1{
// Message ID and Times
uint8_t msgID; //
uint8_t msgCnt;
uint32_t id;
uint16_t dsecond;

// Position
uint32_t latitude;
uint32_t longitude;
uint16_t elevation;
uint32_t accuracy;

// Motion

uint16_t speed;
uint16_t heading:
uint8_t steeringAngle;

// Acceleration

uint16_t accellLon:
uint16_t accellat;
uint8_t accelVert;
uint8_t accelYaw:

// Control
uint16_t brakes:

// Vehicle Size
unit16_t vehLen;
unit16_t vehWidth;

b

Part 2 Structure

Struct Part2{
// Optional
VehicleEventFlags_t *events
PathHistory_t *pathHistory
PathPrediction_t *pathPrediction
ExteriorLights_t *lights

// Sensors

CustomSensor_t *Sensors

2. Event-Sourcing and Hash with CQRS
pattern applied

CQRST&o] A-&H OHIE-A4)S ARESHA]
270 HAIRE AR BSM HAIXE oHIE FEj2
WA HAIAIE A7ttt BSM HIAIA]E CQRS THH

NS

olE-4% 7¥to2 it CQRS M
M85 0|9 BSM UIXIA|S A2k 2 10] FEA0
VS

A2 9 C-ITS 70l Tt ABE Aejsh, 713
ABS BT 5 Itk W, AF 279 4 A1 ol
ol ALA] BT 275 APESHA ARTA| AEiE ATk
2Qlstn, o4} §55 APHo| Z55Hu] AHEHC}. BSM
SAIRIO} 7% Part 1o Z3tel AR 9 Ak ol gt el
o gRe mferstd] AP 289 4 ok

Aol APl BSMe] 89ke ol7] 9IshH SHA-3S
oh T2 9 @471 obd aA] 7ute] SHA-32
o1t A HAICk A, SIA] Bat A
eueizoR Y| g2, Aridoz CPUL
ee) 2o AR AU O UE FueiEa vlas)

L.
A g Awsts Sio] olck S, 22 Uiyl i
p P ]

Atololl AP HAPE eltt= S7d0l it of
= die SdidZls A oth Eeb SHA-L
SHA-29t ZH2- 5jA] S SiA] 55 2A7F Eolel A
EiIEl, S 2Alofl QFHeh SHA-37} 20140l HE|R
7) Wgol] AJARL 2 0] AgEl el SHA-3S 28
& 4 UHH21, 22).

IV. Implementation and performance

2 AollA ARt =AY 2o M= V2V S oA
Aok e oMIES 7]535t0] o] HlolHE H&stH
E4 A ez xijFo] 7Hsstct. ofof] CQRS o] A
|5 YAIZ ARESHH HlolE9] AlE]4do] otk Ho]
B A% (Write)a} 37|(Read) AAF 9] 27, AMA| A4to]
=L Q5[AI. SHR|E & ofIES 7|F3tof Qlo] 7]E
o] AR HAIEY 5ol Aste 7hs/dol ot ARk
WAS FE5P7| HeliM = 71E0f AREEl= WAk CQRS
o WAl RARE 52 HoleA] &Rl
45 HAEES 13853l
3L Intel i7-12700H 2.3Ghz CPU, 16GB
ME A8} 1, Python 64bit 3.10.5 H{AL 225}
Aot HAEO AREE fo]g+= Wyoming CV Pilot
Basic Safety Message One Day Sample[23]S AR5}
%t o] HlojEf= 69712] Fif 19} 89t 7jof sjoz L

oo
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’dE]o] 9lct, Wyoming CV Pilot Basic Safety Message
One Day Sample®] Tt Al CSVO g Helsto] ALR
5100 oy 7] 92GBOIUr Hlol8 & A7dsh7]
o dHite Alx"lo] 2 85 SQLite[24]5 E&
5o} 71E A% WAlak CQRS mffEo] A& WAL v
shict.

Table 2. CRUD vs CQRS

CRUD CQRS
Write(All) 1117.67(%) 1141.69(%)
Write(100 pieces) | 0.012(&) 0.013(%)
Read 0.0001(&) 0.0001(&)

CQRSE= SHA3-512 ofA] 45 A8s519o0, CQRS
£ A&t Al flall 71E9] dolEjo] E 71X] oHIE
(register, created, updated)S U9z F7}stct

Table 29] Ul ZajollA| 213 4 9l5o] 92GB Tlo]
E]S SHA3-5129} Event-Sourcingg &85t CQRS #F
A2 719] CRUDO|| BJ5[lA Write AkofA 2.1% =™
452 Woln] Read PAWINE 920t jol7} gir
V2V B0l AlAIoR offlEs} wAsts e
12ste] 92GB HIAIA] Hlo]ElE 1007 F322 tiE
E*HL WAoo g A2jstgis o CRUD, CQRS & Al &
T SAKt 452 wlth

V2V 42 tige dlolgrt AARRteg A7FED
92GB HlolH 2 Adlstlg o, 71E9] wAlof vlsh 27
HAAHWrite)ol|A] 2.1% -3 £ =5 HPX|F V2V 3750
9] glo]E]= thgakel Bot of]a} o|HIEZ} A}A EhAY

o022 Tu

sp7]oll 4793t Al Aato] WIsHA MRWECH: e B

AT BRI AT 71EY] YA o2 24, A A
Aol 2Eash Ae Azt Aiotd ZGYIE A

8k 7o) 71E0) A28 vlste] A Asbt wAle
ok 7] ofick

CORSE: CQRS®) 3% 9719 2] Bjegol2
97) 2ol Yrlot 271 ARkAS ejstol Bl
E xj2g0] Holelg QPgEoR BHE 4 9lom, ofg]
Fefo) Aact BIE ATE AR Qi2s)

CORSZ A§312 © A2, dlolel Ajd 59 4%
oF EAfsRe 242 ofch. 71E9] CRUD B]3) CQRSE
AFgStA} & ) SEgo] AT OR B, PRI B
g walol 9lct.

O_u.,
% Ao
>~ Ao

K 4

9

V. Conclusions

B eRe Aol 2ATE R Yuet R Jug

el xwo}: e AEske a3 Agtet

gk =2olM AIE ZelUelaZ AMgsHA Aol

Spgat Cioget xgi% 2ok, S HRE BE A
o

o
AL ERE

At
S HlolBE Abgol] AN stedlofol] HlolH&
obA AHlo]] Aakst CQRS

spﬂ AAFSE 4~ 9lom, BAF A]A
719S Bgsto] P Vaxet BeAEl J)gof T 4 9l

2 02 Jlict $ A7 BIM BAIRIE 7oz
Aol EIE AATOR BURYE & 9t wum
ECUSH 22 A5, A5 7ol 18 7153t oiAla)
I gelde B8O AL SN AT ool
O} 3 VIV B0 RS UARE oMES 8
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