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[Abstract]

In this paper, we analyze the feasibility of the IP spoofing attack exploiting null security algorithms
in 5G networks based on 3GPP standard specifications. According to 3GPP standard specifications, the
initial Registration Request message is not protected by encryption and integrity. The IP spoofing attack
exploits the vulnerability that allows a malicious gNB (next generation Node B) to modify the contents
of the initial Registration Request message of a victim UE (User Equipment) before forwarding it to
AMF (Access and Mobility Management Function). If the attack succeeds, the victim UE is
disconnected from the 5G network and a malicious UE gets Internet services, while the 5G operator
will charge the victim UE. In this paper, we analyze the feasibility of the IP spoofing attack by
analyzing whether each signaling message composing the attack conforms to the 3GPP Rel-17 standard
specifications. As a result of the analysis, it is determined that the IP spoofing attack is not feasible in

the 5G system implemented according to the 3GPP Rel-17 standard specifications.

» Key words: 5G, Null Security Algorithm, 3GPP Standard, IP Spoofing Attack, Attack Analysis

>~

2 =odlA4E 56 WIEY A4 Null B9F &-a12]F (Null Security Algorithm)S oF-8-8h [P 233
&2 (IP Spoofing Attack)®] A& 715245 3GPP %+ F40l ZA3ske] &A%k 3GPP %= 149
mEH, %7] Registration Request WA A= 4ost 2 FAA BHEE w2 o) [P 2343 ¥4
9]&| Ak UE (User Equipment)®] *7] Registration Request |A]*]2] -85 ¢+l oNB (next
generation Node B)7} 78t ¥ AMF (Access and Mobility Management Function)ol] 7] 53 4=

= A0S Bgake w20l 7o) AFEH, AslA UBS 56 IESIZIA Q7o) Zoi)
ote] 4 Q1 UEZ} TEY AH| =8 ARSIt 5G AFIARE F)8)2F VB Al 258 A7t & =
ANA= 1P A A& A8k 242k A1 ® vAIA7} 3GPP Rel-17 E<2 H20lM ]85
AJA A5 TAFLEN 1P 230 3249 Add 7 dE ATk 4 4ot 3GPP Rel-17
= A w7 " 56 ALFA 1P 2 T4 A Brbed vAoR ddEn

» FA|0f: 5G, Null EQF ¢¥12|F, 3GPP #F IP AL 54, 34 2M

YA
o

* First Author: Tae-Keun Park, Corresponding Author: Keewon Kim
*Tae-Keun Park (tkpark@dankook.ac.kr), Dept. of Computer Engineering, Dankook University
**xJong-Geun Park (queue@etri.re.kr), Information Security Research Division, ETRI
*xxKeewon Kim (kwkim@mmu.ac.kr), Dept. of Computer Engineering, Mokpo National Maritime University
* Received: 2022. 08. 17, Revised: 2022. 09. 06, Accepted: 2022. 09. 15.

Copyright © 2022 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



114  Journal of The Korea Society of Computer and Information

I. Introduction
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II. IP Spoofing Attack
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Fig. 1. IP Spoofing Attack
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III. Analysis of the IP Spoofing Attack

& oA Null BoF duajEof tjgh 56 Eot 74
[9]0] AAlgH P A3 27 0] 3GPP Rel-17 & 40
whet 1AE 5G A|ARIOA AF 7HsEE SAQIK] o Tist

of $HICL BAT P AFY 37 WA Fig. 19] WA}
o SUASAISE, 94 A& i} o], B Aol 3PP
Rel-179] 5G 8012 AHg3lol 37 43l 71542 BA3
k. Table 12} Z0] IP A% 32j9] Al 193 HAIS

7jo] HEo2 e g Zkzto] of
JEIO KA]i 1:]}5112 ;?:5_]_'[;]‘ Table IQ I:" 7HQ%:L

Table 1. Four Parts to Analyze
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Sending Registration
Request (1~2)
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the Registration Request?
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1. Analysis of Sending Registration Request
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2. Analysis of Authentication Procedure
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