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[Abstract]

In this paper, we propose an FA-RBAC (FA-RBAC) model based on flexible properties. This model
is assigned attribute-role-centric, making it easy to manage objects, as efficient as access control, and as
the network environment changes, it can provide flexible access control. In addition, fine-grained
permissions and simple access control can be achieved while balancing the advantages and
disadvantages of the RBAC and ABAC models, reducing the number of access control rules by
combining static attribute-based roles and dynamic attribute-based rules, and verifying the validity and

performance benefits of the proposed model through comparison analysis and simulation.
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I. Introduction
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II. Preliminaries

1. RBAC(Role Based Access Control)Model
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4. ABAC
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III. The Proposed Scheme
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1. Formal Definition of The Proposed model
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4. Access Control Algorithm
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Table 1. access control algorithm of the Proposed
the FA-RBAC
input ucUsers, ob=0BS,op=0PS
output success or fail
1 s&Sessions
2 if(s=Null) return fail
else r=Role(s)
SaRe
SaRole(s),per_owned_SaR=assigned_SaP(SaR)
3 DyRe
DyRole(s),pem_owned_DyR=assigned_DyP(DyR)
pem_owned=pem_owned_SaR&pem_owned_DyR
perm_owned=assigned_pem(r)
end if
if(pem_owned_r=pem_owned)
4 .
per_allowed=assigned+pem(or)
5 if(pem_owned=pem_allowed) return success
6 else return fail
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5. The Proposed Model Analysis
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Table 2. A comparison of the proposed model and
each model
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Roles are divided by

attribute into staticlE n a bl e s

attribute-based roles|fine-grained
RBAC and dynamic |authorization

attribute-based  role|and flexible

rules, and describe the | configuration.

attributes.

Override assignment

lationshi t .

re ailons ips between Enables dynamic

attributes and roles management  of
Task-RBAC and describe different rolesg and
Temporal-RBAC [authentication . -

. . dynamic scaling
relationships for users,
of users.

roles, attributes, and
permissions.
Introducing  dynamic
property rules reduces
the number of role
rules required for
access control.

Reduced access
control system
size and system
consumption.

Attibute-RBAC
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TRBAC
ARBAC

Redefine the access|Simplify
control algorithm.

If DyR = {0} the
FA-RBAC reverts to the
existing RBAC model.
That is, the RBAC
Temporal-RBAC | model becomes a
OAIS-RBAC model in which
dynamic attribute
constraints of the
FA-RBAC model are
excluded.

policy
management.

Scalability as the
number of users
grows and
scalability to
other models.
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