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[Abstract]

In this paper, we analyze trends in the use of mobile forensic technology, focusing on cases where

mobile forensics are used, and we predict the development of future mobile forensics technology using

linear regression used in future prediction models. For the current status and outlook analysis, we

extracted a total of 8 variables by analyzing 1,397 domestic and foreign

mobile forensics-related cases

and newspaper articles. We analyzed the prospects for each variable using the year of occurrence as an

independent variable, seven variables such as text (text message usage information), communication

information (cell phone communication information), Internet usage information, messenger usage

information, stored files, GPS, and others as dependent variables. As a
various aspects of the use of mobile devices, the use of Internet usage

information, and data stored in mobile devices is expected to increase.

result of the analysis, among
information, messenger usage

Therefore, it is expected that

continuous research on technologies that can effectively extract and analyze characteristic information of

mobile devices such as file systems, the Internet, and messengers will be needed As mobile devices

increase performance and utilization in the future and security technology.
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I. Introduction
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II. Related Work

1. Mobile Forensic
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2. Mobile Forensics Technology and tools

2.1 Mobile Forensic Technology
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2.2 Mobile Forensic Tools
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Table 1. Mobile Forensic Tools

Target OS

An
Name dro | I0S | Etc
id

o

Cellebrite UFED[11]
Oxygen Forensics Suite[10][11]

Mobile Phone Examiner Plus[10]
Xry[11]

Lantern[9]

Elcomsoft ios Forensic Toolkit[14]
Belkasoft Evidence Center[15]
Mobiledit Forensic Express[8][91[11]
Micro Systemation XRY[11]
msab(xry)

Encasel[8]

FTKI8]

AFLogical OSE[16]

Andriller[11]

FTK Imager Lite[8]

NowSecure Forensics Community
Edition[11]
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3. Trends in Mobile Forensic Technology Research
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III. Analysis of Mobile Forensics
Technology Prospects Using Cases

1. Prediction Methodology

1.1 KDD Analysis Methodology

KDD(Knowledge Discovery in Database) 24 W2
< 1996 Fayyad’} 27t 202 o8& &l &
AR "oy XA Akg 4 A== A2]qt tlojEuto]
g LA 2oltt HlojEutold, Z[AlSks, AFAls, HH
QIA, ElolE] AlZtetolM S-8E & Qe FAEE HFL %
ot KDD 24 g &2 dlole Al A=, dlo]g] ZHAfe], t
o[g] W2k, glojEjutol]d, A} 7tz o] FoiA AUTH19].

1.2 CRISP-DM Analysis Methodology
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1.3 Linear Regression Analysis - Regression curve
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2. Mobile Forensics Forecast Analysis

tlol8f A2 Table. 29t o] =W 1€, sle] MY, =
U Z1Atel Uet ol AlllES ZAKSHY & 1397715 A
gotelon], A AREH Wae A AR, HAE
(SMS AHEAR), BAIGE(gHAe SAIFY), QIES A
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R A FHAE S ndlsl= Etc 5 Table. 32} Zo] £ 8
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No | Year |[Text| Call |Internet MesSsEr;ger/ Data | GPS | Etc Source

1 1992 1 1 0 0 0 0 0 | https://casetext.com/case/us-v-slater-7

2 2000 0 0 0 0 0 0 0 | https://caselaw.findlaw.com/nc-court-of-appeals/1201672.html
https://www.post-gazette.com/news/crime-courts/2019/10/

3 2002 0 0 0 0 0 0 0 |02/scott-tyree-alicia-kozakiewicz-sex-offender-sentenced-
violating-parole-pittsburgh-harrisburg/stories/201910020149

4 2002 0 0 0 0 0 0 0 | https://casetext.com/case/com-v-kelley-3

5 2004 0 1 0 0 0 1 0 |https://casetext.com/case/united-states-v-mahon-3

6 2004 1 0 0 0 0 0 0 | https://casetext.com/case/people-v-cunnigham

7 2005 0 0 0 0 0 0 0 http.s1//www.biography.com/news/btk—kiIIer—dennis—rader—ti
meline
https://law.justia.com/cases/alabama/court-of-appeals-cri

8 2005 0 0 0 0 0 0 0 minal/2010/08-1767.html

9 2005 0 0 0 0 0 0 0 | https://casetext.com/case/state-v-bettis-2

10 2006 0 1 0 0 0 0 0 | https://casetext.com/case/people-v-vu-5
https://www.edaily.co.kr/news/read?newsld=036309666224

1373 | 2019 0 0 ! 0 0 0 0 91544&mediaCodeNo=257&0utLnkChk=Y

1374 | 2019 0 0 0 0 1 0 0 | https://www.usmbc.co.kr/article/iVJKLteQYytvc

1375 | 2019 0 0 1 0 0 0 0 | http://www.mediajeju.com/news/articleView.html?idxno=316715
https://www.chosun.com/site/data/html_dir/2019/06/05/201

1376 | 2019 0 0 0 0 1 0 0 |9060502171.html?utm_source=naver&utm_medium=origina
I&utm_campaign=news

1377 | 2019 0 0 0 0 0 0 0 |https://www.news1 kr/articles/?3639867

1378 | 2019 1 1 0 0 0 0 0 | https://news.kbs.co.kr/news/view.do?ncd=4218491&ref=A
https://newsis.com/view/?id=NISX20190612_0000678706&cl

1379 | 2019 0 0 0 0 0 0 0 D=10810&pID=10800
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Table 3. Variables and Total Count

Variables Value Total Count

Year 20XX 1,379
Text 1,0 158
Call 1,0 153

Internet(mail) 1,0 73

Messenger/SNS 1,0 202
Data 1,0 633
GPS 1,0 53
Etc 1,0 51
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Fig. 1. Mobile Forensic Trends
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