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[Abstract]

In this paper, we proposes digital content management technology in a cloud computing environment.
proposes digital content management technology in a cloud computing environment. Computing services
using networks are basic infrastructure services that cannot be missed in the era of the 4th Industrial
Revolution. Financial services, digital content services, and industrial and home network services using
smartphones are changing from services in the local area to a cloud service environment where the
entire service is possible. Therefore, this study proposed a system to safely support digital content
services suitable for cloud computing environments. The proposed system provides convenience and
safety for users to access the system, protects the copyright of digital content authors, and provides a
secure digital content distribution and management system. The purpose of this study is to stabilize and

revitalize the digital content market by providing a digital content distribution structure suitable for the

cloud computing environment.
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I. Introduction
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II. Literature Review

1. Cloud Computing
Zaloc AnEle olgulo] 4AY YEYT A
PC(Personal computer)lt AUIE £ £0] ofg] g A
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Table 1. Key Characteristics of NIST Cloud Computing

Item Description
On-demans Automatically prepare computing
Self-Service services

Broad network
access

User Platform Standard Mechanism

Resource control for wusers with
high privileges

Elastic characteristics of service
Transparent to optimize service
according to the service

Resource Pooling

Rapid elasticity

Measured service

ZeteA AEE Mu]A RHEL PagS(Cloud Platform
as a Service), laaS(Infrastructure as a Service),
SaaS(Software as a Service)’l QITH3].
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2. Digital Content Protection
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Table 2. Conditions for permission to use CCL marking

Use/Permission

Indication Description

Show Author and Source

Use for non-profit purposes only

Do not change or use in other
creations

If you create a new creation,
apply the same license

Table 3. Conditions for permission to use CCL marking

CCL Licenses Description

Author indication
(CC BY)

Author indication
-non-profit-making
(CC BY-NC)

Author indication-Do not change
(CC BY-ND)

Author indication-Permission to
change the same conditions
(CC BY-SA))

Author
indication-non-profit-making-Per
mission to change the same
conditions(BY-NC-SA)
Author
indication-non-profit-making-Do
not change

(BY-NC-ND)

2.2 Free-Use License
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2.3 Digital Content Management
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III. Digital Content Management
Techniques

3.1 System Configuration
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Table 5. Digital Contents Information

Name of copyright holder - Digital
Content Intellectual Property Owner

Name

Field name
Digital Content Manager

Copyright Registration Date
Initial content creation date
Content Form(Source

programming/video/image/text/voice)
Programming Language/Compression

Copyright holder

Registrant

Registration date
First Created

Date
Source Type

Cloud Computing
Server

>4

y..

]

Type/Configuration Format
Total Digital Content Capacity

Digital Content Source Hash
Value(SHA-512)
On-Line Protection/Off-Line Protection

Form of content
Watermarking application and

organization
Source Size
Hash value

Digital Contents Registra
Management Organization

Internet

i lsin

Writer & Creator

registration
CCL
Streaming and Downloading Services

protected form
Watermarking

Usage rating

Service Type

3.3 Digital Content Service Management

CJRR ZEA ALgA} AulA e o0t 2k
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g System Structure
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A2 et A
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o}_l_ 2717

AHIO A}%K} o]KL}

ARt 22 E 55
2Hx Yug 5251, Faec
=5 Mujasit), ZRI= #e] 9
ARERTOA] A A,
3.2 Digital Content Registration A
Ze9C AR AUAS U3 ONY BAEE AY  soa marjls
A} S BAo] ofs) AlZ) AL U] AAHO] 528 2 st ul Au]A 9alo] MFALS olx
L o= B ARXEAT BR), BYHAIE FRE S =5 Zeix= wejsh.
Digital Contents
User Management
Management Database
Database
Users e
au
ma
Ac

ERE)e} 2.
Table 4. User Information
Description
Content Registration Management
Serial Number
management
Users authority

Digital Contents servi

Registration date
Media access

Field name
Registration serial
number
date
Registrar Name
Contact
Address
Affiliation

Resident
registration

number

Digital Content Manager
Administrator phone number

Manager Address
Administrator address, phone number

Download service

Unique identification number
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Fig. 2. Digital Contents Service Structure

3.4 User Digital Content Access Control
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84S 1.9 AL 2T AulA FRS I AU
2 ZFAL T3 32 OAlg EUA A2S U AF
Axfolct

m User Ticket :

UserID+ Seed,,,,, [User Seriarnumber + UserID + Date Issue

+ Expiration Date + Ticket Verification Value]

AFGAL 18 L ALGA APE TE(UseriD), A48

of|A] AREAIOIA] Fofgt Al S (User Serial number),

2% E)7) WY (Date Issue), L3Pt E)ZIO] G&7|7t
(Expiration Data), E}719] a4 2 AN 7= XMd

(

icket Verification Value)S R1&rstil SEED ¢tss}h
nelsos Bl Aue gasisto wasith 70

E?:}Q‘ﬂ = User Serial number= TR|E ZHIA &
o2 et det Ao KHBE o] AANER ERAS AL
€2 4 Qe BEr FEHoh

Digital Contents Ticket

User Serial number

User Ticket Contents Ticket Serial number |
| User 1D | | Digital Contents 1D |
Encryption Encryption

User Serial number
User 1D
Date Issue
Expiration Date
Ticket Verification
Value

Digital Contents Hash Value
Ticket Issue
Ticket Expiration
Ticket Verification Value
Digital Contents Serial number

&

user

Authenticate access
to digital content

User primary
authentication

Fig. 3. Digital Content Access Certification Procedure
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m Digital Contents Ticket :
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IDD]’,gitalCOntents + Seed[Hash ValueDi,gi,ta Contents +
Ticket Issue + Expirationp; ., +
Verification Value p; 4., + Serial number q,,onis .
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IV. Analysis of proposed system

4.1 Digital content integrity and copyright
protection
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4.2 Managing digital content and user services
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4.3 Service Analysis
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V. Conclusions
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