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[Abstract]

In this paper, to verify the authenticity of UXxNB that assists terrestrial base stations, the solutions for
SI (System Information) security presented in 3GPP TR 33.809 are analyzed from the perspective of
UxNB. According to the definition of 3GPP (Third Generation Partnership Project), UxNB is a base
station mounted on a UAV (Unmanned Aerial Vehicle), is carried in the air by the UAV, and is a
radio access node that provides a connection to the UE (User Equipment). Such solutions for SI
security can be classified into hash based, MAC (Message Authentication Codes) based, and digital
signature based, and a representative solution for each category is introduced one by one. From the
perspective of verifying the authenticity of UxNB for each solution, we compare and analyze the
solutions in terms of provisioning information and update, security information leakage of UxNB, and
additionally required amount of computation and transmission. As a result of the analysis, the solution
for verifying the authenticity of the UxNB should minimize the secret information to be stored in the
UxNB, be stored in a secure place, and apply encryption when it is updated over the air. In addition,
due to the properties of the low computing power of UxNB and the lack of power, it is necessary to

minimize the amount of computation and transmission.
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2. Secret information leakage of UxNB
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Table 2. Comparison of secret information

Solutions Secret information of UxNB
Hash based Solution . None
#14
MAC based Solution | « Symmetric key used in MAC
#9 calculation : Kas
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3. Additional required calculations and
transmissions
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Table 3. Comparison of computations

Solutions UE gNB Network
Hash based Solution Tu+Te+ T T+ o+ Tu _
#14
MAC based Solution | ME : Ty" 10T ]

#9 USIM © Tp+Tw moT
Digital ~ Signature _ .
based Solution #20 Tv DSnF - Ts

Ty © Time for Hash function

Tv® : Time for Hash function needed if message is long
Te : Time for Symmetric Encryption

Tp  Time for Symmetric Decryption

Tm : Time for MAC

Ty : Time for Digital Signature Verification

Ts * Time for Digital Signature Signing
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Table 4. Comparison of transmission information

Transmission information
« UE—gNB: MIB/SIB Hash value
Hash based Solution | « gNB—UE: MIB/SIB (If the
#14 verification for the MIB/SIB sent
by the UE fails)

Solutions

MAC based Solution
#9

Digital  Signature
based Solution #20

* gNB—UE: <bsGKI, bsGNI>, MAC-I

« gNB—UE: Digital Signature

IV. Conclusions
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