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[Abstract]

In this paper, we propose a design of CCTV enlcosure record management system based on blockchain.
Since CCTV video records are transferred to the control center through enclosure, it is very important to
manage the enclosure to prevent modulation and damage of the video records. Recently, a smart enclosure
monitoring system with real-time remote monitoring and opening and closing state management functions is
used to manage CCTV enclosures, but there is a limitation to securing the safety of CCTV video records.
The proposed system detect modulated record and recover the record through hash value comparison by
distributed stored record in the blockchain. In addition, the integrity verification API is provided to ensure
the integrity of enclosure record received by the management server. In order to verify the effectiveness of
the system, the integrity verification accuracy and elapsed time were measured through experiments. As a
result, the integrity of enclosure record (accuracy: 100%) was confirmed, and it was confirmed that the

elapsed time for verification (average: 73 ms) did not affect monitoring.

» Key words: Blockchain, Integrity Verification System, CCTV Enclosure, Enclosure data management,
Monitoring System
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I. Introduction
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II. Related works

1. Smart Enclosure Monitoring System
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Fig. 1. Control process of smart enclosure monitoring
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Fig. 2. Operation process of smart enclosure.
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Table 1. Sensors record of smart enclosure. _Block number | [ Block number | [ Block number |
| Block hash }<—L| Block hash | [ Blockhash |
Name Description | 0x0000000-000 ] H Previous block gash | [ Previous block hash |
Door Door open state ‘ Nonce ‘ | Nonce | | Nonce ‘
Lock Lock operation state ‘ Merkle root ‘ | Merkle root | | Merkle root ‘
Eib Electric Leakage Breaker Block Body Block Body Block Body
e e =
Transactions Transactions Transactions
Surge Surge protector state
Heating Heating operation state

Fan Fan operation state

Temperature Internal temperature
Humid Internal humidity
Outlet Outlet operation state
Power Watt by outlet port
Shocklevel Degree of shock
Shocktime Timestamp of shock
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Fig. 3. Blockchain data structure.
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Table 2. Properties of public blockchain and private
blockchain.

Pr rt Public Private
operty blockchain blockchain
Data access Permissioned
. Anyone
permission member
. Permissioned
Anyone can join Yes
node
Generate block Permissioned
. Any node
permission node
Average
transactions per 5 ~ 40 TPS 1000 TPS
second
Consensus Proof of Work, Varies
protocol Proof of Stake
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III. Enclosure record management
based on blockchain

1. Enclosure record management system
based on blockchain
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Fig. 4. Configuration of blockchain—based enclosure
record management system.

2. Process of store and maintain of enclosure
record
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Fig. 5. Process of storing block on blockchain.
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Table 3. Structure of block.

Component Name
Block Hash
Previous Block Hash
Header Nonce
Timestamp
Enclosure ID
Body Encrypted sensors data
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Fig. 6. Process of generate block hash.
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3. Verification of enclosure record integrity
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Fig. 7. Process of enclosure record verification.
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IV. Experimental Evaluation

1. Experimental conditions
B AP 2R 7N AAIS U] A A5

- 2" a R (]
A Agete 224 A% APUL Ass] SAsteAl A

=S &5t ag4ds Bristal 2AE &5
7Hde BRIt A 42 AeAl CCTVEE #
AEE AT AteE A[OiRt eisto] AA| 30 &
AFtAl B9 SHTH2,19]. 2ol WAIAIRE 4AIZE ojufof] 19F
7HEE 15979] A7]Fo] ARE oM 724 4
S AP} A=A EQlste S shATH20].
}\1642 gqs]- E_Ej\.ﬂo] L% Table 44 /\}ok% 7}75_]
Raspberry PiZ AMS5t9l 00 2k=b|oF AHEHA 5102
AAJsto] Nodejs 16.13.1 S35 AHESIITH Ad=

Table 59] AFFo 2 Windows 10 21H2HA S AX|5}o]
Node.js 16.13.1 S3H&S A}%ﬁ}@‘q AR Al 232
Fig. 99} Zonf 100e] S5AI0 E(a)olA] AIARLS
7hastdal A(c)ollN 2748 45 23S AAIgE F A
o RUE(b)E S8 23 212 I
Table 4. Specification of raspberry pi.
Type Specifications
Model Raspberry Pi 4 Model B 2GB
CPU Broadcom BCM2711 @ 1.5GHz
RAM 2GB LPDDR4-3200 SDRAM
0S Raspberry Pi OS kernel v 5.10
Table 5. Specification of server.
Type Specifications
CPU AMD Ryzen 5 2400G @ 3.6GHz
GPU AMD Radeon RX Vega 11
RAM 16GB DDR4-3200 SO-DIMM
0S Windows 10 version 21H2
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+—(c)

Fig. 9. Experiment environment for enclosure record
verification. (a)set of 10 blockchain nodes,
(b) log file on server, (c) server
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Fig. 11. Average elapsed time of verification
of blocks.

Table 6= &%= 38 (confusion matrix)o] 7|¢

SAIE H4 2% A0 Uehd oz,
OFZET dAVI5s FAsHAL FestA 4
(TP: True Positives), @Yz ¥ A|71EL

m

g IS AxEtn AT A3

=Pl
A5t A& 91 =2 TN: True Negatives), @524

130K 150K

by number

2

st

-

3=
i

rE o
ol
> rlo

= =
s

9%

ia)

Y 2(FP:

False Positives), @Yx2d sA71SS F4oictl A%

74%?_} Y1 ~(FN: False Negatives)& O|F%

o] 471X HHE vlEtoR BAN WS APD
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3. Stored data management
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enclosure monitoring system and enclosure record
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