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[Abstract]

Naval CMS(Combat Management System) is linked to various sensors and weapon equipment and
use DDS(Data Distribution Service) for efficient data communication between ICU(Interface Control
Unit) Node and IPN(Information Processing Node). In order to use DDS, software in the system
communicates in an PUB/SUB(Publication/Subscribe) based on DDS topic. If the DDS messages
structure in this PUB/SUB method does not match, problems such as incorrect command processing and
wrong information delivery occur in sending and receiving application software. To improve this, this
paper proposes a DDS message structure integrity verification method. To improve this, this paper
proposes a DDS message structure integrity verification method using a hash tree. To wverify the
applicability of the proposed method to Naval CMS, the message integrity verification rate of the
proposed method was measured, and the integrity verification method was applied to CMS and the
initialization time of the existing combat management system was compared and the hash tree
generation time of the message structures was measured to understand the effect on the operation and
development process of CMS. Through this test, It was confirmed that the message structure verification

method for system stability proposed in this paper can be applied to the Naval CMS.
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I. Introduction
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II. Preliminaries

1. Related works
1.1 Naval Combat Management System With DDS
DDS(Data Distribute Service)EAl-2 Fig. 19} &2
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Fig. 2. CMS with DDS
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1.2 Hash Algorithm
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1.3 Hash Tree
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Fig. 3. Hash Tree
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HEX-BLOOMS x| E2l2 28517] Yol &4l

of she AFRY 7|9 LTS

1:1]— HEJ okO 7<06 o}

20| FQIX| 2olo] 87Kt o] Erfstct.
‘1

§ ABOl 2ET & YANT 224 oF A

T 202 T MM

EA 4&0l =7t

2. Purpose of Study
2.1 Behavior of Exist CMS Initialization
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2.2 Message Management Tool of DDS Message
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-Istruct SMsgHeader
long ulMsgID;
long ulMsglLength;
short unSendCSCI;
short unSendCSC;
short unSendCSU;
unsigned short unHWID;
EDomainID enDomainIndex;
EModeID enModeInfo;
unsigned long long 1llMsgTime;
unsigned long long 11lMsgTime_us;
; //@top-level false

unsigned
unsigned
unsigned
unsigned
unsigned

Fig. 5. DDS Message Structure Header File
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III. The Proposed Scheme

1. Generating Message Structure Hash Tree
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Fig. 6. Hash Values Per Message Generation Process
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2. Message Structure Integrity Verification

Procedure
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Fig. 10. Message Structure Integrity Verification Procedure
for Development
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—lstruct SW_ROOT_HASH_YERIFY_REQUEST

SMEG_HEADER

unsigned laong
unsigned long
unsigned long

stMessageHead:
ulswin;
ulSWRootHash[4]:
ulAl IRootHash(4]:

-istruct SW_ROOT_HASH_YERIFY_ACK
SM3G_HEADER

unsigned long
unsigned laong

stMessageHead:
ulEWI0;
ul¥erifyResult

-istruct SW_MSG_HASH_YERIFY_REQUEST

SMEG_HEADER stMessageHead:
unsigned laong ulEwI0;
unsigned long ulMsgCount:

ungianed long ulM=alDHash[1000][5]:

Slstruct SW_MSG_HASH_YERIFY_ACK

SMEG_HEADER stMessageHead:
unsigned long ulsWID
unsigned long ul¥erifyResult
unsigned long ulMsaCount.

unsigned long ulDeserializeMsglD[1000];

Fig. 11. Verification Request and Response Message
Structure

IV. Software Evaluation
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Table 1. Test Environment
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Fig. 12. Test Environment
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Measurement
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Table 2. Message Structure Verification Rate
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2. CMS Initializing Time after Applying
Integrity Verification
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Table 3. Compare time to CMS Initialization
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Table 4. Compare Time of Hash Tree Generation

_ Exist Proposed
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Time of Generation(sec.) 3.73 sec. 4.11 sec.
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V. Conclusions
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