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[Abstract]

In this paper, we propose a base address candidate selection method using the $gp register and page
granularity as a way to build a static analysis environment for firmware based on MIPS architecture.
As a way to shorten the base address search time, which is a disadvantage of the base address
candidate selection method through inductive reasoning in existing studies, this study proposes a method
to perform page-level search based on the $gp register in the existing base address candidate selection
method as a reference point for search. Then, based on the proposed method, a base address search
tool is implemented and a static analysis environment is constructed to prove the validity of the target
tool. The results show that the proposed method is faster than the existing candidate selection method

through inductive reasoning.
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I. Introduction

A2 AR FAEA 7= Ut dyde oplE
A 71a9 HE 2 ohoFst [oT(Internet of Things) 7171
o] FUAog ZIIIAHA[L], AHHE 77le5 WL
23h HobAel A ®et whar Fokskal Qlok. o2t
HYE 7PE2 7171 Fe= Hsh 4%t voldael
Helol S sl FLaH

"ol O deide 71719 2& /45 AN +5
AZ17] Slg= 1 Aoz sitt mebA 717l W 71s A
3= flgt voluelEat AFE HolY &, 717] a2 ¢
gF 2= i Q452 2gst At} 5 AR ol2fst

A5 5, BN o7 oF8 JhESh FoF Q455 HES)

FEZ) Wiro] 5, dHHE Ao it 345 &
5] Almskal ITH2]. ol2iet FARERREY 45 Y
Azl fside Blolol digt dwA(Reverse
Engineering) 172 YIEA] o2 gt

Belo] oA o2 SF/Y vrolye ojulx7t IAZ
1j7)(Packing)dl FEIE AT TEbA AT oJu]A]

A2 A A BAsP] HeliMe =01l Eelof
Ulo} 2A1 ti oJulx] & 1p7do] 4daiE]ofoksty, 4]
g1 olulxe) A4 & 252 flsliMe 71 71 E
ol 24 A oJufx] FEL3E ARESte] "ol W
ojtlflgg v H £ 4 ot

&9 olux|of gt FAEA F1ES HshME
O olufx|9] o |HIR] AJBe}t B0 o|ulA] Hjo]A &
A(Image Base Address) AHE -2 i}

oju]x]e] of7|ElA 7gHo} -, oo A= UH ¢
of FAEA AMES B9l E5E 4 o, oJulx] o]

F20] 4% F-E=ZH(Bootloader) Ulof EfstEz
7oz BERY olu|AF AEste FAshs e
Teg it mapa o]ulx] Ho]A 4o Oigh S92
AR Aol 2 F2of AEste S¥shs 4
o] Jlt}. 224 o] F siFstiAlee =Eee A0
MSHA] itel AZdol.

2|2 ol2igt o222 siAst A AT olulx] Wi
AU R4S FEsto] BAUNY HlolA F2aF Alsog
st Aot wEEolc4)
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3 AP AIAL A7) B 3 2 =Bl AHSE Tl AP
of sl A7hstin, 3ROl E70) o] AR o]
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o At Aol e =S BEslol AR
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II. Preliminaries

1. Backgrounds

1.1 MIPS Architecture

MIPS o}7|Elx|= m}o]mza}o]d(Pipelinine) 882 =+
ekl ojgle =xoz  AAE  RISC(Reduced
Instruction Set Computer) 8/219] o7 |&lIX 2, A 7}K]
AR 3719] FPol NIERZ /. W0l NES 2
71 oPIEIX9] 1 word F7]of] 17JE]H, MIPS32 7],
4-byteo] Y A7]0] A] 71| ElRle] Fol2 24
ot 7} efl2 820 met R-Type, I-Type, J-TypeC.2
T 6]

3 26 25 21 20 16 15

i 001111
| (opcode)

Immediate

31 26 28 21 20 16 15

001101
(opcode)

Srs $rt Immediate

ori |

31 26 25 2120 16 15

100011
(opcode) $rs | $rt

Immediate

b € b 3 | el

31 26 25 2120 18 15

001001
(opcode) Srs | $rt |

Immediate

Fig. 1. I-Type instruction in MIPS architecture

Fig. 1.2 MIPS o}7[81x|9] [-Type B30l +2& Y
B Zlolti{4]. I-Type?] B¢ & AUFAE A5t
0 AFREl = o] Bl o®, 32-bit HXAH U AR
W= Adsh] Y3t vl 7R BEol= /=0 Qlok of
d EEole Y 16-bitg sl st HRol luiet
519] 16-bits AAsk] Hst Al 71X g0l lw, ori,
addiuz =t
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1.2 Image Base Address

olulx] o] A FAL 22 30) 2 Al ) 542
HEP] it N1E Faem, Bl ojujxle] Al1He
(Segment)7} 2 EE]= W24 A YR ofugict.

Adutdl o 2 ELF(Executable and Likable Format),
PE(Portable Executable) S} 72 Al 3ulio] Q.
S ol 1] ol Zao gt T Eate]
o} Qlof P (Linker)7} st} Ulo] HHE 3o} N IHE
£ dlz2] Wojl vixIstcH7, 8].

PG E Fu]of] AR Rl = Belo] o] He, FERY
(Bootloader)7} o 22| Ujof] Hlo] o] x]& ZEsh= &
&2 it} et RERHE FA6HH, tl2a] 4 ool
7h 22 91719 Hlo| 4 £ HSE 4 ok, Tei
ol MERD BAMZ 93t 271Ael Al sesi

_l

o

Memory Memory

o { _-l

Reserved

Base Address

Fig. 2. Utilize of a base address in firmware

Fig. 2.5 Helo] ¥lo]A 542 H8sto] HrjFa o
oo skt WS LR Zlolc. tl2eliel A 9
xjofl 2517] 915 Welo] Hlolx 542 sjFoR T
U Qmae JhIstel MohEAS AL Tabd Hol
2 a0} RSP YRR SFck AR 49 A,
AR AEWAE THEA gk, B4, BAKE S
240] gt Rl Btsic

oL

M

j|

s
Mo

1.3 $gp register

$gp 2K AEIE A BlojEo] gt &2 A] 7]%0] &)
FAE A SE2 AR, AUFAS iy 2
x|2Efe] ol Zhibstol Ar) 242 AHEeb] 9ol AHE
th. ol sdll AuiFrazo Juirs FI2 7HssH

=

rlr

rob i

MIPS32
Memory Layout

$gp regi

Reserved

Ox00000000

Fig. 3. location of $gp register in a firmware

Fig. 3.2 MIPS HeJojo] wlza] JH= HeRd Zlo]
t}. $gp XA 32 A Hlo]E o] JF JFof Ex|
si, she] 7hat I A FolE: E8, 0| 64KBO
FAof tigh whe Fd2 Aldgtt

$ep ARIAEE AHERE Hlol8 2 WAl(gp-Relative
Addressing)2 MIPS9] ECOFF(Extended Common
Object File Format) @Al R|ASHCHI.

2. Related works
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A ZAE 5
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o
)
=
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41°
ol
p——1
I
1%
Pa)
15
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>,
()
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o ©

Al 201090] 2aE Ate[10]0] T2, of4d RAW
glojja] Uof EAflsh= wtole] Afufr], &7]3 Hm
Blol2, A1 Holg 8458 &8olto] Aoiza U9
24 oA Al Ujof] L3 Hjo]A A FEoh=
W Aot 2eju of2{gh YHE2 FAA] &
A 3ol QESIEE Ho]A A AN ARTY] AW
AR & gioh

ARM 719te] Hejol5 Ty 3t Ho]A A A7
AFEst Aol A9, wello] U AdiRAS 71 94A5S
Z8sto] Hlo|A FAE fFche WHE0l AAEQIC
T2 i AE0A AR A E|o]E(Jump Table)
4 Literal Pool?] 7%, MIPS o}7|E1x] 7]4te] eljof 1
o= ot aaso] EXsHA| Aot oid 845 &8
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4 QiTH11, 12].

512 MIPS 7]ute] Bl Clgos o wlo|x Fa
48 K55 Yl B, 9T 225U
A Wlo] 2 Za ] WS AFERICHAL 2
of7|EIR] 7I8te] HFelolE gz FAME
AAsk= Al 7FK] Wagdo] A, lui-ori, lui-lw, lui-addiu
o Bl R4 4ot} KA S IR} W F4
OIS molie). moldh £40] W "olA Fi &
Batolg} s, AR FadN uAls FE5H
ofst oz Algac

Aoz zetd oAl &5 9ot W
AtEo] Fa0A Hjo]A A HIS A|QJsh= Y
AFGRICE Blol2 F4 FHFL 1-byted] o], BAIY
A0 FA0A Ho]A Fag HlOJRh H, QmAlY] SR|=
Bost Ol YAl €8E wAtEo] EXfsk=AIE
ick, 9T BXBE 1)1 e P8 g

5 djo]A 24 SHPOR A 9]
29 o]~ a4 SH AE “J‘?j% =2t $AL77}
Al Wlo] A i AES 2BTORM, HolA Fh FHF

BAlol woeh AlRTo] Atk To] EAfRIT

19 o Ao

III. The Proposed Scheme

3.1 A firmware base address searching
method using $gp register

2 =2oAE 7|E BAl Aria 57 2 Bl A
%2 7k MIPS Hglo] lo]2 4 Aol o] 2
AHE 714 i Wie 7INEe 2, $gp XA a4
9 U Holx] it Zhe Mgt vola Ao AU
Akt
0M: 00000154 ¥
0M: 20000184 3C 1C 80 2A+ 1f $gp, ©x802A3960 # Load Immediate
0M: 00000184 27 9C 39 60
0M: 0000018C 03 £0 00 08 ir $ra
0M: 00000190 00 00 00 00 nop
0M: 00000194 #
0M: 00000194 3C 08 AQ 00+ 1w sto, NNDERRDNN -
0M: 00000194 8D 08 00 00
0M:0000019C 03 E0 00 08 jr Sra
0M: 00000140 00 00 20 00 nop
0M: 00000144 =

Fig. 4. Utilize of $gp register in a fimware

$ep K| AE] B4 gk
H]—/\IJ_} 50]0} [-Type D(:)]E(:)]
o Al 7FR] ol Aol ohigt

= FO 3JIESF A
q —r‘i %I\E g—!ﬁoe _'__0]

7)E =20] 2xjdo] EA]
, lui-ori, lui-lw, lui-addiu
ANE Soll T 2lxIAH

fin) r°“ 2 rlo

Fig. 4.9 20] $gp 2RI 2Ele] 7o e A 5o
080243060212 EHIT 4 Stk ool Fat HohR

2 U] 48 she] THF &2 T BYolz F2op|
ol 2] Fao] ejg 71
Mol 548 7ldoR, 7t A

TAA FE= o] Ro{A Qlot.

Base Address $gp

text

.data

N 4
Start « (Sgp-filesize) End : $gp & OxFFFFO000

& OxFFFFOG00

OX1060

el text

.data

Candidate_Base[0]
Candidate Base(1} ' |
Candidate_Basef2] /

Candidate Base{N]

Fig. 5. Detection Flow Using $gp Register and Page
Granularity

Fig. 5.5 Sep 2lx|2Eol Holx] YYES a3t v
o2 Zi TAo] 522 et Zlojck o] Wl
Belo] A7) olox|o} 2712 s olulxlolA Aelat 5,
RIHE] 5 x| FAe7] S, 5t9] 2-byteS of
27 3 FAOMNE, Sgp eRlAEe] oA )
2-byteS UFA7) 3 FAVIAIS HlolA Fa ZRT @AY
Hol2 AFB3ITH6). ol Fa vlol A Favt matE £

o] QJx|2E] A $gp AKX AEF AT 4 Q= ]—,m
E JRIIR|7} ZAa74A0] Wojrt =t

Hlo] A Z4 &AL mo]x] YAlE T2 48gstct. o]
L yo]A FAJ} N|IHE Tholg Aagjog 7o) &

Hao] AA @9l molA] s T AN e
2 elo] 7155}7] mlRolc). Ho]x]e] =7]= 32-bit 7]
& AT 99 4KB(0x1000)7F HTH5).

3.2 Development of Image-Base address
detection tool

oju]x] ¥o|A ZA &A] £t 7§ Python 3.10.6S
ARgsto] TSt o, 52 flsliMe siAlE B
Uio] 24 ofujx]et i At 7i4E BRE it
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31 26 25 21 20 16 15 0

i 001111 00000 11100 :

J ] (opcode) (S2er0) Sap) Immediate ($rs)

3t 26 26 21 20 16 15 0

001101 11100 11100 "
ori ] (opcode) (Sap) I ($ap) | Immediate ($rs) [
3t 26 25 21 20 16 15 |

100011 11100 11100 :
w l (opcode) (Sap) ] Sap) | Immediate ($rs) J
31 26 28 21 20 16 15 g

. 001001 11100 11100 i
addiu (opcode) Sap) ] Sap) | Immediate ($rs) [

Fig. 6. $gp register instruction in MIPS architecture

Fig. 6.2 MIPS op7|€l% 7|8t "ello] UjojlA] $gp 2]
AF 24 AR FPo] AEo| AR Rl HHolEE UE

Wl 71olct $gp R AEQ] F4 ARIS 9JshAl: lui $gp
immediate®t 0] &= A 71X HPolg2 AESIT

BEole] AEE slig B0l AEL2 7IE =79 &
SYsiti4].

$gp ZIRIAEQ] ABE 95l A 2-byte 7|%, 0x3C
0x1CE 7|&o=r &o| &= M 7HA] 8ol ori(0x37,
0x80), Iw(0x8F, 0x80), addiu(0x27, 0x80)cf Tl =
o}Z Attt 16-byteo|Ujof] sl & o17F AT, o]
£ & P30z wHich

O Fig. 7.2 =4 A9 555 YERd Zo|t}.

AFel 7AM oty a|En

EMi4 00|
jEE 2xE U

l ——

Mol A e ¥ :
Start = ($gp-filesize) & OxFFFF0000
End = $gp & OXFFFF0000

i

>

opA7) € ) UoIAl] dlojx F4 FR
O]K] /\OE Ed'r]i /\oﬁﬂq 7—]1\H4] }\]N—J_}
Sep RI2ElS] Za glold BACHA ojolx|o] 3]
Alelatn, 513] 2-byteS 0127 3 Gl RE] Sgp 2]
~E9] 519] 2-byteZ kA% 3 AHAlolck. ST Fak
oIS B4 FUT HBE A weD} S0, o127 @

40 5t9] ZANE] 9] FA7H7] 0x1000 BlolE4 7}
*PG}OEI dlolx F4 FRTS AhEFich AEd do|x &

38Z 5 dolx 24 MY e Bxjdel g £
L0 9170 F42 AT T, AT 01A0] B2
BRI 9ol9E BUStE YUE NeT ol ]
£ =RoHo) 2 AF o)y LueiEe
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A
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IV. Evaluation

4.1 Base address not set state

$gp XA 4 Ghg ARESH Hjo] A
0] HlAES JF)A TAK] A9x|0] Hejlo} S MAIsHY
on}, A 242 9l IDA Pros AMgaIirh

Za WA &

Candidate_base[i]= Start + 0x1000 * i

End2| $1%]0j|
Eg¥EN

Iui 1% ¥, 4-byte HT!

XEE 4 U3 EXES HR

i

49l 5702 I HE HlojA Fa FY

$gp X AE{Q|
HHO| % (ori, Iw, addiu) 1 7t?

12-byte O|LHQI7}?

Sop HIXIAEZY EF —

Fig. 7. Run flow of the detection tool

Sep EIRIAE| Z4 gk A ololxle) g Ay
A SR dbyte Sl 2 & ooml SIS
el ol 92 3 S

60008974 00 43 20 21 addu __ $ae, $ve, $vi__ ¢ Add Unsigned
02008978 3C 03 80 22+ Tw Svi, _ # Load word]
00008975 8C 63 34 80
00008980 00 60 10 21 move  $vo, $vi
00008984 00 02 10 80 sl sve, 2

00 43 10 21 addu  $ve, $vi
0000895C 00 02 19 00 sl $vi, $ve, 4
00008990 3C 02 80 32+ 1 $v0, 0x803180A0 #
00008990 24 42 BO A0
00008998 00 43 10 21 addu  $ve, svi # igned
9000B99C_AC 82 00 00 sw $ve, 0(sa0 Word
[0000B9A0 3C 03 80 22+ Tw SV1, ﬁ # Load Word
0000B9A0 8C 63 34 80
00008945 00 60 10 21 move  $ve, Svi
0000BIAC 00 02 10 40 sl $ve, 1
00008980 00 43 10 21 addu  $ve, $vi
00008984 00 02 10 CO s11 sve, 3
00008988 24 43 00 08 addiu  $vi, $ve, 8 #
0000B9BC 3C 02 80 34+ 1 $v0, 0x80342694 #
0000B9BC 24 42 26 94
000089C4 00 43 18 21 addu  $vi, $ve, svi
000089C8 24 02 00 01 1 sve, 1
2000BICC_AC 62 00 00 sw $ve, o(svi Store Word
[ee0eB9De 3C 03 80 22+ Tw Svi, h # Load vord]

Fig. 8. Base Address not set statement

Fig. 8.2 241 o Belole) ob]eln gug
3, "YJjo] Hjo]A A4S F7]AFERQ! 00000000002 A
Astol HAEA THL 15T Zolk. o] B, YA
o BT BIY 2 T 2950 Yot )

L5 fE
= =
F4 o] B2

AR5}

A
e

4.2 Tool testing
$ep RIAEIY) i ZES ALGSH W0 A Fa TR £
0] ehx] A} Fig. 9.0 UER vfe} 2o ehxjg vo] A

ZaE 0x800100009E AT 4 9l

o]
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> n.py =t ./TARGET FW/TPLINK WR543G.
tra(ted’S-lBS fw J/TARGET FW/TPLINK WR543G/2008;
big
[#] Target image :
cted/54B5
[#] Target Firmware Size : 1048196-bytes
[#] Finding $gp register value...

- $gp : 0xB8223060

- Range of candidate Base address :

/_wr543gv2-en—up.bin.ex
-up.bin -w d

« /TARGET_FW/TPLINK_WR543G/20681013145812/_wr543gv2-en-up.bin.extra

0x80010006 ~ Bx80220000

Num of String
Firmware Size
Num of Matchil
Extract Strin
[=] Matching rate
- 0xBeA100Rd : 9
-~ BxB@Ab20Ad : 338
-~ BxBO1b508|
- BxBeAT9000 :
—+ BxBO12B0AD :
[!] TIME RESULT :

10.179567898617554

Fig. 9. Results of running the implemented tool

HS3 Wlo]a Fab FHRA

b i |

£9] IDA Pro9]
'Edit-Segment-Rebase program' 248 35| tjAf o]o]
x]9] A&k stof =felgt 4~ 9o, Fig. 10.1} Fig.
1.2 35 =715 Fofl dojdll vlo]A a4 A AL Hel
o oJujx] Y F2AR 152 YERA o]

byl R BaRoR TUEE 2T 4 o

o
Ae x4

o}

[coDE: 80018978 3C 03 80 22+
|coDE: 80018978 BC 63 34 B0
lcooe : 80018980 00 60 10 21

,_dword_80223480

ve, svi
|coDE : 30018984 00 02 10 80 2
lcope:80018988 00 43 10 21
cooe : 8001898C 00 02 19 0
lcooe 80018990 3C 02 80 32+
|coDe : 30018990 24 42 Be Al
[coDE:80018998 00 43 10 21
lcODE :3001899C AC 82 00 00
jcone : 80018940 3¢ 03 80 22+
IcoDE: 30018940 8C 63 34 80
|coDE:800189A8 00 60 10 21
|coDE:800189AC 00 02 10 40
[cope:80018980 @0 43 10 21

|cooe : 80018984 @0 02 10 Co s11 o
[CODE:8001B9B8 24 43 @@ @8 addiu
[CODE:8001B9BC 3C 02 80 34+ 1i Vi
[CODE:8001B9BC 24 42 26 94
lcove: 5001894 00 43 18 21 addu  svi, $ve, svi
[CODE:8001B9C8 24 02 20 o1 1i sve, 1
|CODE : 8001B9CC AC 62 @0 @0 SW $ve, o(svl)
JCODE : 30018900 3C @3 8@ 22+ 1w $vl, dword 80223480 I
Fig. 10. Cross—reference recovery through base address
revision
[l a1 53]
sub_B@838e34:
var_lé= -@x1e
var_C= -8xC
var_8= -8
var_s@= @
var_sd4= 4
var_s8= B8
addiu  $sp, -8x3@ # Add I
sw $ra, @x2e+var_s8(%sp)
sw $s1, @x28+var s4(%sp)
sw $s@, @x2e+var_s@(%sp)
move %51, $a@
jal sub_8@1C1734 # Jump And 1k
move $s@8, $al
move a3, Fve
move a2, =8
move %$al, $sl1
1i $a@, aErrorDSErrnol # "Error =%d % errno:&dh,
sw $zero, @x2@+var_18($sp) S
sW $zero, ex2e+var_C($sp) t
jal sub_881C679C # Jumg
sw $zero, ax2e+var_3(%sp) or
Iw $ra, 8x28+var_s8($sp) # Load Word
move $v@, $s1
Iw $s8, @x28+var_s8(%sp)
Iw $s1, ex2e4var ;4($sp)
jr $ra
addiu  $sp, @x3e Unsigned
# End of function sub_

Fig. 11. String matching to check for a base address match.

4.3 Result of comparison with previous research.
& ROUAE LS =ete] g8/d v]wE sk 7
&£ ZAIE Auiz4a s/ ¥ #AE A& 719 MIPS
Hlof Hlo]A Za AdEHRA AR U85 HiEoR
£72 TSk, AEAPE 2] k2 A 7}K|9] MIPS
ool o2 wlo|A Fag Mete AZH 54,
T2 ¥ wske AlES xIs)stoIct Al3iE)
Pro 10 30], 32GB &7ojA AFL xIsys
9oj= Python 3.10.6& ARg-stict.

Table 1.2 $gp 2RI 28] 7]¢t Holx] YA 9] ]
Zo W =0} 7|E 47191 2 Arsa 5
% BAG AE 7]9 MPS Helo] Hlo]A Fa Aot
yjelo 2 135t ;qurxa =29 Es5 2xtd oAl o)A
7o S 5 7to] B82S ulmet olck 2t Helol
56.2KB, 2.66MB, 4.24MB

o]A

S$AS
=z'o=
7¥7¢

olujx|e] 2717} chE 2

|

olof, THY w7o ¥ Fa ojy 2ride] A4
10,000715 AM&SIGILE ojn) 71& A7E vjgo %Loﬂ
¢ =72 A B A7 st ©7E Bef gk

Table 1. The execution result of tools

Model Base Address A B
IPTIME 6.25 0.15
N604R 0x8040000 min sec
TP-LINK 296.33 9.89
WR543GV2 0x80010000 min sec
LINK 1261.23 478
DIR822 080000000 min sec
e 71E dpol 49 welelel 2lo] ujefate]
Hlo]A Za o] £QE)E ARlo] RejulslA] £7iet
2 o 5 9k ol T Hlo]A F4 SR A A
22 Soll PAj9] WelZ ojulx| Ujo] Bxlag it o
o] TIAIACT A w2 Ho|A 4 SHIZS =&
ol & Qloh= o= Qlal AT ofulA] FAIE Tl
02 2RI AL S3sIop] ThEolt) 71E E3E A}
goto] vlo]x Zag Awsied] ZAele AR 77
6.25%, 296.33%, 1261.238 072 3% T 1= J|& &
:rLg] 1‘\23(134/\]7‘_} EHH] 4 T+ 99.96% _1_501:1&0] 0101 oo 9
Itk o] F Bl 7IE ==ollA AAIgH o] tjy]sto]
Ho]A A MEo] Aef= AQAR] &r|Mos T
=2 =eld 2 ok
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V. Conclusions

2 AlN= MIPS o7 [FA 71t Hellolg tiido=
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