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[Abstract]

Radio waves must pass through the unstable atmosphere for successful wireless data transmission
from space to ground stations. Data link algorithms required by the International Space Data Systems
Advisory Committee (CCSDS) must be capable of detecting and resynchronizing cryptographic and
receiver-side errors. However, error recovery is not part of the CCSDS requirements. This paper
proposes an algorithm that enables robustness and error recovery against various noises. We
experimented with environments such as Gaussian, Salt, Pepper, and S&P noise through noise reduction
filters, filters that improve sharpness, and EDSR. In addition, we compare similar algorithms SES
Alarmed and DSES Alarmed.

» Key words: Data link, CCSDS, SES Alarmed, Recover noise, Reduce noise filter
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I. Introduction
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II. CCSDS Protocol Structure

1. What is CCSDS?
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Fig. 1. CCSDS TCP/IP Protocol architecture
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2. CCSDS link encryption issue
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Fig. 5. Experiment result of Anti—-Shear attack[9]

Fig. 6. Gaussian noise experiment result of Anti—noise
pollution attack[9] (a)var=100,(b)var=1000,(c)var=10000

2. Suggest New Idea
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Fig. 14. Compare Noise Image and Recover Image

IV. Conclusions
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