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[Abstract]

Finite field arithmetic operations play an important role in a variety of applications, including modern
cryptography and error correction codes. In this paper, we propose an efficient multiplication algorithm
over finite fields using the Montgomery multiplication algorithm. Existing multipliers can be
implemented using AND and XOR gates, but in order to reduce time and space complexity, we
propose an algorithm using NAND and NOR gates. Also, based on the proposed algorithm, an efficient
semi-systolic finite field multiplier with low space and low latency is proposed. The proposed multiplier
has a lower area-time complexity than the existing multipliers. Compared to existing structures, the
proposed multiplier over finite fields reduces space-time complexity by about 71%, 66%, and 33%
compared to the multipliers of Chiou et al., Huang et al., and Kim-Jeon. As a result, our multiplier is

proper for VLSI and can be successfully implemented as an essential module for various applications.
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I. Introduction
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II. Montgomery multiplication on
GF(2™)
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III. Proposed Montgomery Multiplier

1. Proposed Montgomery Multiplication Algorithm
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2. Proposed Montgomery Multiplier
oF AollA Aoket BN AV ol gste] K WA

3 AR Eﬂﬂal TS Addct Al (173
(18)2] et D' Ao WH 2 Aol Fh53ict. of
£ A2 1to] dlojg] ejEyo] ERsHA] ¢l7] mgolct.

£ =20 IR0 i 1-H]E A ARFE oojgict.
Fig. 13} 2= 7170 GF(2')9t GF(2°)golM Aetste
game] F1e) stegol Fasolnt GRE™)olA
woF mo] Lol FAZIE 0.5m° —mZ) UV, m
N U7, mole) v AR pdEnt wer mo] &4old
T 0.5m* —0.5m7) UDA, m7Re] VAR 14
et

0 &810%%0 & A AE20 h &0 & &30t ) &40, 810 BA085 0

NN TN
SRV EVEYE
I T s T T
psoee ] e | ow e 5

1] 11 ] 1] 1] 1]
v

l ! i }
So St 55 Sz
Fig. 1. Proposed Montgomery Multiplier over GF(2*)
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IV. Complexity Analysis
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Table 1. Comparison of architectures for multiplication over GF(2™)
L . Kim-Jeon [10] Proposed Multiplier
Multiplier Chiou et.al [7] Huang et.al [9] oven m | odd m oven m odd m
Area Complexity
AND, o2m?+2m o2m? 2m?+2m o2m?+2m 0 0
XOR;, 0 2m? 2m?+3m 2m?+3m m m
XOR3 m2+ m 0 0 0 0 0
NAND; 0 0 0 0 2m? 2m?
XNOR; 0 0 0 0 2m? 2m?
Latch 3.5m%+3.5m 3m? 3m?+4m 3m?+3m 3m?2—m 3m>—m
Total
Traneistor | 117m+117m 126m? 126m2+168m | 126m2+138m | 90m>—30m 90m2 —30m
Time Complexity
Cell delay 0.19 0.15 0.15 0.15 0.14 0.14
Latency m+1 m 0.5m+1 0.5m+0.5 0.5m+1 0.5m +0.5
Total delay 0.19m +0.19 0.15m 0.075m +0.15 0.075m +0.075 0.07m +0.14 0.07m +0.07
AT Complexit
AT product 22.23m® +44.46m* o 9.45m® +31.5m* | 9.45m*+19.8m’ 6.3m* +10.5m* 6.3m® +4.2m’
+22.23m +25.2m +10.35m —4.2m —2.1m




74  Journal of The Korea Society of Computer and Information

2421 XOR A0, 2-92 XNOR APE, ¥ D Y28
(flip-flop)o] At R|A A7 ZF2F 0.02, 0.03, 0.04,

004, @ 0.08 ns oJtft. Z, Tyanpy =0.02,
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Txnor = 0.04, Tphpp =0.08, o714 Tea TS M
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L 90m?—30mo|t}. Chiou 5 [7], Huang S [9],
Kim-Jeon [10] &9 ESHXIAEH 7JREx ZH2F

117m* + 117m, 126m*, 126m”+ 168mo|u, A|tgt
Mo]-Al A= ofol= olofl BIal F 23%, 28%, 28%

FAN LY
Chiou < [7], Huang < [9], Kim-Jeon [10], Aot
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TA ND2 + TXORQ + TDFF‘ TVA ND2 + TXVORQ + TDFF
olt}. Chiou 5 [7]7} Huang 5 [9]19] A|A AR 242t
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ojglo]= Chiou £ [7], Huang < [9], Kim-Jeon [10]o]
ylal] oF 63%, 53%, 6.6% 7FAst3ict.

Altet Ajo]-Al2F3] of2fo]e} Chiou -5 [7], Huang
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(AT complexity)S 8]uws}H, Z32F oF 71%, 66%, 33%
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V. Conclusions
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c}. Aotst 4 12]5S 7Hto 2 Mo]-A|AEY] FA|S
AABIGCE Jal1 7|&E9 ZAY|Sat Fokst 2Al719)
F BT 9 A ARK vlwst SAEACE 53t

SAEE of 23% ZASKIL, ASREL oF 3.3% 2

r
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087 A1 B 7158 7HE TR 1 AL 7
E AWIEEY =2 B52 71 & ok EFF Al
e o LA ikt o] deshyt o F Y FEoA
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