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[Abstract]

In this paper, we propose factors that make log analysis difficult and design technique for detecting
various objects embedded in the logs which helps in the subsequent analysis. In today’s IT systems,
logs have become a critical source data for many advanced Al analysis techniques. Although logs
contain wealth of useful information, it is difficult to directly apply techniques since logs are
semi-structured by nature. The factors that interfere with log analysis are various objects such as file
path, identifiers, JSON documents, etc. We have designed a BERT-based object pattern recognition
algorithm for these objects and performed object identification. Object pattern recognition algorithms are
based on object definition, GROK pattern, and regular expression. We find that simple pattern
matchings based on known patterns and regular expressions are ineffective. The results show
significantly better accuracy than using only the patterns and regular expressions. In addition, in the

case of the BERT model, the accuracy of classifying objects reached as high as 99%.

» Key words: Log Analysis, Pattern Recognition, GROK, Text classification, BERT

(2 9
B owRAE 21 BAS oA she 2918 Adshu o]F BAe) £&E Fi 22 ) o
g A QA NS AR Qe T ALMA Rai el wF AL A /)49
79 2 deleolt waoli 8% Aurt ol Tguel A 2 pAdoR W
T2 7] wiEel 21 Wl & AH Ves HAHH R AEA77] offHrh 2 24
< Wellshe 8.4+ file path, identifier, json & TH¥g ZAA|o|t). o]elgh Aol tjgh BERT7|HEE]
AR 94 LuelEe WAL AN A4S FRaT B 2Dl AT AW o Fuels
& MAe) o), GROK A%, 1ol AT FEAe] APt A1Ee] el Aen 37 EEA
& 7IWro® gk ek siEd wio] A olA] Frie e G 5 U 1 A V)E @
W3 47 FAAWS AHESE At BH U AREE wolEth e BERT wdsl 4

A2 A ol9]e] AAE ek ASETF 9%l Bk Ale S 5 vk

'»
2
b
Hr
ix
=
rm

OlA| GROK, EIAE H2 BERT

e First Author: Jiho Ju, Corresponding Author: Byungchul Tak
*Jiho Ju (jihoju@knu.ac.kr), School of Computer Science and Engineering, Kyungpook National University
*xByungchul Tak (bctak@knu.ac.kr), Dept. of Computer Science and Engineering, Kyungpook National University
* Received: 2023. 01. 16, Revised: 2023. 02. 02, Accepted: 2023. 02. 06.

Copyright © 2023 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



90 Journal of The Korea Society of Computer and Information

I. Introduction
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Table 1. Different Path Structure for each 0OS Table 3. Filepath Object with Variable
Directory Filepath Object
o= Sl separator SEnlEs "{{JAVA_HOME}}/bin/java"
Unix(incl. Unix shell / “/home/user/logs _ "{{PWD}}/tmD"_ .
mac0S) she /hadoop.log” $JAVA_HOME/bin/java
e | hd "$HADOOP_HDFS_HOME/share/hadoop/hdfs/*"
.\uizr}o(;%S\ ° "{{PWD}}/__spark_conf__/__spark_conf__.properties"
cmd.exe / or\ or
userfogsihado | g =20 280l K] Qo] Bag 71aE Bt
Microsoft op.log
. A Ao B X ATREH=
Windows “C:\user\logs\had - 7H°H:’} 3 Oﬂ 11_ © ﬁ:rLOﬂ 1 7H°}1_ Date,
oop.log” Time, URI, IP, Filepath, JSON Z8x] 1Al 7148 A7lo
Powershell / or \ or R 2 u 7(47(40
“\\home\user\log A 7)E et vjwgth, Je2ja 2 ASofA ZaA s
s\hadoop.og” | T} Filepath Z4&] 914 Hetw b4y Qs A &3t 2

Table 2. Object Similar to the Filepath Object

Type Object
"/v2/metadefs/namespaces/0S::Compute::W
API "
atchdog
API "/s3tokens"
API "/ec2tokens"
API "PATH_INFO: /v3/auth/tokens"
API "SCRIPT_NAME: /identity"
API "GET /v2/images”
"ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQDF
FhOE6Qp 10PVgucRavRsx1riSiViottcZSMAQ;]
ER2XD2/pLs043WwCeSoVHuv6GvOkztrOcel
C98ItMrDbhl8Vn2gGQAKVTL8+DiaoGXIxrNé1x
RSA Key YSqFT748RhCX00mMtdkBUBMSKGD4+/fIWYCy
X02GHMpE3zatYeOUBK6RVVBmMfKHvs+nI/xS
w+Pc9 1rCKw+2/vNv2j56rWbE6Zr0Ig1YhEms
7cido+SvaAFWUEjWIW82YgOYFIDBp1yIOIDcr
kXAt9MY60035TpBrizb//oUwNa2YIIhxv5Hvrvl
JAQG+XZY/w7GZYgZ2z10afIBA8FwWPmM+ZDA4Z
K5m8rCAy477jB/"
Route path "/networks{.format}"
Route path "/{project_id}/limits"
URL "service:jmx:rmi://127.0.0.1/jndi/rmi://127.0.
0.1:7199/imxrmi"
IP "localhost/127.0.0.1"
IP "master/172.17.0.2:9000"
IP "fde3:ce86:6ac::/64"
IP "/172.17.0.2:8032"
Date "19/02/17"
Hadoop "/default-rack/155.230.91.227:50010"
Topology
Throughput "0.093KiB/s"
Heap Size "1.421GiB/1.421GiB"
Versions "3/v3", "4/v4", "5/v5-beta"
Word "N/A"
Word “15/s
MIME TYPE “Accept: */*"
MIME TYPE “application/javascript”
MIME TYPE “text/jscript”
MIME TYPE “audio/wave”
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II. Preliminaries
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{input]

(D DEBUG is08601.i508601 [-] Parsed 2014-08-12707:45:39.000000Z into {'tz_sign': None, 'second_fraction’: 1'000000', 'hour': /07", tz_hour"
: None,'month ' :/08!, timezone': uZ, 'second': '39', 'tz_minute'; None, year': /2014, separamr uT ‘day':u'12, ‘minute’: 45} with
default timezone <is08601.i508601.Utc object at parse_date 1.py:166

(2) DEBUG is08601.1508601 [-] Got u'08" for *hour with default None to_int i di 01.py:124

@ 1011 12:23 16:27:27,932 INFO ‘org.apache hadoop.hdfs.server.common.Storage: Locking is disabled for /home/james/Hadoop
85116165-155.230.91.226-1512025890710

(® 2021-12-28 08:16:37,905 INFO org.apache hadoop.hdf § Lockon
-2.7.4/hdfs/datain_use.lock acquired by nodename 12243@deimos27

{Output] ‘

(D) DEBUG is08601.i508601 [-] Parsed TimeStamp(*) into JSON(*) with default timezone <iso8601.1s08601.Utc object at 0x2c03d90>
parse_date FilePath(*)

(2) DEBUG is08601.is08601 [-] Got u'08" for "hour with default None to_int FilePath(*)
(3 Date(*) Time(*) INFO org.apache.hadoop.hdfs.server.common.Storage: Locking is disabled for FilePath(*)
he.hadoop.hdf:

(@ Date(*) Time(*) INFO org.apa torage: Lock on FilePath(*)

Fig. 1. Object Recognition Result

Table 4. Time GROK Pattern Exception

GROK . . Recognition
Pattern et e 0Eee Regsult
%{TIME} "000:00:00:00.000" "00:00:00:00"
%{TIME} "0000:00:06.2" "00:00:06.2"
%{TIME} "02:42:ac:ff:fe:11:00:02" "11:00:02"

1.3 Log Parsing Tools
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Table 5. Date GROK Pattern Exception

P(:;Tt?r(n Date Object Recognition Result
%{DATE} "11/Aug/2014" Not Recognized
%{DATE} "Mon, 11 Aug 2014" "11 Aug 2014"
%{DATE} "1 Mar 2016" "Mar 2016"
%{DATE} "Wed Jun 14" "Jun 14"
%{DATE} "March 2016" Not Recognized
%{DATE} "July 20" Not Recognized
%{DATE} "15/0ctober/2019" Not Recognized
%{DATE} "2020-11-11" "20-11-11"

III. The Proposed Scheme
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Table 6. Similarity between URI and Filepath

Type Object
"GET
URI /placement/resource_providers/9bbad80a-9
4c9-4d34-ada3-4cae3aflbafé/allocations”
Filepath "/etc/cinder/rootwrap.conf"

Table 7. URIPATH GROK Pattern Exception

GROK Pattern Not URI Object Recognition
Result
%{URIPATH) | /etc/cinder/rootwra | */etc/cinder/root
p.conf wrap.conf
"/opt/stack/pl
Jopustackiplacemen | (T EECI0NS
%{URIPATH} t/placement/requestl p
-3g13" nt/requestlog.py
09.py-38}} 38}

Table 8. IP GROK Pattern Result

GROK

Pattern IP Object Recognition Result
%{IP} "10.0.0.0/24" "10.0.0.0"
%{IP} "/0.0.0.0" "0.0.0.0"
%{IP} "0.0.0.0:8042" "0.0.0.0"
%{IP} "0.0.0.0/0.0.0.0:0" "0.0.0.0", "0.0.0.0"
o "NORMAL:155.230.91. " "
%{IP} 227:50010" 155.230.91.227

o "ACCEPT-localhost/1 " "
%{IP} 27001" 127.0.0.1

Table 9. IP Pattern Recognition Algorithm Result

IP Object Recognition Result
"10.0.0.0/24" "10.0.0.0/24"

"/0.0.0.0" "/0.0.0.0"
"0.0.0.0:8042" "0.0.0.0:8042"

"0.0.0.0/0.0.0.0:0"
"NORMAL:155.230.91.227:5
0010"
"ACCEPT-localhost/127.0.0.1"

"0.0.0.0/0.0.0.0:0"
"NORMAL:155.230.91.227:5
0010"
"ACCEPT-localhost/127.0.0.1"
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0.9 0.2
o8 — jobType: evaluate — jobType: train 0.88 — jobType: evaluate — jobType: train — jobType: evaluate — jobType: train
0.975 0.87 0
0 1 2 3 4 0 1 2 3 a4 0 1 2 3 4
Step Step Step
{a) Accuracy (b) Precision {c) Recall
0.08
10 — jobType: evaluate — jobType: train
= 3225 0.06
= 0.985 2 0.08
£ 0.98 =
3§ 0.975 0.02
& 0.97
0.965 — jobType: evaluate — jobType: train o
o 1 2 3 a 0 1 2 3 4
Step Step
{d) Precision at recall {e) Loss
Fig. 2. BERT Learning Result
input_word_ids | input: | [(None, 128)] | | input mask | input: | [(None 128)] | | input_type_ids | input: | [(None, 128)] Table 11. Model Learning and Evaluation Result
InputLayer | output: | [(None, 128)] | | InputLayer | output | [(None, 128)] InputLayer | output: | (None, 128)] ET—
\ / Dateset | Accuracy | Precision | Recall | on at Loss
Yetes laye_7 | nput; | [(None, 126), (None, 128), (None, 28] recall
Kealaye | upat | (Nowe, 76 e, 2,68 I"t_a' 09982 | 09822 |0.9805  0.9989 | 0.0046
rain
Total 159064 | 09843 | 0.9401 | 0.9959 | 0.0167
dropout 5 | input: | (None, 768) Evaluate
Duopet | ot | o 79 Cassandral o0gg | 0992 | 09893| 1.0 | 0.004
Train ’ ’ ’ : :
Cassandra | 697 10 |09578| 10 | 00257
output | input; | (None, 768) Evaluate
Dese  anp: | (one ) MongoDB | 4 9044 | 09333 | 084 | 09615 | 00108
Train ’ ' ' ’ ’
Fig. 3. BERT Model Architecture Summary MongoDB 0.9934 0.7692 0.8333 10 0.0175
Evaluate ) ) ' ' '
Hadoop
Table 10. Number of Learning Data per Dataset Train 09973 | 09464 | 09217 1.0 |0.0073
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Total 22625 7542 30167 5 a “f ek
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